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Summary 

When evaluating a product or service, consumers often use so-called signals—signs that 

indicate the quality of a good and that help making adoption decisions. Examples 

include brand logos, prices, or quality and certification seals. The latter are used in a 

variety of ways, for example, in the food sector or on websites. However, especially 

with regard to newer technologies, such as autonomous, smart, or connected products, 

little research exists on how certification influences consumer behavior and the 

underlying psychological processes. For this reason, this dissertation examines the role 

of certification in a digital world. This is done with three articles, which include a mix 

of mainly quantitative but also qualitative methods. Employing explorative interviews, 

Article I examines how suitable consumers find the certification of autonomous cars in 

Germany as a trust-creating measure and how far this influences their intention to adopt 

such a vehicle. The results show that certifying an autonomous vehicle makes consumers 

more willing to use such a car and also trust it more. However, their knowledge of 

autonomous vehicles in general, and in particular of the related issues of data usage and 

data privacy, is rather low. Based on these findings, Article II examines how consumers’ 

privacy concerns about smart products can be reduced and how, at the same time, their 

willingness to provide manufacturers with the data generated by the use of these devices 

can be increased. In this regard, a series of quantitative studies shows that introducing 

an independent third-party data certification authority strengthens consumers’ trust in 

the privacy of their smart product data. However, this approach does not make 

consumers more willing to share their device data, but might even significantly reduce 

their willingness to share those data under certain conditions. Finally, Article III pursues 

the lines of Article II and considers whether the existence of a third-party data 

certification authority increases consumers’ intention to buy a connected vehicle. While 

this only happens to a limited extent, it can be shown that data certification increases 

consumers’ trust in data privacy and enhances their perceived control over their data 

privacy. Overall, certification can only be recommended to a certain degree as a suitable 

measure for positively influencing consumer behavior in the digital age.  
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Zusammenfassung 

Konsumenten nutzen bei der Evaluation eines Produktes oder eines Services häufig 

sogenannte Signale – Zeichen, die ihnen eine Indikation über die Qualität eines Gutes 

geben und ihnen helfen, Adaptionsentscheidungen zu treffen. Beispiele hierfür sind 

Markenlogos, Preise oder Qualitäts- und Gütesiegel. Letztere werden vielseitig 

eingesetzt, beispielsweise bei Lebensmitteln oder auf Websites. Jedoch ist gerade in 

Bezug auf neuere Technologien wie autonome, smarte oder vernetzte Produkte wenig 

Forschung hinsichtlich des Einflusses von Zertifizierung auf das Konsumentenverhalten 

und die dahinterliegenden psychologischen Prozesse vorhanden. Aus diesem Grund 

untersucht die vorliegende Arbeit die Rolle der Zertifizierung in einer digitalen Welt. 

Dies geschieht anhand von drei Artikeln in einem Mix aus überwiegend quantitativen, 

aber auch qualitativen Methoden. Artikel I beschäftigt sich im Rahmen von explorativen 

Interviews mit der Frage, wie geeignet Konsumenten die Zertifizierung von autonomen 

Autos in Deutschland als vertrauenssteigernde Maßnahme finden und inwiefern dies 

ihre zukünftigen Nutzungsabsichten beeinflusst. Die Ergebnisse zeigen, dass 

Konsumenten durch die Zertifizierung eines autonomen Fahrzeugs eher bereit sind 

dieses zu nutzen und auch mehr Vertrauen in dasselbe haben. Allerdings ist ihr Wissen 

in Bezug auf autonome Autos generell und insbesondere zu den damit 

zusammenhängenden Themen Datenverwendung und -schutz oftmals gering. Basierend 

auf diesen Erkenntnissen beschäftigt sich Artikel II mit der Frage, wie die 

Datenschutzbedenken von Konsumenten bei smarten Produkten verringert werden 

können und gleichzeitig ihre Bereitschaft erhöht werden kann, die durch die 

Verwendung der jeweiligen Geräte generierten Daten den Herstellern bereitzustellen. 

Hierzu wird in einer quantitativen Studienreihe gezeigt, dass die Einführung eines 

unabhängigen Treuhänders zur Datenzertifizierung das Vertrauen der Konsumenten in 

den Schutz ihrer smarten Produktdaten stärkt. Diese Maßnahme führt jedoch nicht dazu, 

dass Konsumenten eher bereit sind ihre Gerätedaten zur Verfügung zu stellen, sondern 

sie kann sogar unter bestimmten Bedingungen ebenjene Bereitschaft signifikant 

verringern. Abschließend betrachtet Artikel III in Anlehnung an Artikel II, ob die 

Existenz eines Datentreuhänders die Absicht der Kunden steigert, ein vernetztes 

Fahrzeug zu kaufen. Während dies nur in eingeschränktem Maße der Fall ist, kann 

gezeigt werden, dass die Datenzertifizierung das Konsumentenvertrauen in den Schutz 

der eigenen Daten erhöht und die wahrgenommene Kontrolle über ebenjenen verstärkt. 

Alles in allem lässt sich Zertifizierung nur als bedingt geeignete Maßnahme zur 

positiven Beeinflussung des Konsumentenverhaltens im digitalen Zeitalter empfehlen.
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Research Abstract 

For some time now, “digitalization” no longer only refers to the industrial world but also 

increasingly to the consumer segment. Products like smart speakers, robotic 

lawnmowers, automated cooking devices, and connected cars have witnessed a surge in 

popularity lately: They are seen not only as reducing workload and as helping perform 

unpleasant tasks, but also as lifestyle devices. Yet, these products inherently generate 

and use a lot of data to function properly. Examples of such data include details on 

technical functionalities, malfunctions, sensors, or similar, but also more personal 

information such as location, contact details, or floorplans. Analyzing these data 

provides companies with detailed and unprecedented insights into consumers’ lives. For 

example, companies could use this information for targeted advertising measures or 

insurance firms could adjust their policies and pricing based on these insights. This, 

however, is potentially a huge drawback for consumers, as they fear for their data 

privacy. Further objections about data-driven devices include cybersecurity threats or 

software malfunctions. For example, hackers could cause autonomous vehicles to crash 

or make smart home appliances catch fire, thus endangering users’ health and life as 

well as being financially damaging. Moreover, the fact that such digital devices take 

decisions at least partly autonomously is a further concern for consumers. This is due to 

the fact that consumers might feel that they are not in control of their devices anymore, 

but rather that these devices actively influence their lives. 

The fact that digital products are so data- and software-reliant might scare consumers so 

much that they even stop buying and using them. Thus, new ways of reassuring 

consumers and signaling product quality are needed. One approach that has been 

employed frequently in the past in various industries is certification. However, to date, 

the need for certification of data-driven goods, such as autonomous systems or 

connected devices, has mainly been studied from an information systems and software 

engineering perspective, yet not from a marketing and consumer behavior point of view. 

This dissertation addresses this research gap by analyzing the suitability of certification 

as a potential remedy for alleviating consumers’ fears and doubts about smart, 

connected, and autonomous technologies. Thus, its key research questions are: Does 

certification influence consumer behavior in the digital age? If so, how? And which 

psychological processes lie behind consumers’ intentions and decisions? This 

theoretical research gap ties in with the practical need for the testing, certification, and 

inspection industry to change its strategy in the digital age. This industry’s future plans 



Research Abstract 
 

 

 

V 

 

include, for example, certifying the hardware and software of digital devices as well as 

the respective data.  

This dissertation addresses the challenges described above through three research 

articles. Focusing on Germany, Article I analyses the future of the certification market 

for autonomous cars. As car certification in regular intervals is mandatory under German 

law, consumers were assumed to be at ease with evaluating the idea of certifying 

autonomous vehicles. This starting point into researching the certification of digital 

devices and the corresponding results further sharpened the focus of the following two 

articles. In explorative, qualitative interviews, respondents gave insights into their 

understanding of certification as well as their opinions on certification generally, and 

more specifically on autonomous vehicle certification. Additionally, the psychological 

effects of such a quality signal on consumers’ intention to adopt autonomous cars were 

studied. The results revealed that certifying autonomous vehicles is seen as a remedy for 

reducing consumer uncertainty and for increasing their trust in this technology. 

Moreover, certification positively affects the willingness to use such a car in the future. 

However, consumers mainly focused on hardware and software certification in their 

answers. They barely mentioned the possible need for data certification or the 

importance of autonomous vehicle data for its functionality. Yet, when this subject was 

addressed with respondents, they mostly perceived a need for data certification while, 

at the same time, expressing concern for their data privacy. 

The insights of Article I into data certification lay the foundation for the following two 

quantitative papers (Articles II and III). These thoroughly analyze the perception of data 

certification from a consumer behavior perspective. While Article I reveals that 

consumers perceived certification as a means of enhancing their trust in and usage 

intention of autonomous vehicles, Articles II and III explore the effects of certification 

on consumers’ psychological processes, intentions, and decisions in more detail. 

However, as Article I finds that consumers are not very knowledgeable about 

autonomous vehicles, Article II focusses on smart products. Such devices are already 

deeply integrated into consumers’ lives, with examples ranging from smartphones to 

smart speakers and automated cooking appliances. Article II takes consumers’ 

willingness to share data as the focal variable and analyses whether data certification 

can reassure consumers of their data privacy and motivate them to share their 

information with companies––data needed by firms for economic success. The results 

of the four studies in Article II show that while certification enhances trust in data 

privacy, the consumer’s willingness to share information is not increased. Conversely, 
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it even decreases in certain cases, thus speaking against employing certification as a 

signaling measure with smart products under some conditions. Moreover, in the course 

of Article II, an independent third-party emerged as the best suited data certification 

authority for performing the aforementioned tasks. Along these lines, Article III focuses 

on the effect of data certification on purchase intention, which is another important 

source of income for modern commercial entities. Concentrating on connected cars as 

the focal product, Article III closes the thematic circle started in Article I. Based on the 

insights of Article II, Article III considers trust and control as two parallel variables 

mediating the effect of certification on purchase intention. It also shows that data 

certification might be an important signaling measure in the future, one that positively 

influences consumers’ intention to buy a connected car—and even more so their 

sentiments about their vehicle data.  

Overall, this dissertation answers the question whether certification in general, and data 

certification in particular, is a suitable quality signal for consumers with regard to data-

driven products and how it influences their decision making and behavioral intentions 

in a digitalized world. Moreover, the three articles forming this dissertation have 

analyzed the psychological processes triggered by certification, with a special focus on 

the role of trust. Summarizing the results of the three articles, certification only seems 

to be a viable approach when pertaining to certain consumer decisions. While 

certification has been found to have a positive effect on trust in Article I, Articles II and 

III empirically showed that data certification increases consumer trust in data privacy. 

However, despite certification positively impacting the intention of respondents to adopt 

autonomous vehicles (Article I), as well as marginally influencing the purchase intention 

of connected cars (Article III), it only increases the willingness to provide companies 

with smart device data under certain conditions and may even lower this willingness in 

some cases (Article II). Overall, however, certification remains a good means of 

signaling quality to consumers in a digital world and may even help companies to 

achieve financial success. Nevertheless, companies should bear in mind that 

certification does not help to lessen the tension between consumers, intent on keeping 

as much data as possible private, and companies, which need as much data as possible 

for their business dealings, when considering certification as a possible marketing 

measure. Moreover, these conclusions imply that for the future, the testing, inspection, 

and certification industry should evaluate further areas of business in addition to digital 

product and data certification to stay successful. 



Research Abstract 
 

 

 

VII 

 

From a theoretical viewpoint, this work gathered in these three articles extends the 

literature on smart, connected, and autonomous products, as well as on signaling and the 

effect of certification on consumer behaviour in the digital age. Moreover, the articles 

present insights into the topics of control as well as trust and its sub-dimensions. They 

also highlight the need for further research, for example, on how different types of trust 

influence each other or which additional boundary conditions might affect consumers’ 

willingness to provide data. Future research could also explore other signaling measures 

influencing consumers’ willingness to disclose their information, as well as their 

effectiveness in positively affecting consumer behaviour in combination with 

certification. Yet, although some questions remain unanswered and call for more 

research, certification can be used with data-driven products in a digital future, at least 

for specific purposes. 

In the following, a detailed overview of the three articles included in this thesis is 

presented. 

 

Article I 

 

Certification as a Means of Increasing the Adoption Intention of 

Autonomous Vehicles  

 

Abstract  

Autonomous vehicles (AVs) are about to revolutionize the transportation industry. 

However, consumers’ low trust in this technology seriously impedes adoption. Based 

on qualitative interviews with German participants, this article explores the idea that the 

certification of AVs increases consumers’ trust in and willingness to adopt AVs. The 

results show that consumers are skeptical of and lack knowledge about this new mode 

of transportation. Nevertheless, study participants are generally inclined to use AVs in 

the future and are even more willing to do so if such cars have been certified by a 

trustworthy authority. While hardware and software certification are seen as mandatory, 

respondents lacked knowledge about data certification and AV data privacy issues.  

 

Keywords: autonomous vehicles, signaling, certification, trust, adoption intention 
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Article I is authored by Cynthia Sokoll and has been submitted to the IEEE Technology 

and Society Magazine (awaiting review). Article I is accessible as working paper.  

 

Article II 

 

The Trouble with Trust: 

When Certification is Not Enough to Turn Trust into Willingness to 

Share Data 

 

Abstract 

Consumer data has recently become immensely important for a company’s success. 

However, firms often collect data from smart devices unbeknownst to consumers. 

Having no control over their data leaves many consumers concerned about their data 

privacy and decreases their willingness to give companies personal information. One 

approach to solving this trust issue is to insert an intermediary in the data transfer 

process, i.e., between the consumer’s smart product and the respective manufacturer, 

thereby guaranteeing proper data handling and data transfer practices. Based on four 

empirical studies, this paper explores whether installing such a certification authority as 

an intermediary increases consumers’ willingness to share information and how 

consumers’ trust in data privacy influences this process. It also analyzes which entity is 

best suited to performing data certification. The results show that even though 

consumers’ trust in data privacy is significantly increased by the existence of an 

independent third-party as a certification authority, this is not true for their willingness 

to share data. In addition, the existence of a third-party certification intermediary can 

even decrease the willingness to share information if consumers’ trust in their smart 

product is high. Thus, certification is only to a limited extent a viable option for 

increasing consumers’ willingness to share smart product data. Consequently, managers 

should look for other approaches to earn consumers’ trust and to foster their willingness 

to provide information, either instead of or at least in combination with data certification. 

The paper also presents new theoretical insights into certification in the digital age as 

well as trust and its sub-dimensions. 

 

Keywords: data privacy, data disclosure, certification, smart products, trust 
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Article II is authored by Cynthia Sokoll and has been presented at the Association for 

Consumer Research Conference 2020 and is in preparation for submission to 

Technological Forecasting and Social Change – An International Journal. Article II is 

accessible as working paper.  

 

Article III 

 

Does Data Certification Make You Want to Buy Connected Cars? 

Examining an Established Approach to a New Product Category 

 

Abstract  

The connected car is one of the major recent developments in the automotive industry. 

However, as it is strongly based on the generation, exchange, and usage of data, 

consumers are skeptical about adopting this new technology because they fear privacy 

invasions and data misuse. This paper explores whether certifying connected car data 

increases consumers’ intentions to purchase such a vehicle. It is assumed that trust in 

and control over data privacy are the psychological drivers of this intention. The results 

of an online experiment confirm that the effect of certification on consumers’ intention 

to purchase a connected car is mediated by trust in and control over data privacy. 

However, certification was only found to marginally influence the intention to buy this 

kind of vehicle. Based on these results, several implications for theory and practice are 

presented.  

 

Keywords: certification, data privacy, connected car, purchase intention, trust, control 

 

Article III is authored by Cynthia Sokoll and has been submitted to the International 

Journal of Consumer Studies (awaiting review). Article III is accessible as working 

paper.  
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Abstract 

Autonomous vehicles (AVs) are about to revolutionize the transportation industry. 

However, consumers’ low trust in this technology seriously impedes adoption. Based 

on qualitative interviews with German participants, this article explores the idea that the 

certification of AVs increases consumers’ trust in and willingness to adopt AVs. The 

results show that consumers are skeptical of and lack knowledge about this new mode 

of transportation. Nevertheless, study participants are generally inclined to use AVs in 

the future and are even more willing to do so if such cars have been certified by a 

trustworthy authority. While hardware and software certification are seen as mandatory, 

respondents lacked knowledge about data certification and AV data privacy issues.  

 

Keywords: autonomous vehicles, signaling, certification, trust, adoption intention  
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Introduction 

In the next few years, the automotive industry will change fundamentally, largely due 

to the introduction of AVs (Nikitas et al., 2017). In general, autonomy describes “the 

ability of a system to make its own decisions and to act on its own, and to do both 

without direct human intervention” (Dinmohammadi et al., 2018, p. 277). This 

definition implies that cars will increasingly develop from a mechanical to a highly 

technological product (Garcia et al., 2015). Yet, not only will cars change, but the AV 

market introduction will also hugely impact society (Kim, 2018). This development will 

create numerous opportunities, but also involves several obstacles. One major problem 

is that consumers do not sufficiently trust AV technology (Lazányi & Maráczi, 2017). 

They are skeptical about AVs as they have to rely on a for them potentially harmful 

technology they cannot control (Kaur & Rampersad, 2018). Other concerns with regard 

to AVs include data privacy (Kaur & Rampersad, 2018) or accident-related physical 

harm (Grunwald, 2016). Moreover, as research shows, consumers are hesitant to adopt 

AVs (Haboucha et al., 2017). Thus, one open question is how best to enhance 

consumers’ trust in AVs and their intention to adopt this technology. Various measures 

have been suggested to achieve this objective, including the promotion of AVs by 

opinion leaders (Zhang et al., 2020) and providing the public with detailed information 

about those cars (Charness & Villeval, 2009; Pettigrew et al., 2019). Moreover, some 

researchers have recommended giving consumers the opportunity to interact with AVs 

to accustom them to this technology and thereby to develop more positive attitudes 

toward it (Penmetsa et al., 2019).  

A rather new approach—and the one suggested and evaluated here—is to certify AV 

hardware, software, and data. What follows focuses on Germany, where the testing, 

inspection, and certification market has a long history, ever since the foundation of the 

TÜV (Technischer Überwachungsverein [Technical Inspection Association]) in 1866 

(TÜV SÜD, 2020). At approximately the same time, the first certification initiatives also 

emerged in the United States, for example, the Underwriters Electrical Bureau, which 

has been responsible for testing the safety of products since 1894 (Underwriters 

Laboratories, 2020). However, while several studies have examined the certification of 

autonomous technology in information systems research (e.g., Falcini & Lami, 2017), 

the influence of AV certification on consumers’ decision-making is largely 

underresearched. This article seeks to close this gap by exploring whether AV 

certification might feasibly increase trust in this technology and promote its adoption. It 

also analyzes under which conditions consumers might consider certification successful 



Article I 
 

 

 

5 

 

and discusses their general attitude toward AVs. To answer these questions, extensive 

qualitative interviews with German consumers were conducted. After an introduction of 

the theoretical background, the results of the interviews are presented and discussed, 

and implications for theory and practice are provided.  

 

Theoretical background 

Certification of digital technologies 

The effectiveness of certification and its influence on consumers have been studied for 

decades (e.g., Parkinson, 1975). By definition, “certification is the (voluntary) 

assessment and approval by a (accredited) party on a (accredited) standard” (Meuwissen 

et al., 2003, p. 172). Research has found that certification as a quality signaling method 

works because the “quality of a product is fully revealed to consumers by a certifying 

expert, whose verdict is assumed to be beyond doubt” (Hakenes & Peitz, 2009, p. 187). 

In recent years, various factors have been found to influence the success of certification 

seals. Examples include trust in the certification authority (Lansing et al., 2013), in the 

certification scheme (Meuwissen et al., 2003) and in the seal itself (Cook & Luo, 2003). 

Further important aspects are the reputation (Cimato et al., 2013), credibility, 

independence (Monteiro & Anders, 2009), and dependability (Lynn et al., 2013) of the 

certifying entity, as well as assessment quality (Cimato et al., 2013), strictness (Lansing 

et al., 2018) and objectivity (Boegh, 2006). In general, various parties may act as the 

certification authority, such as governments, companies (Sporleder & Goldsmith, 2001), 

or third-party authorities (Anders et al., 2010). 

Previous certification research has examined highly diverse topics, for example, e-

commerce (e.g., Park et al., 2010), food and nutrition (e.g., Grebitus et al., 2011), cloud 

solutions (e.g., Windhorst & Sunyaev, 2013), and autonomous systems (e.g., Alexander 

et al., 2007). Certification has been found to positively influence various factors, such 

as brand image (Martínez Caro & Martínez García, 2009; Wu & Jang, 2013), perceived 

product quality (Houston & Taylor, 1999; Wu & Jang, 2014), and customer satisfaction 

(Park et al., 2010). Other studies have shown the influence of certification on purchasing 

willingness. Although largely considered positive (Kamins & Marks, 1991; Nöteberg et 

al., 2003; Özpolat et al., 2013; Zhang, 2005), there are also contradictory results 

(Bahmanziari et al., 2009). Regarding trust, a key factor in AV adoption (see below, 

e.g., Choi & Ji, 2015; Hegner et al., 2019), numerous scholars have reported a positive 

influence of certification on trust (Chang et al., 2013; Kaplan & Nieschwietz, 2003; Kim 
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& Kim, 2011; West, 2015; Yang et al., 2006), on trusting intentions (Sha, 2009), and on 

perceived trustworthiness (Lee et al., 2004; Portz et al., 2001). Other researchers, in 

contrast, have found no evidence for a positive effect of certification on trust 

(Bahmanziari et al., 2009; Kim et al., 2008; Kimery & McCord, 2002; McKnight et al., 

2004) or on trusting beliefs (Yousafzai et al., 2005).  

Current research on the certification of autonomous products comes mainly from the 

area of information systems, such as automated transport systems (e.g., Van Dijke et al., 

2012), advanced driver assistance systems (e.g., Falcini & Lami, 2017), or platoons 

(e.g., Kamali et al., 2017). This focus, however, means that the consumer perspective 

on the need to certify autonomous products and, more specifically, AVs is largely 

missing. The research presented here marks a first step toward addressing this gap. In 

general, the aim of AV certification is to reassure car manufacturers and to keep 

consumers safe (Falcini & Lami, 2017). Koopman and Wagner (2017) describe ensuring 

the safety of AVs as a multi-faceted challenge, because a certification strategy for AVs 

must address various issues at once, such as hardware reliability, human-machine 

interaction, software verification, and legal concerns.  

 

Trust in autonomous vehicles  

Prior research has shown that trust is central to deciding whether or not to adopt new 

technological products (Koopman & Wagner, 2017; Pype et al., 2017). For instance, 

Tay et al. (2014, p. 77) concluded that “trust is pivotal in helping users overcome the 

perception of risk and uncertainty before the use of a new technology.” Several factors 

influencing trust in AVs have been studied to date. These variables include AV 

experience (Gold et al., 2015; Xu et al., 2018), automation failures (Beggiato & Krems, 

2013), take-over requests (Hergeth et al., 2015), anthropomorphization (Ruijten et al., 

2018; Waytz et al., 2014), cultural aspects (Tussyadiah et al., 2017), as well as system 

transparency and technical competence (Choi & Ji, 2015). Along these lines, trust has 

been found to influence AV adoption decisions (Choi & Ji, 2015; Hegner et al., 2019; 

Kaur & Rampersad, 2018; Panagiotopoulos & Dimitrakopoulos, 2018; Xu et al., 2018; 

Zhang et al., 2019, 2020). Apart from trust, other factors affecting AV adoption 

decisions are perceived usefulness (Hegner et al., 2019), perceived ease of use 

(Panagiotopoulos & Dimitrakopoulos, 2018; Zhang et al., 2020), perceived safety (Xu 

et al., 2018), social influence (Zhang et al., 2020), psychological ownership, and self-

efficacy (Lee et al., 2019). Yet others include the locus of control (Choi & Ji, 2015), 
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ethical dilemmas (Shariff et al., 2017), feelings of anxiety (Hohenberger et al., 2017), 

conscientiousness, emotional stability, openness to experience (Charness & Villeval, 

2009), and socio-demographic variables (Haboucha et al., 2017; Wang & Zhao, 2019).  

Another factor that is linked to trust in AVs is data privacy (Bloom et al., 2017). This is 

because AVs are able to collect and analyze a huge amount of data and to work together 

in real-time with several entities (Karnouskos & Kerschbaum, 2018). Thus, with the 

introduction of AVs, consumers will most likely no longer be able to move 

anonymously, as AV data enable manufacturers and other entities to track drivers and 

to see at which locations they have been (Collingwood, 2017). Nevertheless, while 

potentially disadvantageous to consumers, this information might prove very useful and 

economically beneficial for companies as it provides valuable insights, e.g., for demand 

planning or advertising (Collingwood, 2017).  

 

Methodology  

Even though research on AVs has significantly increased in recent years, many 

questions still remain underexplored. Additionally, while its need has been established 

on a general level, AV certification is yet to be investigated in-depth, especially its effect 

on consumer behavior. Hence, this study uses exploratory qualitative interviews to 

provide insight into how AV certification impacts consumer trust and adoption 

intention. It also seeks to better understand consumers’ attitudes toward AVs and toward 

certification in general as well as certification success factors.  

Thirteen semi-structured qualitative interviews with German consumers were conducted 

in autumn 2018. Although the number of interviewees is not very high, previous 

research has shown that while overarching themes can be defined as early as after six 

interviews, “saturation occurred within the first twelve interviews” (Guest et al., 2006, 

p. 59). Arsel (2017), highlighting the importance of interviews in consumer research, 

observed that “the interactive, flexible but focused nature of interviews still makes them 

one of the most trustworthy and effective sources of data about consumers” (Arsel, 2017, 

p. 939). Semi-structured interviews were selected as a means of data collection as they 

enable pursuing a line of thought through predefined topics and questions, but at the 

same time allow for the flexibility of delving deeper into areas of interest (Arsel, 2017).  

Participants were randomly selected from the panel of a market research agency with 

the goal of being representative of the German population in terms of age and gender. 

Interviewees had to fulfill various participation criteria: They had to have a valid driver’s 



Article I 
 

 

 

8 

 

license, be over 18 years old, and have undergone a technical vehicle inspection in the 

past. Regular car inspections are mandatory under German law (Straßenverkehrs-

Zulassungs-Ordnung (StVZO), § 29 Untersuchung der Kraftfahrzeuge und Anhänger, 

Bundesministerium der Justiz und Verbraucherschutz & Bundesamt für Justiz, 

Bundesrepublik Deutschland [Road Traffic Licensing Regulations, § 29 Examination of 

motor vehicles and trailers, Federal Ministry of Justice and Consumer Protection & 

Federal Office of Justice, Federal Republic of Germany], 2020). The gender split of 

participants was fairly equal, with six (of thirteen) interviewees being female and ages 

ranging between 25 and 63 years. Interviews were conducted by telephone and lasted 

between 20 and 45 minutes. All conversations were tape-recorded with the consent of 

participants and selectively transcribed and categorized. Participants were told to 

assume that the car in question was a fully AV. For the purpose of the study, fully 

autonomous driving was defined as “the full time performance by an automated driving 

system of all aspects of the dynamic driving task under all roadway and environmental 

conditions that can be managed by a human driver” (SAE International, 2014, p. 2).  

Prior to the interview, participants were briefly introduced to the interviewer and to the 

procedure and aim of the study. Then, if existent, the respondents’ open questions were 

answered. Both steps are in line with Arsel’s (2017) recommendations on conducting 

qualitative research. The interviews approached the research questions from a general 

angle, starting with the topic of trust in technology. The focus was subsequently 

narrowed to trust in AVs, participants’ attitude toward certification, the issue of 

consumers’ opinion of and attitude toward AVs, and their need for AV certification. 

Questions, for example, included “What would help you to gain trust in AVs?” and 

“What would you think if AVs were certified?” (see Figure 1 for the key topics of the 

interview guideline).  
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Figure 1: Summarized interview guideline based on subject areas  

 

 

Results  

With a few exceptions, the majority of interviewees stated that technology plays an 

important role in their lives. Even though some feared that the use of technology might 

get out of hand in the future, they were mostly open to innovative technical products. 

However, some products were described as unnecessary, for instance, if their benefit 

was not directly visible. When asked what was important about technical products, 

participants listed the following aspects: usefulness and reduced physical and/or 

cognitive workload, easy handling, time-saving, and reliability. However, participants 

also voiced several concerns about innovative technological products: data privacy, 

feeling controlled, over-reliance, and dependency.  

Regarding AVs, this study found that while participants’ knowledge about autonomous 

driving varies considerably, it is generally rather low. This is mainly due to the fact that 

the interviewees perceived AVs as a too distant reality—they estimated that fully AVs 

would not be on the streets for the next 10 to 15 years. Participants were of the opinion 

that AVs will lead to more efficient driving, combined with time-saving, fewer 

accidents, and less congestion. They described AVs as especially useful for elderly and 

mobility-impaired persons. However, respondents struggled with the idea of completely 

handing over control to an AV and no longer being able to make their own decisions, a 

1. Trust in technology 

• Attitude toward 

technology 

• Influence of technology on 

life 

2. Trust in AVs 

• Knowledge about AVs, 

concerns and adoption 

intention 

• Measures to increase trust 

in AVs 

3. Certification 

• Opinion about 

certification 

• Quality criteria  

• Influence on product 

adoption decisions 

4. Certification of AVs 

• Certification of AVs and 

its components: software, 

hardware, data 

• Evaluation of possible 

certifying institutions 



Article I 
 

 

 

10 

 

finding in line with Hegner et al. (2019). Participants stated that they would rather trust 

human drivers than AVs as this technology is potentially harmful. Thus, current trust 

levels in AVs are rather low. Further concerns included ethical issues, AV decision-

making in safety-critical situations, and AV accountability in the event of an accident. 

Other major points of criticism concerned cybersecurity, the threat of hacking and data 

privacy.  

Even though most respondents were generally open to autonomous driving, they were 

at the same time also skeptical. They feared that the technology was not yet fully 

developed and will not function properly when introduced to the market, being a severe 

danger to health and life. Participants were not eager to try fully AVs as early adopters 

but rather planned to use such cars once reassured that they functioned properly and 

safely. When asked to indicate which measures would increase their trust in AVs, 

respondents mentioned test drives, media campaigns and advertising, the publication of 

statistical data and information from car testing series, as well as AV inspections by 

independent organizations. They also stated that they would be more inclined to adopt 

AVs after some car-sharing experience and using other autonomous means of transport 

(e.g., autonomous public buses).  

Concerning certification in general, participants had diverging opinions: While some 

observed that certification influenced their product evaluation and purchasing decisions, 

others were more skeptical. These doubts stemmed mainly from past scandals, 

especially in the food and nutrition sector, leading respondents to doubt the quality of 

certification seals. This result is linked to the finding that participants use certification 

seals to evaluate more expensive products (e.g., technological devices) rather than fast-

moving consumer goods. Although respondents regarded certification as a quality 

indicator, they also stated that this does not provide one hundred percent certainty about 

the quality of a product, but at least indicates that a product has been checked by an 

additional entity. Analyzing the interview data also revealed factors considered 

important for the trustworthiness of a certification seal: It ought to be reputed and 

approved by the government (but does not need to be issued by it). Moreover, 

participants identified crucial factors for the success of certification companies: 

independence, not being driven by financial interests, and adherence to strict 

certification criteria. These results are in line with findings in the literature (Lansing et 

al., 2018; Monteiro & Anders, 2009). Furthermore, participants mostly did not trust 

unknown seals—and if they did, then to a considerably lower degree than well-known 

ones.  
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Regarding AVs, interviewees highlighted that certification is crucial and ought to be 

mandatory. The majority of participants agreed that certification would increase their 

trust in AVs or at least indicate its trustworthiness. As with the general certification 

quality criteria, respondents stressed the importance of AVs being certified by a 

trustworthy, well-known institution. An unknown company would have no consumer 

trust, at least initially. Additionally, participants reported that they would always prefer 

using a certified AV compared to an uncertified one. More specifically, the need for 

certification was discussed for several elements of AVs: hardware and software, as well 

as the data generated, exchanged, and used when driving an AV. Regarding vehicle 

hardware (e.g., brakes, lights), respondents stated that AVs should be certified 

analogously to the certification standards and cycles currently being used in Germany 

(i.e., every two years on average). The software used in AVs, in contrast, should be 

checked and certified more regularly than the hardware, at least prior to installation or 

updating. While participants unanimously agreed that AV hardware could be certified 

by the same companies as today, they expressed concerns about whether such entities 

could also execute software certifications due to a lack of skills and possible staff 

shortages. Interviewees deemed existing certification companies suitable to perform 

software certification only if they significantly extended their IT knowledge and 

increased the number of skilled employees in this area of certification. However, new 

software certification companies were also viewed skeptically because of a lack of 

consumer trust in their expertise. This finding ties in with study participants repeatedly 

highlighting the importance of certification providers needing to be trusted actors in the 

certification market from the outset.  

Regarding the certification of AV data, it became clear that most respondents were not 

aware of the practice of and the need for data collection and exchange when using AVs. 

Only after the interviewer explained this aspect did participants realize the critical nature 

of this topic in terms of data privacy and security, among others. Regarding data privacy, 

respondents’ opinions oscillated between two extremes. While some pointed out the 

high standards and importance of data protection in Germany, others stated that they did 

not mind AVs collecting personal data, as they already felt monitored by data-driven 

devices (e.g., by their smartphones). In general, all participants considered data 

certification necessary, at least for reasons of data security.  

Optimally, according to respondents, no personal data should be collected. If, however, 

data collection was necessary, data should be anonymized when used. Moreover, the 

information collected should be regularly deleted. Furthermore, data usage should be 
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restricted to certain entities and certain purposes. These include, for example, technical 

improvements or emergencies, yet not advertising or similar activities. Some 

participants also doubted whether it is technically possible to conduct data certification 

due to the enormous amounts of data generated and exchanged by AVs and the limited 

storage capacity of servers. Another point raised by respondents concerned the fact that 

manufacturers might be reluctant to share AV data with certification companies, 

especially when problems with an AV occurred. Moreover, participants wished that if 

data certification was necessary, then the data of German AV consumers should be 

stored on servers located in Germany rather than elsewhere. 

Regarding the frequency of data certification, interviewees stated that data certification 

should take place in regular intervals. Nevertheless, responses about suitable time 

periods varied widely, as they did about who should certify AV data. Various possible 

entities for data certification were proposed, including a government agency, the 

respective car manufacturer, a new third-party institution, or a collaboration between the 

government and another entity (e.g., the manufacturer or a company specializing in and 

experienced with data handling, storage, and collection). Regarding AV data 

certification, interviewees also expressed concerns about data being distributed to 

further entities and the lacking knowledge of certification authorities for properly 

performing this task. Finally, participants feared that certification companies might 

follow self-serving motives, ones benefitting only their business interests, yet not 

protecting consumers and their data privacy. 

 

Discussion 

The results show that participants are aware of the emerging AV technology, but do not 

entirely grasp its future societal and economics implications. Although the interviewees 

in this study were generally open to new technologies and innovation, their little 

knowledge about and trust in AV technology indicate that further education and trust 

creation measures are needed for AVs to be introduced successfully in the future. 

However, what exactly is the best approach needs to be thoroughly evaluated. In this 

regard, certification seems to be a viable measure to increase trust in AVs. Importantly, 

the certification seal, certification process, and certifying authority must meet certain 

quality requirements. These include, for example, a reputable and trusted certification 

authority with a proven track record of performing certification in certain industries and 

conducting a trustworthy and secure certification process. 
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Measures also need to be tailored to purpose, that is, whether it is a matter of certifying 

software, hardware, or data. Especially regarding data certification, respondents’ 

opinions varied widely. Further, the low level of knowledge about data certification 

among respondents suggests that introducing educational measures would certainly 

benefit consumers. Moreover, study participants were partially ignorant about possible 

data privacy issues and the traceability of their lives via AV data collection. However, 

this might also be due to respondents being, at least to some degree, weary of these 

subjects and already feeling “see-through” and monitored. This is because, in their 

opinion, smartphones and other smart products are already gathering personal 

information and thus, AV data collection does not greatly impact their lives or bring 

about much change. 

This study concludes that AV certification might be a feasible way of increasing trust in 

AVs as well as adoption intentions. And yet, the analysis also shows that this might not 

be a feasible way by all means. For although participants stated that they would rather 

use certified than uncertified vehicles, this does not mean that they strongly trust this 

technology, but that they merely consider certification as the better of two alternatives. 

Thus, apart from certification, other ways of increasing consumers’ trust in AVs as well 

as their adoption intentions should be explored. In this regard, this study has probed 

consumer opinions about what would be possible measures for increasing respondents’ 

trust and willingness to adopt AVs. Mostly, these suggestions were practical (e.g., 

displaying information about staff AV certification training in car repair workshops) and 

did not concern laws or other official regulations. Yet, these are central to AV safety, as 

AVs need be certified against government standards (Falcini & Lami, 2017).  

  

Conclusion 

This paper has examined a new way of increasing consumers’ trust in AVs as well as 

their intention to adopt this type of car: AV hardware, software, and data certification. 

To this end, qualitative semi-structured interviews with German participants were 

conducted. Overall, respondents were found to have a rather low knowledge of 

autonomous cars and were somewhat skeptical about this new form of mobility. In 

general, interviewees felt that certification would likely improve their trust in AVs. They 

also stated that they would be more inclined to use a certified AV compared to an 

uncertified one, as they had a higher trust in it. Importantly, moreover, software, 

hardware, and data all need to be certified by a suitable entity. However, who this 
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certification authority should be is highly controversial: While hardware can be 

continued to be certified by entities already performing this task, study participants did 

not concur on who should conduct software and data certification. They did, however, 

agree that the certification authority should be trustworthy and have substantial 

knowledge in the respective area of work. Overall, despite several questions still needing 

to be resolved, AV certification seems a viable measure for increasing consumer trust 

in and adoption intention of this technology.  

This research contributes to the literature on certification, trust in AVs, and the adoption 

mechanisms of autonomous products. While research on the certification of autonomous 

systems and AVs has increased significantly in recent years, such studies have mainly 

been conducted in the field of information systems. Insights into consumer behavior are 

largely missing. As such, this research marks as a first step toward evaluating consumer 

perceptions of the certification of autonomous products. Besides extending theoretical 

knowledge, this study has several implications for various industry sectors. First and 

foremost, AV manufacturers might take into account the use of AV certification to foster 

AV adoption, possibly in combination with other measures aimed at increasing 

consumer trust in such cars. Companies in the certification, testing, and inspection 

industry will have to remain alert and flexible to changes in the market to stay 

successful. While established market participants will need to carefully examine their 

positioning and consider extending or repositioning their business activities, new 

certification companies (e.g., car manufacturers) might consider entering the 

certification, testing, and inspection industry. New market entrants, however, will only 

succeed if they can create enough consumer trust in their skills, processes, and 

certification seals. Companies seeking to have their AVs certified will need to carefully 

choose a certification firm that is perceived as suitable and trustworthy by consumers. 

On the regulatory side, governments, along with the responsible institutions, will need 

to define rules and standards for AV certification, or at least adapt existing ones to this 

new technology, in order to foster the market introduction and commercial success of 

this innovative means of transport. 

Despite providing initial evidence on AV certification, the results of this study are 

restricted in some respects and more research in this direction is needed. Limitations 

include the regional focus (on Germany) and the lacking participant segmentation based 

on socio-demographic variables such as age and gender. Furthermore, while the purpose 

of the study was to explore the feasibility of AV certification on a general level, some 

topics (e.g., the need for data certification and data privacy) should be analyzed in more 
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depth to gain more detailed insights. As consumers will likely acquire more AV-related 

knowledge in the future, the topics discussed here could become central as regards 

consumers’ attitudes towards and adoption of AVs. If, for example, concerns about data 

privacy and related issues are not handled appropriately in the future, this might develop 

into an additional barrier toward AV adoption and might even create stronger trust issues 

than currently existing ones.  
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Abstract 

Consumer data has recently become immensely important for a company’s success. 

However, firms often collect data from smart devices unbeknownst to consumers. 

Having no control over their data leaves many consumers concerned about their data 

privacy and decreases their willingness to give companies personal information. One 

approach to solving this trust issue is to insert an intermediary in the data transfer 

process, i.e., between the consumer’s smart product and the respective manufacturer, 

thereby guaranteeing proper data handling and data transfer practices. Based on four 

empirical studies, this paper explores whether installing such a certification authority as 

an intermediary increases consumers’ willingness to share information and how 

consumers’ trust in data privacy influences this process. It also analyzes which entity is 

best suited to performing data certification. The results show that even though 

consumers’ trust in data privacy is significantly increased by the existence of an 

independent third-party as a certification authority, this is not true for their willingness 

to share data. In addition, the existence of a third-party certification intermediary can 

even decrease the willingness to share information if consumers’ trust in their smart 

product is high. Thus, certification is only to a limited extent a viable option for 

increasing consumers’ willingness to share smart product data. Consequently, managers 

should look for other approaches to earn consumers’ trust and to foster their willingness 

to provide information, either instead of or at least in combination with data certification. 

The paper also presents new theoretical insights into certification in the digital age as 

well as trust and its sub-dimensions. 

 

Keywords: data privacy, data disclosure, certification, smart products, trust 
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Introduction 

Data are an important and valuable asset for companies (Tao et al., 2019). They give 

firms worldwide the opportunity to target and influence consumers directly, e.g., with 

customized product offers (Prince, 2018). Moreover, consumer data can give companies 

a decisive competitive advantage (Babula et al., 2017; Mazurek & Małagocka, 2019). 

While companies have long been collecting consumer data, this has significantly 

increased in recent years due to digitalization, with an increasing volume and quality of 

data now stored, shared, and analyzed (Cukier & Mayer-Schoenberger, 2013). If a 

product generates data, these data are often transferred to various entities. Brandtzaeg et 

al. (2019), for example, found that out of 21 mobile phone apps analyzed, 19 apps 

transferred personal data to about 600 primary and third-party domains. In addition, less 

than 15% of these data flows are disclosed (Libert, 2018), and a significant percentage 

of consumers do not know how their data are used (Truong et al., 2016). Moreover, 

consumers cannot be sure how many and which parties receive their data (Schudy & 

Utikal, 2017). Hence, individuals no longer have (full) control over their data privacy 

(Pinchot et al., 2018), potentially leaving consumers worried (Prince, 2018). Privacy 

concerns, however, may harm companies, for instance, by having a strong negative 

effect on consumers’ purchase intentions (Eastlick et al., 2006). Even if companies 

inform consumers about their data privacy and data handling practices, this does not 

necessarily happen in a consumer-friendly manner, as, for example, privacy policy 

statements take over 84 minutes to read on average (Libert, 2018).  

Amid this area of conflict—between protecting consumers’ privacy while collecting as 

much data as possible for economic benefit (Moiso & Minerva, 2012)—, research 

suggested manifold mechanisms and ideas to strike the best possible balance for all 

stakeholders involved. One approach that has been proposed in the literature in various 

forms (e.g., Moiso & Minerva, 2012) is to install a trusted entity between the consumer 

and the smart product data recipient (i.e., the respective manufacturer), who guarantees 

consumers data privacy protection. This paper explores in detail the idea of installing 

such a certification authority. This entity will, for example, guarantee the safety of the 

smart product data, rule out security threats, and serve as a gatekeeper, forwarding only 

consumer-authorized data to the respective manufacturer. How feasible is this? Market 

forecasts for the worldwide testing, inspection, and certification industry certainly 

provide cogent arguments for adopting this approach, as a potential market growth from 

$209.4 billion in 2019 to $266.2 billion by 2024 is expected (MarketsandMarkets, 

2019). Moreover, certification benefits companies in various ways, including 
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competitive advantages, market access, and the external confirmation of one’s 

regulatory compliance (Tanner, 2000). However, certification also has critical aspects, 

for example, assessment independence or whether the audited company pays the 

certifying institution (Albersmeier et al., 2009). Moreover, Holland (2016) found that 

certification may have negative consequences under certain conditions, e.g., when the 

consumer does not trust the certification standard. Apart from several advantages and 

disadvantages, the existing empirical results on the impact of certification on 

consumers’ feelings, intentions, and behaviors are not unanimous either, with previous 

research finding evidence for and against the effectiveness of certification (see below).  

The fact that opinions vary and that empirical data on the acceptance of the above-

described certification intermediaries are scarce raises a key question: If, and under 

which circumstances might data certification by a certification authority be a viable 

method for increasing consumers’ trust in data privacy and for enhancing their 

willingness to share data? Moreover, it is not clear which entity is best suited to serving 

as a certification authority. These issues were explored with the help of four quantitative 

studies (of which one was correlative and three were experiments) focusing on different 

kinds of smart products. The results of this paper add to the literature on signaling, 

certification, trust, data privacy, and data disclosure. Moreover, they indicate that an 

independent third-party is considered a superior certification authority compared to 

various other entities, and also superior to no certification, yet not always significantly 

so. While third-party certification was found to increase trust in data privacy in all three 

experimental studies, it did not significantly increase the willingness to disclose 

information. Moreover, if consumers highly trust their smart product, the existence of a 

certification authority may significantly decrease the willingness to share data. One 

practical implication of the results is that companies, so as not to harm their economic 

aspirations, must carefully evaluate their measures for dealing with the lack of consumer 

trust in data privacy and the low willingness of consumers to provide data. In this regard, 

companies might consider employing other measures than data certification in order to 

achieve their goals, either stand-alone or possibly in combination with certification. 

  

Theoretical background 

Certification as a quality signal 

Frequently, when consumers have no information about a product or cannot evaluate its 

quality before purchase or usage, they use signals as a source of information about this 
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good (Ali & Kapoor, 2009). A signal is a “marketer-controlled, easy-to-acquire 

informational cue, extrinsic to the product itself, that consumers use to form inferences 

about the quality or value of that product” (Bloom & Reve, 1990, p. 59). Thus, signals 

reduce uncertainty, simplify purchases and transactions (Wells et al., 2011), and lessen 

the information asymmetry between the parties involved in an economic exchange (Lohr 

& Krissoff, 2002). Certification is one example of various signals employed by 

companies (Minard, 2016), for example in marketing (Aiken & Boush, 2006). It is 

defined as “the (voluntary) assessment and approval by a (accredited) party on a 

(accredited) standard” (Meuwissen et al. 2003, p. 172).  

Certification has been studied in various industries for years, for example, in e-

commerce (e.g., Houston & Taylor, 1999), cloud computing (e.g., Lins et al., 2016), 

food and nutrition (e.g., Wu et al., 2014), software (e.g., Heck et al., 2010), and 

autonomous systems (e.g., Van Dijke et al., 2012). The position as certifying party can 

be taken over by various entities, such as a government, commercial enterprises 

(Sporleder & Goldsmith, 2001), or third-parties (Anders et al., 2010). This paper defines 

a third-party as an “Independent Organisation with expertise to provide an assessment 

and verification of the company’s compliance with standards and/or legal requirements” 

(Tanner, 2000, p. 415). However, research has found diverging results of which 

certification authority is the most suitable entity for influencing consumer behavior. For 

example, while Lytton (2014) argued that third-party certification is superior to 

government certification, Ortega et al. (2011) found that the willingness-to-pay among 

Chinese consumers is higher for government-certified food compared to third-party-

certified nutrition. Moreover, Atkinson and Rosenthal (2014) showed that consumers 

have more trust in government than in corporate certification, but only for low-

involvement products. Nöteberg et al. (2003), however, did not detect significant 

differences between various possible certifying institutions, such as accounting 

companies, banks, or firms in the computer industry. Yet, although the question about 

the most suitable certification authority remains open, several authors agree that 

certification is superior to no certification with regard to the influence on consumer 

behavior (Rifon et al., 2005; Yang et al., 2006). Based on these findings, this paper 

advances two propositions. First, certification is superior to no certification in 

influencing human behavior, independently of which entity serves as the certification 

authority. Second, it is hypothesized that in the case of smart product data, as analyzed 

here, certification by an independent third-party is superior to certification by any other 

entity regarding the effect on consumers’ feelings and behaviors. This is based on the 
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assumption that consumers might fear that their personal information is more likely to 

be misused by smart product manufacturers, governments, or other commercial entities 

compared to an independent third-party, which endeavors to safeguard consumer data 

privacy.  

To date, numerous studies on how certification influences consumers’ psychological 

processes and behaviors have been conducted, mainly with favorable results. Examples 

include the positive effect of certification on purchase intention (Kamins & Marks, 

1991; Nöteberg et al., 2003; Özpolat et al., 2013; Zhang, 2005), satisfaction (Park et al., 

2010), brand image (Martínez Caro & Martínez García, 2009), and perceived product 

quality (Houston & Taylor, 1999; Wu et al., 2014). On the negative side, certification 

has been found to have no effect on purchase intention (Bahmanziari et al., 2009). 

Results also diverge regarding the influence of certification on trust. While numerous 

studies have found evidence for the positive impact of certification on trust (Chang et 

al., 2013; Kaplan & Nieschwietz, 2003; Kim & Kim, 2011; West, 2015; Yang et al., 

2006), trusting intentions (Sha, 2009), and perceived trustworthiness (Lee et al., 2004; 

Portz et al., 2001), some have not confirmed this effect with regard to trust (Bahmanziari 

et al., 2009; Kim et al., 2008; Kimery & McCord, 2002; McKnight et al., 2004) and 

trusting beliefs (Yousafzai et al., 2005). In sum, even though the results regarding the 

influence of certification on trust are not unanimous, the literature has mostly reported 

a positive relationship between the two variables. This positive influence of certification 

on trust is also postulated in this paper. 

However, certification as it has been performed in the past will not be suitable in a 

digitalized future. While some researchers have suggested that certification should best 

be continuously executed in a flexible and dynamic environment, such as cloud 

computing (Windhorst & Sunyaev, 2013), others have proposed installing a third-party 

auditor between a data owner and a cloud service provider to audit the data stored in the 

cloud (Vanitha & Raju, 2013). In a similar direction, Katopodis et al. (2014, p. 394) 

argued for a “hybrid approach for certifying security properties of cloud services that 

combines monitoring and testing data.” One conclusion from these results is that in fast-

changing environments, data should be audited continuously by a third-party. This 

might not only apply to cloud services, but also to other types of digital technologies, 

such as smart products. In this paper, smart devices are described as “products that are 

equipped with intelligence-generating technologies including (i) sensors and/or 

actuation, either to gather data from the environment or to use the data to change the 

environment, (ii) computing power for data analysis, and (iii) optional interfaces to 
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exchange information with their environment” (Dawid et al., 2017, p. 204). As this 

definition implies, smart products rely heavily on data for their functionality and act 

autonomously in their decision-making (Rijsdijk & Hultink, 2003). In this regard, 

Dinmohammadi et al. (2018) pointed out that especially autonomous systems need 

strong certification techniques. In sum, these studies indicate that the certification 

market for digital products is about to change. At the same time, this means that new 

certification approaches for smart (and autonomous) products are necessary, such as the 

approach introduced and evaluated here (see below).  

 

Data disclosure  

Along with the increasing success of smart products in recent years, the amount of 

consumer data collected by companies has continuously risen (Cukier & Mayer-

Schoenberger, 2013). Consumers are highly concerned about this (Norman et al., 2016), 

as these data collections may invade their data privacy (Pinchot et al., 2018). For the 

purposes of this paper, data privacy is defined as “the concept that personally 

identifiable information (PII) and other data about an individual should only be 

accessible to authorized parties” (Pinchot et al., 2018, p. 92). To mitigate their fears, 

companies should endeavor to show consumers that they will address their privacy 

concerns and will use their data responsibly (Hui et al., 2007).  

To date, numerous factors have been found to positively influence consumers in 

deciding to share their data with companies, for example, loyalty clubs (Mazurek & 

Małagocka, 2019; Sayre & Horne, 2000), financial rewards (Benndorf & Normann, 

2018; Derikx et al., 2016; Hann et al., 2007), perceived value and satisfaction 

(Leppäniemi et al., 2017), reciprocity (Acquisti et al., 2012; Happ et al., 2016; Moon, 

2000), the number of data recipients (Schudy & Utikal, 2017), reasons for data 

collection (Zimmer et al., 2010), and the data retention period (Leon et al., 2013). Apart 

from this, the willingness to share information is influenced by the data-receiving 

organization (Roeber et al., 2015; Seifert et al., 2018), the type of information (Leon et 

al., 2013; Milne et al., 2012; Phelps et al., 2000; Prince, 2018; Ward et al., 2005), the 

sensitivity of the information (Lwin et al., 2007), and the context (John et al., 2011). 

Moreover, trust was frequently found to increase consumers’ willingness to disclose 

information (Chellappa & Sin, 2005; Lauer & Deng, 2007; Milne & Boza, 1999; Milne 

& Culnan, 2004; Schoenbachler & Gordon, 2002; Tessem & Nyre, 2013). Nam et al. 

(2006, p. 216) also concluded that displaying “privacy-related certificates and logos 

conferred by credible third-party organizations” on a website to increase consumer trust 
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improves data quality and quantity. In addition, certification influences people’s beliefs 

about privacy as well as their willingness to share data (Aiken & Boush, 2006). The last 

result is also supported by Wang et al. (2004). 

Furthermore, apart from wanting to protect their privacy, consumers are also demanding 

control over their information (Liu et al., 2005; Phelps et al., 2000). According to some 

research, consumers should be able to decide which data they wish to share with whom 

in which situations, at which locations, and from which activities (Hull et al., 2004). 

Hence, consumers should be able to block or limit access to their data (Hull et al., 2004). 

Various solutions to meet these demands from consumers have been proposed. Truong 

et al. (2016), for example, suggested a trust service platform for smart city data that 

offers features such as data access control and data monetization. The platform also 

enables controlling and adapting data sharing depending on the environment (Truong et 

al., 2016). Similarly Cao et al. (2020, 2016, 2015) recommended an Internet-of-Things 

platform, which makes it possible to track the usage of consumer data (Cao et al., 2016) 

and provides all stakeholders with control over how their data is used (Cao et al., 2020). 

The platform is intended to improve transparency (Cao et al., 2020) and to motivate 

consumers to share their data (Cao et al., 2016). Other authors have described a similar 

approach for websites (Xu et al., 2012) and mobile apps (Brandtzaeg et al., 2019).  

This paper combines these approaches with the need for dynamic certification in the 

fast-changing environments described above. It introduces an extended certification 

authority, similar to the “Bank of Individuals’ Data” proposed by Moiso and Minerva 

(2012, p. 202), and analyzes its influence on consumer behavior. According to these 

authors, such entities allow consumers to collect and store their data securely and enable 

them to decide with which parties they want to share their data and under what 

conditions (Moiso & Minerva, 2012). Moreover, this intermediary executes several 

functions such as “data certification, accountability on data usage, data usage policy 

enforcement” (Moiso & Minerva, 2012, p. 204). The data are collected automatically 

from various sources, such as smart products and mobile devices (Moiso & Minerva, 

2012). However, only scarce empirical evidence exists for this kind of intermediaries 

between consumers and companies. This paper therefore proposes introducing a 

certification authority in-between the data transfer process from a smart product to the 

respective manufacturer. This entity would not only guarantee data privacy and proper 

data handling, and execute security measures. It would also provide secure storage for 

the collected information. Moreover, prior to the smart product data being transferred 

onwards from the certification authority to the manufacturer, they would be anonymized 
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and the consumer could decide (via personalized settings) who should receive which 

data, in which condition, and in which case.  

Based on the findings in the literature described above, this paper suggests that the 

existence of such a certification authority influences consumers’ willingness to share 

information with the manufacturer, with this process being mediated by trust in data 

privacy. As inferred from the above results, the role of the certification authority should 

best be assumed by an independent third-party. For not only should this lead to the 

highest trust in data privacy but also to the greatest willingness to share information 

compared to any other entity and compared to no certification. 

 

Trust in smart products  

Trust, an important aspect in many areas of life, has been found to influence the use and 

acceptance of technological products (Choi & Ji, 2015; Lee & See, 2004). In its most 

general form, trust has been defined as “a psychological state comprising the intention 

to accept vulnerability based upon positive expectations of the intentions or behavior of 

another” (Rousseau et al. 1998, p. 395). In both the offline and the online context, trust 

has frequently been divided into several dimensions. Offline distinctions include, for 

example, affect- and cognition-based trust (McAllister, 1995), calculus-, knowledge-, 

and identification-based trust (Lewicki & Bunker, 1996), or calculative, relational and 

institutional trust (Rousseau et al., 1998). In the online context, for example, Beldad et 

al. (2011) distinguished two dimensions of trust. Those refer to the “organization’s 

ability to protect users’ personal information from unwarranted external intrusion and 

its motivation and intention to protect and to respect collected pieces of personal 

information considering the organization’s ability to abuse them” (Beldad et al., 2011, 

p. 224). A further differentiation is the separation of trust into soft and hard trust (Head 

et al., 2001; Head & Hassanein, 2002). While hard trust concerns technological solutions 

for safe interaction, soft trust refers to trust in data privacy (Head et al., 2001; Head & 

Hassanein, 2002). Head and Hassanein (2002, p. 310) cautioned that “issues of “soft 

trust” cannot be as easily resolved through the application of technology solutions” such 

as those of hard trust. Based on this distinction, this paper differentiates between trust 

in the smart product itself, referring to the technical functionality and safety of the 

product (following the definition of hard trust) and trust in data privacy, referring to the 

sensible handling of consumer data and the protection of their privacy (following the 

definition of soft trust).  
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However, while certification is supposed to increase consumers’ trust in their data 

privacy in this paper, their trust in the smart product itself might interact in an adverse 

way with the effect of certification on the willingness to share information. Thus, the 

existence of a certification authority is only supposed to be beneficial with regard to the 

willingness to share data when consumers have low trust in their smart product. As, in 

this case, consumers might feel that their data are not safe with the smart product, 

certification will increase their feeling of data privacy, which in turn makes them more 

willing to share their information. In contrast, if consumers have high trust in the smart 

product, and if their data are certified at the same time, their willingness to provide 

information is hypothesized to decrease in this paper. This decreasing willingness to 

share data supposedly stems from consumers’ feeling that their data are safe with their 

smart product. Thus, an additional entity (i.e., the certification authority) that has access 

to consumer data via the data transfer and certification process (and hence is potentially 

able to misuse the data) is considered unnecessary by consumers. Consequently, 

consumers’ willingness to provide information decreases. This assumption is also 

supported by Schudy and Utikal (2017), who found that the larger the number of entities 

receiving personal data, the less consumers are willing to provide information. 

Moreover, certification is not always beneficial but may also be detrimental under 

certain conditions (Holland, 2016).  

 

Summary and hypotheses 

This paper proposes the existence of a data certification authority between a smart 

product and the respective manufacturer as a means of positively influencing consumer 

behavior. Based on findings in the literature, data certification is hypothesized to be 

superior to no certification (i.e., a direct data transfer from the smart product to the 

respective manufacturer) in terms of higher trust in data privacy and greater willingness 

to share data, independently of which entity conducts certification. Among various 

certification authorities, however, an independent third-party is considered to be best 

suited compared to commercial or governmental entities and compared to no 

certification. Moreover, certification has been found to positively influence trust, which, 

in turn, has been shown to increase a person’s willingness to share information. Thus, 

the effect of data certification by an independent third-party (supposedly the most suited 

certification authority) on the willingness to share data with the manufacturer is assumed 

to be mediated by the consumer’s trust in data privacy. These relations are described 

formally in hypotheses H1a, H1b, and H2:  
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H1a: The certification of smart product data by any certification authority 

(irrespectively of whether an independent third-party, a government, or a 

commercial entity assumes this role) is superior to no certification in terms 

of higher trust in data privacy and greater willingness to share data.  

H1b: An independent third-party is a superior data certification authority 

compared to a government and a commercial entity in terms of higher trust 

in data privacy and greater willingness to share data. 

H2: The effect of certification of smart product data by an independent third-

party on the willingness to share data is mediated by trust in data privacy. 

However, certification of smart product data is supposedly only beneficial in certain 

cases. As explained above, data certification is only hypothesized to be necessary if 

consumer trust in the smart product is low. In this case, consumers feel that certification 

benefits them in terms of a higher data privacy protection. Thus, they should be more 

willing to share information compared to a direct data transfer (i.e., no certification). On 

the other hand, if consumers sufficiently trust their smart product, certification might be 

seen as unnecessary and consumers might be less willing to provide personal 

information, as they feel that their data are already safe with their respective smart 

product. Based on this argumentation, H3 is proposed: 

H3: While third-party certification increases the willingness to share data for 

low levels of smart product trust, it decreases the willingness to share data 

for high levels of smart product trust.  

The conceptual model in Figure 1 summarizes the theoretical hypotheses: 
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Figure 1: Conceptual model of the influence of certification on the willingness to 

share data 

      

 

 

Overview of studies  

A pilot study and three experiments were carried out to test the above-derived 

hypotheses. The pilot study explored consumers’ opinions of data privacy and their 

views on the idea of employing a certification authority for smart product data 

certification. The first experiment was designed to compare the ability of different 

certification authorities (i.e., a government, a commercial entity, and an independent 

third-party) to increase consumers’ trust in data privacy and to influence their 

willingness to share data. Moreover, the mediating role of trust in data privacy was 

explored. On this basis, the second experiment analyzed whether the results of the first 

experiment can be reproduced when using a different smart product category. The third 

and last experiment explored a boundary condition of when third-party certification is 

effective in enhancing people’s willingness to disclose information and when it 

negatively influences their willingness to share data. All four studies were conducted 

with German participants. Respondents for the three online studies (pilot study and 

studies 1 and 2) were recruited via a market research agency. These participants 

represented the German population in terms of age and gender. Each respondent took 

part in only one of the online studies; participating multiple times was not possible. For 

an overview of the four studies, see Table 1.   

Trust in Data 

Privacy 

Certification 
Willingness to 

Share Data 

Trust in Smart 

Product 

H1a 

H1b 

H2 

H3 
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Table 1: Overview of the four studies 

 

 

 

Data 

collection 

Design Product Hypothesis 

testing 

Results 

0 Online 

survey  

(N = 606, 

50% female, 

Mage = 41.61 

years) 

Survey Smart 

products  

- - Study shows the importance of 

data privacy for consumers 

- Evidence for the idea of a 

certification authority and for 

the willingness to share data is 

ambiguous  

- Independent third-party as the 

most suitable certification 

authority 

1 Online 

experiment  

(N = 651, 

50% female, 

Mage = 42.30 

years) 

Four-condition 

between-

subjects design 

(no certification 

vs. third-party 

certification vs. 

government 

certification vs. 

commercial 

entity 

certification) 

Smart 

speaker 

H1a, H1b, 

H2 

- H1a rejected: Certification is 

not superior to no certification 

with regard to increased trust in 

data privacy and greater 

willingness to share data. 

- H1b rejected: An independent 

third-party is not a superior 

certification authority compared 

to any other entity. 

- H2 accepted: Trust in data 

privacy mediates the effect of 

certification on the willingness 

to share data. 

2 Online 

experiment 

(N = 558,  

50% female, 

Mage = 42.32 

years) 

Two-condition 

between-

subjects design 

(no certification 

vs. third-party 

certification) 

Smart-

phone 

H2  - H2 accepted. 

 

3 Laboratory 

experiment 

(N = 75, 

31% female, 

Mage = 24.31 

years) 

Two-condition 

between-

subjects design 

(no certification 

vs. third-party 

certification) 

Smart-

phone 

H2, H3 - H2 rejected. 

- H3 accepted: While third-party 

certification increases the 

willingness to share data for low 

levels of smart product trust, it 

decreases the willingness to 

share data for high levels of 

smart product trust. 
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Pilot study  

The pilot study was exploratory and served the purpose to analyze how and under which 

conditions consumers are willing to share their data. It also investigated consumers’ 

opinions on data privacy and on the existence of a certification authority for smart 

product data certification. 

 

Method 

Participants and design 

The online study was conducted with a total of 606 German participants (50.00% 

female, Mage = 41.61 years). To be admitted to the study, participants had to own at least 

a smartphone as a smart product.  

 

Materials and procedure 

The pilot study examined consumers’ opinions of smart products in terms of attitude (7-

point scale from 1 = “very negative” to 7 = “very positive”: “How would you describe 

your attitude toward your smart product(s)?”), satisfaction (7-point scale from 1 = “not 

at all satisfied” to 7 = “very satisfied”: “How satisfied are you with your smart 

product(s)?”), and trust (7-point scale from 1 = “trust not at all” to 7 = “fully trust”: 

“How much do you trust your smart product(s)?”). Moreover, the importance of data 

privacy (7-point scale from 1 = “not important at all” to 7 = “very important”: “How 

important is the protection of your personal data to you?”) and respondents’ awareness 

of privacy practices was evaluated (three items adapted from Malhotra, Kim and 

Agarwal, 2004; 7-point scale from 1 = “strongly disagree” to 7 = “strongly agree”: “1. 

Companies using information from smart products should disclose the way the data are 

collected, processed, and used”; “2. A good consumer online privacy policy should have 

a clear and conspicuous disclosure”; “3. It is very important to me that I am aware and 

knowledgeable about how my personal information will be used”; Cronbach’s α = .84).  

In addition, respondents were asked to indicate their willingness to share the data from 

their smart product(s) (7-point scale from 1 = “not willing at all” to 7 = “very much 

willing”: “How willing are you to share the data from your smart product(s)?”). 

Moreover, they were requested to give their opinion on how suitable they deemed each 

of the seven entities suggested for the role of the certification authority (7-point scale 

from 1 = “not at all suitable” to 7 = “very suitable”: “How suitable do you deem each of 
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the below-listed entities for the role of the certification authority?”). The certification 

authorities to be evaluated were a cloud service provider, a start-up company, a 

technology company, a software company, a government, an independent third-party, 

and a university. Furthermore, respondents’ trust propensity was investigated (three 

items from Cheung and Lee, 2003, one item deleted from the original scale, 7-point 

scale from 1 = “strongly disagree” to 7 = “strongly agree”: “1. It is easy for me to trust 

a person/thing”; “2. My tendency to trust a person/thing is high”; “3. I tend to trust a 

person/thing, even though I have little knowledge of it”; Cronbach’s α = .91).  

 

Results 

In general, participants had a positive image of smart products (Mattitude = 5.10, Msatisfaction 

= 5.49, Mtrust = 4.92). They stated that data privacy was very important to them 

(Mdataprivacy = 6.08) and that their awareness of privacy practices was high (Mprivacypractices 

= 5.84). However, their willingness to share data was rather low (Msharedata = 2.95). The 

participants exhibited moderately varying preferences for the suggested certification 

authorities, with the independent third-party being the most preferred authority (Mstartup 

= 3.38, Mtechnology = 3.47, Mcloudserivce = 3.52, Msoftware = 3.68, Mgovernment = 3.81, Muniversity 

= 4.31, Mthirdparty = 4.43). A repeated measures analysis of variance (ANOVA) showed 

significant differences in the evaluation of the proposed certification authorities (F(6, 

3630) = 88.19, p < .001, 𝜂𝑝 
2 = .13). A post-hoc test using a Bonferroni correction with 

alpha-adjustment revealed that even though no significant difference existed between 

an independent third-party and a university in terms of suitability as a certification 

authority, respondents preferred both parties significantly more as certification 

authorities than any of the other five evaluated entities (i.e., a cloud service provider, a 

start-up company, a technology company, a software company, and a government; 

puniversity_thirdparty = .60; puniversity < .001 and pthirdparty < .001 for the comparison between 

the university or the third-party and any other suggested entity respectively; for a full 

comparison of all evaluated entities, see Appendix A). However, preferences for the 

other five possible certification authorities were less clear-cut. Moreover, participants’ 

trust propensity was neither high nor low (Mtrustpropensity = 3.80).  

In the next step, a correlational analysis was conducted. The results were as follows (for 

a full correlation table, see Appendix B): A positive image in terms of attitude toward, 

satisfaction with, or trust in a smart product was significantly correlated with the 

willingness to share data (rattitude*sharedata(604) = .32, rsatisfaction*sharedata(604) = .18, 
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rtrust*sharedata(604) = .41, p < .001 for all three correlations). While trust propensity was 

positively correlated with the willingness to share data (rtrustpropensity*sharedata(604) = .47, p 

< .001), the importance of data privacy and the awareness of privacy practices were both 

negatively correlated with the willingness to share data (rdataprivacy*sharedata(604) = -.26, p 

< .001, rprivacypractices*sharedata(604) = -.23, p < .001). Apart from the independent third-party 

as a certification authority, the values for the suitability of all other evaluated 

certification entities were significantly negatively correlated with the importance of data 

privacy (rthirdparty*dataprivacy(604) = -.06, p = .12). Additionally, the willingness to share 

data was positively correlated with the evaluation of an independent third-party as a 

certification authority (rthirdparty*sharedata(604) = .33, p < .001). However, this was also true 

for the other six entities evaluated as possible certification authorities, and partially even 

more strongly so. 

 

Discussion 

The average value for the willingness to share data shows that respondents were not 

very inclined to do so. One reason for this reluctance might be that people highly value 

data privacy. Moreover, participants who highly value data privacy are less likely to 

share their data. A somewhat surprising finding is that apart from an independent third-

party, all other entities evaluated as possible certification authorities were correlated 

negatively with the importance of data privacy. Thus, only persons who did not perceive 

data privacy as important evaluated these entities as suitable certification authorities. 

While this might indicate that consumers are not strongly interested in an additional 

entity becoming involved, it is positive news in that an independent third-party might 

be a viable option as a certification authority, as suggested by H1b. Furthermore, the 

independent third-party was evaluated as the most suitable certification authority, along 

with the university (which might also be seen as independent). The government and all 

evaluated commercial entities (i.e., a cloud service provider, a start-up company, a 

technology company, and a software company) followed significantly behind. Based on 

the results from the repeated measures ANOVA and the post-hoc test, the independent 

third-party (as the entity with the higher average value for suitability as a certification 

authority compared to the university), a government, and a commercial entity (as a 

generalization of the various companies analyzed) were selected for further evaluation 

as possible certification authorities in the subsequent study (Study 1).  

Moreover, preliminary support for H2 is provided by the fact that the willingness to 

share data positively correlates with both an independent third-party as certification 
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authority and trust propensity. However, the fact that the correlations are positive for 

the willingness to share data with all evaluated certification authorities casts doubt on 

the superiority of the independent third-party over all other entities taken into account 

in this study. In sum, the need for a certification authority in general, as well as the 

suitability of an independent third-party for this function, is inconclusive and needs to 

be evaluated further. Moreover, this study is limited by focusing on smart products in 

general rather than on a specific kind of device. The subsequent experiments address 

this limitation. 

 

Study 1 

Based on the ambiguous results of the pilot study, the first experiment had several 

purposes. One aim was to compare the three entities (an independent third-party, a 

government, and a commercial enterprise) established by the pilot study as a potential 

certification authority. Moreover, the experiment was used to find that entity best suited 

to increasing consumers’ trust in data privacy and their willingness to share information 

with the smart product manufacturer. Another aim was to empirically analyze whether 

the effect of third-party certification on the willingness to share data is mediated by trust 

in data privacy. Formally, this study tested hypotheses H1a, H1b, and H2. 

 

Method 

Participants and design 

Study 1 employed a four-condition between-subjects design. 651 participants took part 

in the online experiment (originally 653 participants, 49.77% female, Mage = 42.30 

years). Participants were required to own a smart speaker, which was the focal product 

of the study. Two respondents were excluded from the analysis: One had not yet used 

his smart speaker and the other was no longer using it. Participants were randomly 

assigned to one of four study conditions: no certification authority (N = 163, control 

condition), an independent third-party as the certification authority (N = 156, a German 

testing, certification, and inspection company), the German government as the 

certification authority (N = 169), or a commercial enterprise based in Germany as the 

certification authority (N = 163, a technology company). 
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Materials and procedure 

For the experimental manipulation, participants read a scenario description of how data 

were transferred from their smart speaker to the respective product manufacturer. In the 

control condition, a direct data transfer from the smart device to the manufacturer was 

described. The text explained that it was not entirely clear in which situation which types 

of data were transmitted, what the manufacturer used the data for, whether they were 

stored, passed on to partner companies, or anonymized, etc. Furthermore, it was not 

known whether the data were used for commercial purposes and whether any kind of 

security measures to protect the consumer information were in place. In the three 

experimental conditions, a certification authority acting as an intermediary in the data 

transfer process between the respondent’s smart speaker and the respective product 

manufacturer was described. The certification authority was either an independent third-

party, the government, or a commercial enterprise. After the data transfer from the smart 

speaker to the certification authority, data were anonymized, stored (e.g., for back-up), 

and checked for security (e.g., hacking or data manipulation). It was emphasized that 

data would not serve commercial purposes. Moreover, consumers could decide in 

personalized settings which of their data they agreed to being transferred onward, i.e., 

from the certification authority to the manufacturer (for full exemplary descriptions of 

the study scenarios, see Appendix C). After reading the respective scenario, respondents 

had to think about it for two minutes. Then, they had to submit their written opinion in 

an open text box. This procedure was followed to increase participants’ engagement 

with the scenario and to elicit more in-depth consideration.  

In the next step, participants were asked to indicate their willingness to share different 

kinds of data in each of the four study conditions. For each person, an average value was 

calculated based on whether they were willing to share 14 different kinds of data with 

the respective smart speaker manufacturer (on a 7-point scale from 1 = “not willing at 

all” to 7 = “very much willing”: “How willing are you to share the types of data listed 

below from your smart speaker with the manufacturer?”; Cronbach’s α = .96). The types 

of data were media data (photos, videos, etc.), media usage (movies, music, books, etc.), 

personal data (biometrical data, relationship status, etc.), passwords and logins (for 

social media accounts, etc.), contact data (addresses, telephone numbers, etc.), messages 

(e-mails, text messages, etc.), location data (GPS data, mobility profiles, etc.), list of 

installed apps and app usage information (usage of apps in minutes, etc.), search history 

(search engines, etc.), connection data (call duration, etc.), health information (sport and 

sleep patterns, etc.), wireless connections used (Bluetooth, etc.), meetings (meeting 
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locations, travel information, etc.), and the usage of voice control and microphone (voice 

assistants, etc.). The types of data evaluated were based on various research (Leon et al., 

2013; Sturgess et al., 2018; Zang et al., 2015) and extended and adjusted to fit smart 

product data categories. Participants were asked to add data types if they deemed some 

to be missing (in order to ensure completeness), but this was not the case. Participants’ 

trust in data privacy was measured with three items (adjusted from Thomson, 2006; 7-

point scale from 1 = “not at all” to 7 = “very much”: “1. How much can you count on 

the fact that in the described scenario your data will only be used for the specified 

purpose, will not be passed on unauthorized, misused, or similar?”; “2. How much can 

you trust that in the described scenario your data will only be used for the specified 

purpose, will not be passed on unauthorized, misused, or similar?”; “3. How dependable 

do you consider it to be that in the described scenario your data will only be used for the 

specified purpose, will not be passed on unauthorized, misused, or similar?”; 

Cronbach’s α = .94). 

 

Results 

The average values for trust in data privacy and willingness to share information for 

each experimental group were computed for data analysis. A one-way ANOVA revealed 

that participants differed with marginal significance in their trust in data privacy (F(3, 

647) = 2.23, p = .08, 𝜂𝑝 
2 = .10, Mcontrol = 3.62, Mthirdparty = 4.10, Mgovernment = 3.88, 

Mcommercialenterprise = 3.92). A planned contrasts analysis showed that certification (by a 

third-party, a government, or a commercial enterprise) led to a significantly higher trust 

in data privacy compared to the control condition of no certification (t(647) = 2.29, p = 

.02). However, comparing the third-party certification authority with the other two 

entities (i.e., a government and a commercial enterprise) in terms of trust in data privacy 

with a planned contrasts analysis revealed no significant differences (t(647) = 1.21, p = 

.23). Regarding the willingness to share data, there was no significant difference across 

the four study conditions (F(3, 647) = .70, p = .55, 𝜂𝑝 
2 = .003, Mcontrol = 3.57, Mthirdparty = 

3.79, Mgovernment = 3.55, Mcommercialenterprise = 3.64).  

In addition, a regression analysis was performed with the different certification 

conditions as the independent multi-categorical variables, trust in data privacy as the 

mediator, and willingness to share data as the dependent variable. PROCESS Model 4 

was used for the analysis (Hayes, 2018; Nbootstrapping = 5,000; for the detailed regression 

results of studies 1-3, see Appendix D). While the relative total effects (btotalthirdparty = 
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.22, SE = .18, 95% CI = [-.14, .57], btotalgovernment = -.02, SE = .18, 95% CI = [-.37, .33], 

btotalenterprise = .07, SE = .18, 95% CI = [-.28, .43]) and the relative direct effects 

(bdirectthirdparty = -.11, SE = .13, 95% CI = [-.37, .14], bdirectgovernment = -.20, SE = .13, 95% 

CI = [-.45, .04], bdirectenterprise = -.14, SE = .13, 95% CI = [-.39, .11]) were not significant 

for any party, trust in data privacy was found to mediate the effect of certification on the 

willingness to share data in the independent third-party certification condition 

(bindirectthirdparty = .33; SE = .13, 95% CI = [.09, .59]). However, this mediating 

relationship was found neither for the government (bindirectgovernment = .18, SE = .13, 95% 

CI [-.07, .44]) nor for the commercial enterprise (bindirectenterprise = .21, SE = .13, 95% CI 

[-.04, .47]).  

 

Discussion 

Based on the results of the pilot study, Study 1 aimed to analyze different entities for 

their suitability as a certification authority. The data analysis shows that certification is 

superior to no certification regarding a significantly higher trust in data privacy. 

However, no differences in the willingness to share data were found between the four 

experimental groups. Thus, H1a has to be rejected. This is also true for H1b: Even 

though the means for trust in data privacy as well as for the willingness to share data 

were both highest in the case of the independent third-party as a certification authority 

compared to the other study conditions, the differences were not significant. Moreover, 

the data analysis shows that the effect of data certification by an independent third-party 

on the willingness to share data is mediated by trust in data privacy. This leads to the 

acceptance of H2. This mediation is indirect-only, as the indirect effect was significant, 

contrary to the direct effect (Zhao et al., 2010). In this case, the existence of an omitted 

mediator is unlikely (Zhao et al., 2010). In sum, based on the results of the data analysis, 

the independent third-party was employed as the data certification authority in the 

following two experimental studies, even though the results are not completely 

unambiguous. 

 

Study 2 

Study 2 aimed to verify and re-examine the results of Study 1 with regard to H2 with a 

different product group—a smartphone instead of a smart speaker. 
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Method 

Participants and design 

Study 2 employed a two-condition between-subjects design. 558 participants took part 

in the experimental online study (originally 559 participants, 50.18% female, Mage = 

42.32 years). One participant was excluded from the data analysis, as he had stated in 

the feedback section of the online study that he had not read the scenario description. 

Respondents were randomly assigned to one of the two study conditions: no certification 

authority (N = 276, control condition) or an independent third-party as a certification 

authority (N = 282, a German testing, certification, and inspection company). 

 

Materials and procedure 

The setup of Study 2 and the two study scenarios (no certification vs. third-party 

certification) were analogous to Study 1. The questions employed to measure 

respondents’ trust in data privacy (Cronbach’s α = .94) and their willingness to share 

data (Cronbach’s α = .95) were adopted from Study 1. 

 

Results  

In line with the results of Study 1, participants in the third-party certification condition 

had higher trust in data privacy compared to those in the control condition (t(556) = 

2.74, p = .006, d = .23, Mcontrol = 3.29, Mthirdparty = 3.64). However, there was no 

difference in the willingness to share data between the two study conditions (t(556) = 

.22, p = .83, d = .02, Mcontrol = 3.03, Mthirdparty = 3.00).  

Additionally, a regression analysis with certification as the independent variable, trust 

in data privacy as the mediator, and willingness to share data as the dependent variable 

was conducted (PROCESS Model 4; Hayes, 2018; Nbootstrapping = 5,000). The results 

show that the effect of third-party certification on the willingness to share data was 

mediated by trust in data privacy (bindirect = .21, SE = .08, 95% CI = [.06, .36]). While 

the total effect was not significant (btotal = -.03, SE = .12, 95% CI = [-.26, .21]), the direct 

effect was statistically significant (bdirect = -.23, SE = .09, 95% CI = [-.41, -.05]). 

 

Discussion 

The results of Study 2 confirm the preliminary results of Study 1. This experiment 

showed that data certification increases consumers’ trust in data privacy, but not their 
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willingness to share data. Moreover, the effect of third-party certification on the 

willingness to share information is mediated by trust in data privacy. Thus, H2 is 

accepted. However, according to the classification of Zhao et al. (2010), this mediation 

is a competitive mediation and points toward an omitted mediator. This contrasts with 

Study 1, which found evidence for an indirect-only mediation, where an omitted 

mediator is unlikely (Zhao et al., 2010). Thus, the mediating effect of trust in data 

privacy should be studied further. This was done, among others, in Study 3. Another 

point that needs clarification is the fact that the willingness to share data is not only not 

statistically different in studies 1 and 2 respectively, but even slightly lower in the 

experimental than in the control condition in Study 2. This fact was also taken into 

account in Study 3. The third experiment analyzed the possibly ambiguous effect of 

certification on the willingness to share information, thereby serving as an initial 

indication of the feasibility of implementing a data certification authority for smart 

products. 

 

Study 3 

Based on the equivocal results of the two previous experiments regarding the 

willingness to share data, Study 3 analyzed whether a boundary condition exists when 

the presence of an independent third-party certification authority increases the 

willingness to share data and when it does not. In this regard, Study 3 tested whether 

strong trust or distrust in a product may negatively influence the effect of third-party 

certification on consumers’ willingness to share data. A laboratory experiment was used 

to test this relationship, formally described by H3. In addition, Study 3 continued the 

analysis of the mediating effect of trust in data privacy. 

 

Method 

Participants and design 

Study 3 employed a two-condition between-subjects design (no certification authority 

vs. an independent third-party as certification authority). Seventy-six participants 

originally took part in the computer-based laboratory study conducted at a Swiss 

university. One participant was excluded from the analysis as he had mistakenly closed 

the survey window on the computer and had to restart the study—producing different 

answers in each round. The final sample consisted of 75 participants (30.67% female, 

Mage = 24.31 years) with 37 participants in the control condition and 38 participants in 
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the experimental condition. The same German testing, certification, and inspection 

company as in studies 1 and 2 was employed as the data certification authority in Study 

3. Participants had to have grown up in Germany to be eligible for the laboratory 

experiment. This was done to keep nationality constant across the four studies. The focal 

product of the experiment was a smartphone, as in Study 2. 

 

Materials and procedure 

The study was conducted in the experimental laboratory of a Swiss university close to 

the German border, thereby ensuring a sufficient number of German nationals as 

participants. When arriving at the laboratory, participants were welcomed and received 

details about the course of the experiment. Respondents had to sign a form of consent 

in order to be allowed to participate in the study. Before the experiment began, open 

questions from the participants were answered. The study did not pose any physical or 

psychological risks to respondents at any time. Next, participants took part in the 

computer-based experiment on their own in a separate room. Apart from small 

differences, the setup and the study scenarios of the third study were analogous to studies 

1 and 2. For example, the specific smartphone brand of the participants was named in 

the scenario descriptions compared to the prior studies, where only the generic 

formulation “manufacturer” was used. This was due to the fact that participants could 

be asked for their smartphone brand when entering the experimental laboratory and thus, 

the scenarios could be personalized. However, with the online experiments in studies 1 

and 2, this had not been possible. Participants were also told before the study by the 

experimenter as well as on-screen during the experiment that their decision to share a 

certain type of data would be consequential and that they would have to provide this 

information at a later stage of the experiment. The aim was to give participants the 

impression that their decisions were consequential, thereby encouraging them to 

thoroughly consider their willingness to share a particular type of data. However, for 

ethical reasons as well as for reasons of data privacy, participants were not really asked 

to provide the types of data for which they had indicated a willingness to share. This 

was also made clear in the debriefing at the end of the study. Trust in data privacy 

(Cronbach’s α = .90) and willingness to share data (Cronbach’s α = .90) were assessed 

analogously to Studies 1 and 2. Participants’ trust in the smart product—more 

specifically, in their smartphone in Study 3—was assessed with a single line item on a 

7-point scale (from 1 = “trust not at all” to 7 = “fully trust”: “How much do you trust 

your smartphone?”). 
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Results 

As in Study 2, there was a significant difference in trust in data privacy between the two 

experimental conditions (t(73) = 4.10, p < .001, d = .95, Mcontrol = 2.63, Mthirdparty = 3.86), 

but not with regard to the willingness to share data (t(73) = 1.35, p = .18, d = .31, Mcontrol 

= 3.18 , Mthirdparty = 2.84).  

PROCESS Model 5 (Hayes, 2018; Nbootstrapping = 5,000) was used for the regression 

analysis, with certification as the independent variable, trust in data privacy as the 

mediator, trust in the smart product as the moderator on the path from certification to 

the willingness to share data, and willingness to share data as the dependent variable. 

While the existence of a third-party certification authority had a significantly positive 

effect on trust in data privacy (bcertification_trustdataprivacy = 1.23, SE = .30, 95% CI = [.63, 

1.84]), higher trust in data privacy did not lead to greater willingness to share data 

(btrustdataprivacy_willingnesstoshare = .12, SE = .10, 95% CI = [-.08, .31]). Moreover, trust in data 

privacy did not mediate the effect of certification on the willingness to share data (bindirect 

= .15, SE = .15, 95% CI [-.11, .46]). Thus, H2 has to be rejected, contrary to the results 

of studies 1 and 2. Moreover, the regression results revealed a non-significant effect of 

certification on the willingness to share data (bcertification_willingnesstoshare = 1.60, SE = 1.12, 

95% CI = [-.63, 3.83]), but a significantly negative effect of trust in the smart product 

on the willingness to share data (btrustsmartproduct_willingnesstoshare = -.44, SE = .16, 95% CI = 

[.12, .75], Mtrustsmartproduct = 4.81). Additionally, there was a significant certification*trust 

in the smart product interaction effect (binteraction = -.44, SE = .22, 95% CI = [-.88, .00]). 

Thus, trust in the smart product moderated the effect of certification on the willingness 

to share data. The Johnson-Neyman technique (Hayes & Matthes, 2009; Johnson & 

Neyman, 1936) revealed that the presence of a certification authority significantly 

decreases participants’ willingness to share data if the value for trust in the smart product 

is higher than or equal to 4.84 (p < .05, see Figure 2).  

For all calculations in Study 3, participants’ smartphone brand was included as a control 

variable (with 1 = iPhone from Apple, 0 = other smartphone brand). This is due to the 

fact that the majority of study participants owned an iPhone; such persons often exhibit 

especially high brand attachment and have a high opinion of the brand (Schmalz & Orth, 

2012). 
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Figure 2: Johnson-Neyman technique 

  
 

 

Discussion 

In line with Study 2, participants in Study 3 differed with regard to their trust in data 

privacy, but not with regard to their willingness to share data. Moreover, even though 

the difference was not statistically significant, the willingness to share data was lower 

in the certification compared to the control condition, as also indicated in Study 2. As 

hypothesized, the regression results show that in situations involving high product trust, 

participants were less willing to share data in the case of certification compared to no 

certification. Moreover, in the case of low product trust, the existence of a certification 

authority increased participants’ willingness to share data. Thus, H3 was accepted. 

However, these results contrast with the findings of Aiken and Boush (2006), Nam et 

al. (2006), and Wang et al. (2004), who all concluded that certification increased 

consumers’ willingness to share information.  

Further, trust in data privacy could not be confirmed as the mediator from certification 

on the willingness to share data in this study, in contrast to the two prior experiments—

leading to the rejection of H2. Thus, this result does not help to resolve the conflicting 

evidence for the indirect-only and competitive mediation found in studies 1 and 2 

respectively. Instead, it emphasizes the need for further research. This also applies to 
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whether and how trust in data privacy and trust in the smart product relate to and 

influence one another and how this possible interaction affects the willingness to 

disclose information. In sum, the results of Study 3 suggest that differences in trust in 

data privacy—due to the absence or presence of a certification authority—do not help 

to explain why trust in the smart product impacted the willingness to share data 

differently in the certification and in the no certification condition. However, when 

interpreting the results of Study 3, some limitations have to be kept in mind. These 

include the small sample size per study condition and the fact that compared to the other 

two experimental studies described here, participants were asked to remember that they 

would need to share certain types of data at the end of the study if they had previously 

indicated their willingness to do. This requirement might have manifested in a lower 

average willingness to share data compared to studies 1 and 2 and might also have 

impacted the statistical results, at least to some degree.  

Overall, the results of Study 3 indicate that consumers strongly trusting their smart 

product do not need additional control entities, such as a data certification authority. The 

reason for this might be that an independent third-party certification authority would be 

an additional entity that receives consumer data and that could use, distribute, or abuse 

these data. Participants’ open text comments support this notion. For instance, 

“Basically, I don’t see a big benefit in having my data stored with another instance. It 

seems to me that this would unnecessarily complicate the data privacy situation.” Or: 

“While this would seem to ensure a higher level of data privacy, I see the danger of 

adding another weak spot where the data could be accessed unauthorized” (both 

comments translated from German). This is also in line with findings in the literature, 

according to which more data recipients lead to a lower willingness of consumers to 

disclose information (Schudy & Utikal, 2017). Thus, in sum, installing a third-party 

certification authority for smart product data certification should be well considered and 

thoroughly evaluated to avoid possible detrimental effects for manufacturers. 

 

General Discussion  

This paper has explored whether the approach proposed in various forms in the 

literature—i.e., to install a certification authority in-between the data transfer process 

from a smart product to the respective manufacturer—might be used to increase both 

consumers’ trust in data privacy and their willingness to share data. This idea, along 

with the question of which entity would be a suitable data certification authority, was 
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investigated in four empirical studies. Moreover, the role of trust in data privacy as the 

mediator of the effect of certification on the willingness to share information was 

explored. Further, a boundary condition of when certification positively or negatively 

affected the willingness to disclose information was analyzed.  

The statistical analysis showed that an independent third-party is the most suitable 

certification authority. However, the results concerning the decision of whether or not 

to implement a certification authority for data certification in order to positively 

influence consumer behavior are ambiguous. While the existence of an independent 

third-party for data certification significantly increased trust in data privacy, this effect 

could not be found regarding consumers’ willingness to provide information. Further, 

while studies 1 and 2 support the hypothesis of trust in data privacy mediating the effect 

of third-party certification on the willingness to share information, this could not be 

confirmed in Study 3. Moreover, the results of this last study revealed that third-party 

certification does not only not increase the willingness to share consumer data, but can 

even be detrimental to companies if the level of consumer trust in a smart device is high. 

In this case, consumers are less inclined to share data if a certification intermediary 

exists, as they perceive this as an additional entity that, in their opinion, unnecessarily 

has access to their information. Data certification was only found to increase the 

consumers’ willingness to share information in the case of a low level of trust in the 

smart product, as third-party certification then provides consumers with an additional 

sense of data privacy. 

 

Theoretical contribution 

This paper contributes to the literature on signaling, certification, trust, data privacy and 

data disclosure. The issue of data privacy when using digital technologies has emerged 

as an important research topic in recent years in various literature streams, such as 

marketing or information systems. While consumers have been found to highly value 

their data privacy, evidence suggests that they can be persuaded to share their data in 

exchange for rewards (Olivero & Lunt, 2004). The present paper has shown how and 

under which conditions certification as a signaling means influences consumers’ 

willingness to share information in the context of smart products. As such, it provides 

first quantitative insights from a consumer behavior perspective. In the past, numerous 

signaling measures have been studied, with certification being one of them. With the 

continuous evolution of digitalization and the digital age, certification as a signaling 
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means might once again attract attention after having long been successfully employed 

in many different industries.  

As this paper and various others (e.g., Chang et al., 2013; Yang et al., 2006) have shown, 

certification is an important factor for creating trust. However, the relationship between 

the two types of trust analyzed here is not entirely clear with regard to several 

dimensions, such as the relation between these types of trust and certification, their 

influence on one another and on consumers’ willingness to share information. In the 

literature, trust has been identified as one of the drivers of consumers’ willingness to 

share data (e.g., Milne & Culnan, 2004; Schoenbachler & Gordon, 2002). This result, 

however, is only partially supported by the experimental studies reported here. Taken 

together, this paper shows that certification only increases consumers’ willingness to 

share data under certain conditions—contrary to various other research results (e.g., 

Aiken & Boush, 2006; Wang et al., 2004).  

 

Managerial implications  

From a managerial perspective, installing a certification authority for smart product data 

certification to persuade consumers to disclose more data proves to be only partially 

successful. The fact that data certification was not found to increase consumers’ 

willingness to share data, but even decreases it in certain cases, is detrimental for 

companies as it means that data certification does not necessarily provide manufacturers 

with access to an increased amount of consumer data. However, they need this 

information to generate income and develop new products, among others (Tao et al., 

2019). Thus, companies should rather look for other ways of mitigating the tension 

between consumers wanting to protect their data and smart product manufacturers 

aiming to collect as much information as possible. One potentially fruitful approach 

compared to third-party certification is, for example, for companies to issue privacy 

statements (Hui et al., 2007).  

In general, managers should thoroughly analyze whether their proposed measures not 

only benefit consumers in theory, but are also accepted by them and adjusted to their 

needs (Roeber et al., 2015). If not, such approaches, especially complex ones as the one 

introduced above, may have negative consequences for companies. For example, for the 

certification authority described here, two of the most frequent criticisms voiced in the 

feedback sections of the experiments were that the data transfer and certification process 

were too complex and that an additional party has access to the smart product data. This 
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additional entity is especially critical as respondents often felt that transferring their data 

to the manufacturer was already too much. Another issue that raised skepticism among 

participants was who would pay for such a data certification service. In this direction, 

Moiso and Minerva (2012) found that only few consumers are willing to pay for using 

a similar entity to the one described above.  

Moreover, companies currently active in the testing, inspection, and certification market 

should reconsider their opportunities within the field of data certification and data 

privacy protection, as their services only seem to add limited value for both companies 

and consumers. Further points to take into account include regulatory and legal 

challenges and the necessary agreement of manufacturers to transfer smart product data 

via a certification authority to them. As this would mean that companies thus lose their 

direct access to consumer data, obtaining their consent to this data transfer process will 

be a challenging task. In conclusion, implementing a data certification authority when 

transferring data between the smart product and the respective manufacturer is not 

entirely feasible. Companies might therefore choose to refrain from adopting this 

approach or, if they do, to at least combine it with other signaling measures.  

 

Limitations and future research  

This paper has analyzed German consumers’ willingness to share personal information 

from their smart products with the respective manufacturers under the aspect of data 

certification. The results offer detailed insights into the effect of certification on 

consumer behavior in a digital, data-driven environment as well as into the general need 

for such a certification authority. Nevertheless, one of the major limitations of this paper 

is the geographical focus on Germany and the exclusion of any cross-country 

comparisons. However, differences between countries can be significant, as several 

authors have shown with regard to trust, the perception of third-party certification (Kim, 

2008), and the willingness to share personal data (Gupta et al., 2010). Regarding the role 

of the data certification authority, future studies are advised to consider other 

alternatives, such as non-governmental organizations. This is recommended because 

although the independent third-party was chosen as the certification authority in this 

paper, the evidence in this respect is equivocal, calling for more research and 

clarification.  

An additional limitation concerns consumers’ willingness to disclose information: 

When the willingness to share data was used as the dependent variable in the 
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experimental studies reported here, an average value per person was computed across 

several types of data. However, previous research has found that the willingness to share 

data also depends on the type of data requested (Leon et al., 2013; Milne et al., 2012; 

Phelps et al., 2000; Prince, 2018; Ward et al., 2005) and on the sensitivity of the 

information (Lwin et al., 2007). Moreover, in the experiments reported above, trust in 

data privacy was analyzed as the mediating variable. However, the evidence if this 

variable is the only mediator is not clear-cut and partly also points toward the possibility 

of an omitted mediator. Possible examples of such an omitted mediator include 

perceived control (Hajli & Lin, 2016), perceived risk (Gupta et al., 2010; Lee et al., 

2004), perceived value, or satisfaction (Leppäniemi et al., 2017). Moreover, as this is a 

rather new field of research in consumer behavior, it might be of interest to explore 

further possible boundary conditions around data certification and its effect on 

consumers’ willingness to share information. 

In sum, the research topics studied in this paper will evolve over time, as not only social 

structures and technological preferences are subject to change, but also the willingness 

to disclose information, as data will increasingly be seen as a good that can be used for 

exchange (Milne et al., 2012).  
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Appendix A: Repeated measures ANOVA with Bonferroni correction: Pairwise 

comparisons 

 

I J 
Mean Difference 

(I-J) 
SE p 1, 2 

95% CI for 

difference1 

Independent 

third-party  

Government .62 .06 < .001 [.43, .81] 

Cloud service provider .91 .07 < .001 [.70, 1.12] 

Technology company .96 .07 < .001 [.75, 1.17] 

University .11 .05 .60 [-.04, .27] 

Start-up company 1.05 .07 < .001 [.84, 1.25] 

Software company .75 .07 < .001 [.55, .95] 

Government Independent third-party -.62 .06 < .001 [-.81, -.43] 

Cloud service provider .29 .07 .001 [.08, .51] 

Technology company .34 .07 < .001 [.12, .56] 

University -.50 .06 < .001 [-.68, -.32] 

Start-up company .43 .07 < .001 [.22, .64] 

Software company .13 .06 .80 [-.06, .33] 

Cloud service 

provider 

Independent third-party -.91 .07 < .001 [-1.12, -.70] 

Government -.29 .07 .001 [-.51, -.08] 

Technology company .05 .05 1.00 [-.11, .21] 

University -.80 .07 < .001 [-1.01, -.59] 

Start-up company .14 .05 .11 [-.01, .29] 

Software company -.16 .05 .05 [-.32, .00] 

Technology 

company 

Independent third-party -.96 .07 < .001 [-1.17, -.75] 

Government -.34 .07 < .001 [-.56, -.12] 

Cloud service provider -.05 .05 1.00 [-.21, .11] 

University -.85 .07 < .001 [-1.06, -.63] 

Start-up company .09 .06 1.00 [-.08, .26] 

Software company -.21 .05 < .001 [-.36, -.06] 

University 

 

Independent third-party -.11 .05 .60 [-.27, .04] 

Government .50 .06 < .001 [.32, .68] 

Cloud service provider .80 .07 < .001 [.59, 1.01] 

Technology company .84 .07 < .001 [.63, 1.06] 

Start-up company .93 .07 < .001 [.73, 1.14] 

Software company  .64 .07 < .001 [.44, .84] 

Start-up 

company 

Independent third-party -1.05 .07 < .001 [-1.25, -.84] 

Government -.43  .07 < .001 [-.64, -.22] 

Cloud service provider -.14  .05  .11 [-.29, .01] 

Technology company -.09  .06 1.00 [-.27, .08] 

University -.93  .07 < .001 [-1.14, -.73] 

Start-up company -.30  .06 < .001 [-.47, -.12] 

Software 

company 

Independent third-party -.75  .07  < .001 [-.95, -.55] 

Government -.13  .06 .80 [-.33, .06] 

Cloud service provider  .16  .05  .05 [.00, .32] 

Technology company  .21  .05 < .001 [.06, .36] 

University -.64  .07 < .001 [-.84, -.44] 

Start-up company  .30  .06 < .001 [.12, .47] 

Notes:  

Based on estimated marginal means. 
1 Adjustment for multiple comparisons: Bonferroni. 
2 P-values of 1.00 are shown due to the approach SPSS uses to calculate Bonferroni 

adjusted p-values (for an explanation, see: IBM Support (2020), 

https://www.ibm.com/support/pages/calculation-bonferroni-adjusted-p-values). 
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Appendix B: Correlation table  
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Attitude 

toward smart 

product(s) 

r (604) 1.00              

p               

Trust in 

smart 

product(s) 

r (604) .75 1.00             

p < .001              

Satisfaction 

with smart 

product(s) 

r (604) .61 .59 1.00            

p < .001 < .001             

Awareness of 

privacy 

practices 

r (604) .14 .02 .27 1.00           

p < .001 .63 < .001            

Willingness 

to share data 

r (604) .32 .41 .18  -.23 1.00          

p < .001 < .001 < .001 < .001           

Importance 

of data 

privacy 

r (604) .08 -.02 .16 .78  -.26 1.00         

p .06 .63 < .001 < .001 < .001          

Trust 

propensity 

r (604) .26 .39 .14  -.09 .47  -.08 1.00        

p < .001 < .001 < .001 .04 < .001 .06         

Independent 

third-party 

r (604) .32 .37 .30 .02 .33  -.06 .31 1.00       

p < .001 < .001 < .001 .71 < .001 .12 < .001        

Government 
r (604) .27 .33 .16  -.07 .42  -.10 .44 .60 1.00      

p < .001 < .001 < .001 .09 < .001 .02 < .001 < .001       

Cloud service 

provider 

r (604) .33 .40 .18  -.10 .53  -.14 .43 .50 .48 1.00     

p < .001 < .001 < .001 .01 < .001 < .001 < .001 < .001 < .001      

Technology 

company 

r (604) .36 .47 .23  -.17 .56  -.19 .43 .50 .49 .73 1.00    

p < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001     

University 
r (604) .29 .31 .25  -.03 .32  -.10 .33 .70 .63 .49 .48 1.00   

p < .001 < .001 < .001 .45 < .001 .01 < .001 < .001 < .001 < .001 < .001    

Start-up 

company 

r (604) .28 .38 .15  -.12 .54  -.13 .49 .48 .50 .73 .66 .49 1.00  

p < .001 < .001 < .001 .004 < .001 .001 < .001 < .001 < .001 < .001 < .001 < .001   

Software 

company 

r (604) .37 .47 .21  -.16 .56  -.15 .44 .54 .57 .71 .75 .53 .64 1.00 

p < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001 < .001  

Note:  

Pearson correlations, p-values 2-tailed. 
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Appendix C: Scenario descriptions for studies 1-3 
 

Exemplary screenshots from Study 1:  

Analogous scenarios to those presented below were used for studies 2 and 3 with a 

smartphone instead of a smart speaker as the focal smart product. 

 

1. Control condition 

Screenshot of the scenario description 

 

English translation 

When using a smart speaker, a lot of data are generated that can be used to obtain 

extensive information about you, for example, about the use of your smart speaker, 

but also about you as a user. 

These data are transmitted directly to the smart speaker manufacturer and stored 

there. 

It is unclear, 

 which data the manufacturer stores and uses and in which situation which types 

of data are transmitted (i.e., no personalized settings), 

 whether the data are passed on to further entities, e.g., partner companies of the 

manufacturer,  



Article II 
 

 

 

72 

 

 whether the data are anonymized (i.e., cannot be assigned to a specific person), 

 whether the data are used commercially or only stored for safety and security 

reasons (e.g., data backup), 

 whether the data are checked for security (e.g., hacking attacks or data 

manipulation), etc. 
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2. Experimental condition 

Screenshot of the scenario description 

 
 

English translation 

When using a smart speaker, a lot of data are generated that can be used to obtain 

extensive information about you, for example, about the use of your smart speaker, 

but also about you as a user. 

These data will first be transferred to [xxx]1 as the certification authority before 

the data you have selected are transferred to the smart speaker manufacturer.  

As the certification authority, [xxx] guarantees that 

 only those types of data are transferred to the manufacturer and used that you 

have authorized for transfer in your personalized settings, 

 only authorized data are passed on to further entities, e.g., partner companies 

of the manufacturer,  

 the data are anonymized (i.e., cannot be assigned to a specific person), 

                                              
1 Name of the certification authority depending on the study scenario: German testing, inspection, and certification 

company (i.e., an independent third-party), German government, German commercial entity. 
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 the data are not used commercially by [xxx], but only stored for safety and 

security reasons (e.g., data backup) 

 the data are checked for security (e.g., hacking attacks or data manipulation), 

etc.  
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Appendix D: Detailed regression results of studies 1-3 
 

 Study 1 Study 2 Study 3 

b SE 95% CI b SE 
95% 

CI 
b SE 

95% 

CI 

Certification → 

Trust in data 

privacy 

Third-party: 

.48 

Government: 

.26 

Commercial 

enterprise: 

.30 

Third-party: 

.19 

Government: 

.19 

Commercial 

enterprise: 

.19 

Third-party: 

[.11, .85] 

Government: 

[-.10, .63] 

Commercial 

enterprise: 

[-.06, .67] 

.35 .13 
[.10, 

.61] 
1.23 .30 

[.63, 

1.84] 

Trust in data 

privacy → 

Willingness to share 

data 

.69 .03 [.64, .74] .58 .03 
[.52, 

.64] 
.12 .10 

[-.08, 

.31] 

Indirect effect 

Third-party: 

.33 

Government: 

.18 

Commercial 

enterprise: 

.21 

Third-party: 

.13 

Government: 

.13 

Commercial 

enterprise: 

.13 

Third-party: 

[.09, .59] 

Government: 

[-.07, .44] 

Commercial 

enterprise: 

[-.04, .47] 

.21 .08 
[.06, 

.36] 
.15 .15 

[-.11, 

.46] 

Direct effect 

Third-party: 

-.11 

Government: 

-.20 

Commercial 

enterprise: 

-.14 

Third-party: 

.13 

Government: 

.13 

Commercial 

enterprise: 

.13 

Third-party:  

[-.37, .14] 

Government: 

[-.45, .04] 

Commercial 

enterprise: 

[-.39, .11] 

-.23 .09 
[-.41, 

 -.05] 
1.60 1.12 

[-.63, 

3.83] 

Total effect 

Third-party: 

.22 

Government: 

-.02 

Commercial 

enterprise: 

.07 

Third-party: 

.18 

Government: 

.18 

Commercial 

enterprise: 

.18 

Third-party:  

[-.14, .57] 

Government: 

[-.37, .33] 

Commercial 

enterprise: 

[-.28, .43] 

-.03 .12 
[-.26, 

.21] 
- - - 

Trust in smart 

product → 

Willingness to share 

data 

- - - - - - .44 .16 
[.12, 

.75] 

Interaction: 

Certification*Trust 

in smart product 

- - - - - - -.44 .22 
[-.88, 

.00] 
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Abstract  

The connected car is one of the major recent developments in the automotive industry. 

However, as it is strongly based on the generation, exchange, and usage of data, 

consumers are skeptical about adopting this new technology because they fear privacy 

invasions and data misuse. This paper explores whether certifying connected car data 

increases consumers’ intentions to purchase such a vehicle. It is assumed that trust in 

and control over data privacy are the psychological drivers of this intention. The results 

of an online experiment confirm that the effect of certification on consumers’ intention 

to purchase a connected car is mediated by trust in and control over data privacy. 

However, certification was only found to marginally influence the intention to buy this 

kind of vehicle. Based on these results, several implications for theory and practice are 

presented.  

 

Keywords: certification, data privacy, connected car, purchase intention, trust, control 
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Introduction 

The automotive industry is expected to change significantly in the coming years. One 

major development will be the introduction of connected vehicles (Nikitas et al., 2017). 

Not only will this strongly impact road traffic (Eckhoff & Sommer, 2014), but it will 

also mean an increasing amounts of software in vehicles (Reissing & Pohlmann, 2018). 

The expression “connected car” describes a vehicle that is “capable of accessing to the 

Internet, of communicating with smart devices as well as other cars and road 

infrastructures, and of collecting real-time data from multiple sources” (Coppola & 

Morisio, 2016, p. 1). Examples of data include location, the need for service, or the 

status of different vehicle parts (Dhall & Solanki, 2017). As this definition implies, the 

amount of data in the environment of a connected vehicle is enormous (Ferdous et al., 

2020). Those data are highly valuable to companies, for example, for marketing 

activities or to predict consumer behavior patterns (Pinchot et al., 2018). A recent 

McKinsey report shows that the value of data from cars and shared mobility could 

exceed $1.5 trillion by 2030 (McKinsey & Company, 2016).  

Regarding these data, privacy is a central concern for consumers (Coppola & Morisio, 

2016). Data privacy describes “the concept that personally identifiable information (PII) 

and other data about an individual should only be accessible to authorized parties” 

(Pinchot et al., 2018, p. 92). McCreary et al. (2016, p. 67) even warned that privacy can 

be “a potential deterrent to user adoption of new services and experiences.” In line with 

this, Mani and Chouk (2017) concluded that privacy concerns are one of the main 

reasons for consumers to resist smart product adoption. This is due to the fact that 

consumers fear that the smart product data could be used to harm them (Khan et al., 

2019). These results are similar to the findings of Svangren et al. (2017) about 

consumers’ attitudes toward connected cars. Their study participants saw their 

connected car as a part of their ecosystem of devices, with connectivity being the central 

reason for vehicle usage. Although the participants of the study by Svangren et al. (2017) 

were aware that the connected car manufacturer was collecting their data, it was unclear 

to them which data were collected, when this happened, and what the information was 

used for. This frustrated respondents and made them feel uncertain. One solution, 

suggested by Svangren et al. (2017), is to give consumers control over their data sharing 

behavior. This is in line with consumers’ demands that they should be in control of their 

information and be able to decide how it is distributed (Liu et al., 2005; Phelps et al., 

2000). Giving consumers power over their data and informing them about which 

information is generated, who uses it, where it is stored, etc., will increase their trust in 
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Internet-of-Things (IoT) devices (Khan et al., 2019). This is important as “the success 

and wide adoption of IoT devices will rely heavily on gaining the trust of consumers” 

(Khan et al., 2019, p. 35). 

Against this background, this article examines whether or not certification of connected 

car data by an independent third-party serving as the certification authority might solve 

the challenges described above. The data certification process analyzed here includes 

various functionalities (e.g., enabling consumers to decide which and when data are 

transferred and shared, under which conditions, with whom, etc.). Third-party 

certification is supposed to increase consumers’ intention to purchase a connected 

vehicle by increasing their trust in data privacy and their sense of control over their data 

privacy. As, at least to date, the research on connected car certification is scarce and 

mainly focuses on technical aspects (e.g., Herve, 2015), this paper marks a first step 

toward analyzing the effects of connected car data certification on consumer behavior. 

As such, it adds to the literature on signaling, data certification and its influence on 

consumer decision making. The results of the online experiment presented here show 

that although certification has a positive influence both on consumers’ perceived control 

over as well as their trust in data privacy, it only marginally significantly increases their 

willingness to buy a connected vehicle. However, since connected cars are bound to 

become increasingly popular in the future, companies should consider data certification 

as a possible approach to gaining consumer acceptance. Additionally, this measure 

might also positively impact sales figures.  

 

Theoretical background  

Influence of certification on consumer behavior 

To date, certification has been employed across many industries, such as cars (e.g., Pratt 

& Hoffer, 1986), cloud computing (e.g., Lins et al., 2016), and e-commerce (e.g., 

Houston & Taylor, 1999). It has been described as “the (voluntary) assessment and 

approval by a (accredited) party on a (accredited) standard” (Meuwissen et al., 2003, p. 

172). Research on certification frequently draws on signaling and trust theory (Sturm et 

al., 2014). While trust theory is concerned with how certification is used to transfer trust 

from a well-known and trustworthy party to another, possibly unknown entity (Cook & 

Luo, 2003; Kim & Kim, 2011), signaling theory describes how signals can be used to 

indicate product quality to consumers (Kirmani & Rao, 2000). A signal is a “marketer-

controlled, easy-to-acquire informational cue, extrinsic to the product itself” (Bloom & 
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Reve, 1990, p. 59). A certification seal is one of the numerous examples of using signals 

in marketing (Aiken & Boush, 2006). Theoretically, the certification process can be 

carried out by various entities, including a company, a government (Sporleder & 

Goldsmith, 2001), or an independent third-party (Anders et al., 2010). In this paper, a 

third-party is defined as an “Independent Organisation with expertise to provide an 

assessment and verification of the company’s compliance with standards and/or legal 

requirements” (Tanner, 2000, p. 415).  

Despite some contradictory results, previous research has primarily detected a positive 

influence of certification on people’s decisions and behaviors. Examples of positive 

effects include an increase in perceived product quality (Houston & Taylor, 1999; Wu 

et al., 2014), brand image (Martínez Caro & Martínez García, 2009; Wu & Jang, 2013), 

satisfaction (Park et al., 2010), trust (Chang et al., 2013; Kaplan & Nieschwietz, 2003; 

Kim & Kim, 2011; West, 2015; Yang et al., 2006), trusting intentions (Sha, 2009) and 

perceived trustworthiness (Lee et al., 2004; Portz et al., 2001). However, some studies 

could not confirm that certification positively affects trust (Bahmanziari et al., 2009; 

Kim et al., 2008; Kimery & McCord, 2002; McKnight et al., 2004) and trusting beliefs 

(Yousafzai et al., 2005). Similarly, while certification has mainly been found to 

positively influence purchase intention (Kamins & Marks, 1991; Nöteberg et al., 2003; 

Özpolat et al., 2013; Zhang, 2005), some researchers have not confirmed this 

relationship (Bahmanziari et al., 2009).  

A further factor supposedly affected by data certification is the sense of control people 

have over their connected car data. This is in line with the literature, where certification 

is described as a means of reducing consumers’ concerns about “privacy, and the loss 

of control of personal information” (Aiken et al., 2004, p. 253). Control has been found 

to be an important topic with regard to data privacy (Van Dyke et al., 2007). Moreover, 

companies might gain a competitive advantage by giving consumers control over their 

data (Van Dyke et al., 2007). For example, the level of control that consumers have over 

their data privacy influences their purchase intentions—evidence shows that more 

control over their data makes consumers more willing to buy a product (Phelps et al., 

2000). In sum, based on the results in the literature described above, data certification is 

not only assumed to increase consumers’ trust in and their sense of control over data 

privacy in this paper, but data certification is also hypothesized to positively influence 

consumers’ intention to purchase a connected vehicle. 
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However, consumers’ demand for control over their information and the massive 

amount of data produced by connected cars suggest that current data handling practices 

need to change. This conclusion is in line with several approaches presented in the 

literature, which suggest different kinds of data platforms for connected cars and various 

related subjects. These range from the anonymous storage of vehicle data (Joy & Gerla, 

2017) to platforms offering identity and access management as well as data analysis 

functionalities (Haberle et al., 2015). Along these lines, Ferdous et al. (2020, p. 1) 

proposed a platform that “enables a secure and privacy-preserving mechanism for 

sharing of smart car data among different parties.” Others have suggested including 

third-parties (“service mediators,” Aloqaily et al., 2019, p. 5) in the data transfer process; 

these parties would be responsible for cybersecurity (Aloqaily et al., 2019). Similarly, 

while Vanitha and Raju (2013) proposed installing a third-party data auditor between a 

data owner and a cloud service provider, Katopodis et al. (2014, p. 394) suggested a 

“hybrid approach for certifying security properties of cloud services that combines 

monitoring and testing data.” Various related solutions have been proposed (e.g., 

Brandtzaeg et al., 2019; Cao et al., 2020, 2015, 2016; Truong et al., 2016; Xu et al., 

2012).  

Very much in line with the concept of a third-party certification authority (for details, 

see below), Moiso and Minerva (2012, p. 202) presented their “Bank of Individuals’ 

Data.” This enables consumers to collect and store their smart product data securely and 

to decide whom they want to share their information with. Further functionalities include 

“data certification, accountability on data usage, data usage policy enforcement” (Moiso 

& Minerva, 2012, p. 204). Based on these suggestions, this paper proposes and evaluates 

an independent third-party as a data certification authority for connected car data. This 

intermediary in the data transfer process—from the connected vehicle to the respective 

manufacturer—is responsible for and ensures the data privacy of connected car 

consumers. Once data have been transferred from the connected car to the certification 

authority, this trusted third-party anonymizes the data, checks the data for security, as 

well as stores and forwards the data to the manufacturer. Not all data, however, are 

passed on to the connected car producer, as data transfers are customized by the 

consumer. Thus, the consumer decides which data should be forwarded and in which 

form—assigning the role of a gatekeeper to the certification authority.  

 



Article III 
 

 

 

83 

 

Effect of trust and control on purchase intention  

Ample research has focused on the concept of purchase intention. In general terms, it 

describes a person’s willingness to buy a certain product or service (Ajzen & Fishbein, 

1980). To date, numerous variables have been found to influence the intention to buy a 

specific good, for example, perceived product value (Chang & Wildt, 1994), price 

(Dodds et al., 1991), self-image congruence (Oliver & Lee, 2010), perceived usefulness, 

perceived ease of use (Cho & Sagynov, 2015), and perceived risk (Mansour et al., 2014). 

Moreover, various researchers have concluded that trust positively affects purchase 

intention (Chang, 2014; Cho & Sagynov, 2015; Kim, 2012; Lin & Lu, 2010; Mansour 

et al., 2014; Yoon, 2002). This relationship is also postulated in this paper, with trust in 

its most general form being defined as “a psychological state comprising the intention 

to accept vulnerability based upon positive expectations of the intentions or behavior of 

another” (Rousseau et al. 1998, p. 395). 

In the literature, trust has often been linked to control (e.g., Das & Teng, 1998). 

Moreover, control is frequently mentioned in connection with the theory of planned 

behavior (Ajzen, 1985, 1988, 1991). The theory of planned behavior describes how 

attitude, subjective norm, and perceived behavioral control influence behavioral 

intention, which in turn affects behavior (Ajzen, 1985, 1988, 1991). While attitude refers 

“to the degree a person has a favorable or unfavorable evaluation or appraisal of a 

behavior,” subjective norm is the “perceived social pressure to undertake or not 

undertake a behaviour” (Johe & Bhullar, 2016, p. 100). Perceived behavioral control, in 

this context, “refers to the perceived ease or difficulty of performing the behavior and it 

is assumed to reflect past experiences as well as anticipated impediments and obstacles” 

(Ajzen, 1991, p. 188). While perceived behavioral control was originally conceptualized 

as one construct (Ajzen, 1985, 1988, 1991), some researchers have since split it into 

internal and external control (Conner & Armitage, 1998; Kidwell & Jewell, 2003; 

Manstead & Eekelen, 1998). According to this differentiation, internal control relates to 

factors inside an individual, e.g., motivation and ability, while external control concerns 

outside factors, e.g., access to resources and task difficulty (Manstead & Eekelen, 1998). 

However, whether perceived behavioral control should be separated into two 

components or not should be decided depending on the research objective (Ajzen, 2002). 

As this paper is among the first to link certification to perceived behavioral control and 

is not based on the theory of planned behavior, it views perceived behavioral control as 

a single construct.  
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The evidence for the influence of perceived behavioral control on purchase intention is 

mainly positive (Hsu et al., 2017; Maichum et al., 2016; Paul et al., 2016; Shin & 

Hancer, 2016; Tan et al., 2017; Yeon Kim & Chung, 2011). However, some researchers 

have not confirmed this relationship (Johe & Bhullar, 2016; Nam et al., 2017). These 

results are also reflected in Notani’s (1998) meta-analysis, which found that out of 51 

studies, 42 identified a significant effect of perceived behavioral control on behavioral 

intention.  

However, the relationship between trust and control is not clear (Das & Teng, 1998). 

The two main and competing views in the literature describe trust and control either as 

inversely related to and substituting another (Bradach & Eccles, 1989; Dekker, 2004) or 

as complementary, mutually reinforcing constructs (Costa & Bijlsma-Frankema, 2007). 

Leaning toward the complementary view, Das and Teng (1998), for example, found trust 

and control to be two parallel factors that supplement each other in generating 

confidence in cooperation in strategic partnerships. This parallel structure between trust 

and control has been thought to describe the relationship between the two variables more 

realistically than the substituting view (Das & Teng, 1998). On this basis, this paper 

hypothesizes that the two psychological processes exert a parallel influence on purchase 

intention.  

Even though certification has not been explicitly linked to behavioral control in the 

literature, data certification, as proposed here, is assumed to increase consumers’ sense 

of control over their data privacy as it enables them to decide which data they wish to 

share and with whom. In turn, this increased feeling of control thus ought to increase 

their purchase intention of a connected car. Analogously, as the findings in the literature 

described above suggest, the increased trust in data privacy resulting from certification 

should also increase the consumer’s purchase intention of a connected car.  

 

Summary and hypotheses 

This paper proposes that connected car data should be certified by an independent third-

party to counteract both consumers’ fears about their data privacy and their possible 

reluctance to purchase a connected car. It is suggested that data certification increases 

consumers’ intention to purchase a connected car through two parallel processes. Based 

on findings in the literature, the effect of certification on purchase intention is 

hypothesized to be mediated by (a) consumers’ trust in data privacy and (b) their sense 
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of control over data privacy. These pathways are shown in Figure 1. Formally, the three 

hypotheses H1-H3 advanced here are: 

H1: The certification of connected car data by an independent third-party as 

the certification authority increases the purchase intention of a connected 

car.  

H2: The effect of certification of connected car data by an independent third-

party on the purchase intention of such a vehicle is mediated by trust in 

data privacy. 

H3: The effect of certification of connected car data by an independent third-

party on the purchase intention of such a vehicle is mediated by control 

over data privacy. 

 

Figure 1: Conceptual model of the effect of certification on purchase intention 

 

 

Method 

The purpose of the study was to explore the relationship between certification, trust in 

data privacy, control over data privacy, and purchase intention as well as to test the 

above hypotheses. Three hundred and thirty-four participants from Germany took part 

Trust in  

Data Privacy 

Certification 
Purchase 
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in the online experiment, which used a two-condition between-subjects design. 

However, six persons had to be excluded from the analysis: Four participants had 

selected the same answer on every item throughout the questionnaire, one person had 

an answer time of about one and a half minutes for the whole survey (which is too short 

to have taken the study seriously), and one person indicated that he was 17 years old, 

hence too young to be allowed to drive a car in Germany. The final sample consisted of 

328 persons (49.09% female, Mage = 42.84 years). They were randomly assigned to one 

of two experimental conditions: data certification of the connected car data by an 

independent third-party certification authority (N = 162) or no data certification and a 

direct data transfer from the connected car to the respective vehicle manufacturer (N = 

166). Participants had to be 18 years old, have a valid driver’s license, and own a car to 

be eligible to take part in the study.  

For the online study, a connected vehicle was defined in accordance with Coppola and 

Morisio (2016) as well as Dhall and Solanki (2017), both cited above. After some 

introductory questions about the respondents’ car usage behavior, especially of 

connected vehicles, participants read different scenario descriptions, depending on 

which of the two study conditions they were randomly assigned to (for a full description 

of the two study conditions, see Appendix A). In both conditions, a connected car was 

described as producing data that can be used to obtain information about the car, but 

also about the driver. In the control condition, it was then explained that these data were 

transferred directly to the respective car manufacturer. It was unclear which data were 

stored and used by the manufacturer and which types of data were transmitted in which 

situations (i.e., offering consumers no opportunity to personalize data usage and data 

transfer). Nor was it clear whether the data were anonymized, used commercially, or 

only stored as a backup, whether any security measures were employed, and whether 

data were transferred onward to partner companies. In the experimental condition, a 

different data transfer process was described. There, the connected car data were first 

transferred to an independent third-party certification authority (in this study, a German 

testing, inspection, and certification company). Next, only those data were forwarded to 

the vehicle manufacturer for which data owners (i.e., consumers) had provided their 

consent in personalized settings. Moreover, the third-party certification authority 

anonymized the data and stored them for safety and security reasons (e.g., as data 

backup). The certification authority also promised that no data would be used for 

commercial purposes and that data would only be forwarded to other entities (e.g., the 

manufacturer’s partnering companies) with the consumer’s agreement. Additionally, the 
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third-party certification authority checked the transferred data for security (e.g., hacking 

or data manipulation).  

Having read the respective scenarios, respondents were asked to give their opinion about 

these in an open text box. The purpose was to make participants thoroughly reflect on 

the scenario so that they internalized it for the ensuing questions. The dependent variable 

(i.e., participants’ purchase intention of the connected car) was assessed with a four-

item scale adapted from Chandran and Morwitz (2005, questions asked on 7-point 

scales: “1. How likely are you to buy the connected car described earlier?” – 1 = “highly 

unlikely” to 7 = “highly likely”; 2. How probable is it that you will purchase the 

connected car described earlier?” – 1 = “highly improbable” to 7 = “highly probable”; 

“3. How certain is it that you will purchase the connected car described earlier?” – 1 = 

“highly uncertain” to 7 = “highly certain”; “4. What chance is there that you will buy 

the connected car described earlier?” – 1 = “no chance at all” to 7 = “very good chance”; 

Cronbach’s α = .97). Participants’ trust in data privacy was measured based on a three-

item scale (adjusted from Thomson, 2006, 7-point scale from 1 = “not at all” to 7 = 

“very much”: “1. How much can you count on the fact that in the described scenario 

your data will only be used for the specified purpose, will not be passed on unauthorized, 

misused, or similar?”; “2. How much can you trust that in the described scenario your 

data will only be used for the specified purpose, will not be passed on unauthorized, 

misused, or similar?”; “3. How dependable do you consider it to be that in the described 

scenario your data will only be used for the specified purpose, will not be passed on 

unauthorized, misused, or similar?”; Cronbach’s α = .95). The second mediator, 

perceived behavioral control, was assessed with a three-item scale (Zhu et al., 2007, 

Cronbach’s α = .85). In each of the two study conditions, participants had to indicate 

how much they felt “1. In control,” “2. Decisive,” and “3. Dominant” with regard to 

their connected car data (on a 7-point scale from 1 = “strongly disagree” to 7 = “strongly 

agree”). 

 

Results  

The results show that participants whose data were certified by an independent third-

party have significantly higher trust in data privacy (t(326) = 2.87, p = .004, d = .32, 

Mcontrol = 3.71, Mthirdparty = 4.26) as well as significantly higher perceived behavioral 

control over their data privacy compared to the control condition (t(326) = 2.00, p = .05, 

d = .22, Mcontrol = 4.01, Mthirdparty = 4.36). However, contrary to H1, respondents in the 
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experimental condition only had a marginally significantly higher purchase intention of 

the connected car compared to those in the control condition (t(326) = 1.73, p = .08, d = 

.19, Mcontrol = 3.63, Mthirdparty = 4.03).  

Additionally, a mediation analysis with data certification by an independent third-party 

(vs. no certification) as the independent variable, trust in data privacy and perceived 

behavioral control over data privacy as the two parallel mediators, and purchase 

intention as the dependent variable was conducted (Hayes, 2018; PROCESS Model 4; 

Nbootstrapping = 5,000). The analysis revealed that in line with H2 and H3, the effect of 

certification on purchase intention was mediated by trust in data privacy as well as by 

control over data privacy (btrustindirect = .35, SE = .13, 95% CI = [.11, .64]; bcontrolindirect = 

.14, SE = .08, 95% CI = [.01, .30]; bdirect = -.10, SE = .14, 95% CI = [-.37, .17]; btotal = 

.39, SE = .23, 95% CI = [-.05, .84], see Figure 2).  

 

Figure 2: Certification influences the purchase intention of connected cars via trust in 

and control over data privacy 

             

Notes: 

 + p < .10, * p < .05, ** p < .01, *** p < .001. 

Total effect in parentheses. 
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Discussion and conclusion 

The results of the regression analysis show that the effect of certification on purchase 

intention is mediated in parallel by trust in data privacy as well as by control over data 

privacy. Thus, H2 and H3 are accepted. As the direct effect is not significant, the 

mediation is indirect-only and no additional mediators except those taken into account 

here likely exist (Zhao et al., 2010). However, as data certification by an independent 

third-party only led to a marginally significant increase in the intention to purchase a 

connected car, H1 has to be rejected (assuming a significance level of α = .05 for the 

study). This near-significant effect, however, may be said to indicate that consumers are 

aware that connected car data potentially affect their lives. Although several other 

factors presumably influence the decision to purchase such a vehicle as well (e.g., 

technical details, price, or brand), data seem to have become an important factor for 

consumers in the buying decision of a connected car. In the future, with more and more 

people adopting connected cars, data collection might become an even more important 

topic for consumers than today. In the above-described study, only 35.06% of 

participants owned a car that they described as a connected vehicle. However, as the 

share of connected car owners increases, awareness of the threats to data privacy might 

rise and thus also the demand for data certification.  

This study extends the literature on the future of mobility as well as on the influence of 

certification on consumers’ behaviors and choices in the digital age. Moreover, it 

provides insights into the topics of control, trust, and the relationship of those two 

variables. While various diverging views about the association between trust and control 

exist in the literature (Costa & Bijlsma-Frankema, 2007), the findings of this study add 

weight to the view that trust and control are parallel, complementary concepts. With 

regard to the research on connected products and data privacy, the results show that 

giving consumers the possibility to obtain or at least to increase their data privacy 

positively influences their behavioral intention. Data certification, as shown in this 

study, is thus a first, viable step toward lessening consumers’ uncertainty toward 

connected technologies and to assure them of proper data handling practices. 

Moreover, certification seems to be a quality signal that cannot only be employed with 

traditional products such as food or nutrition (e.g., Wu et al., 2014) but also with digital 

technologies. In sum, companies should work on ways to provide consumers with 

control over their data privacy and to reassure consumers that they are trustworthy as 

regards data privacy protection topics. Khan et al. (2019) even warned that consumers 

might ignore IoT businesses that do not properly heed data privacy topics. Furthermore, 
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the results of the experiment reported here are positive news for the testing, inspection, 

and certification industry, as they indicate that certification, if employed in the 

connected car market, will create value for both consumers and producers. While 

consumers can rely on the privacy of their data, certification might present a viable 

solution to overcome the adoption barriers of connected cars and to increase sales. 

This research marks a first step toward analyzing the role of certification and its 

influence on consumer behavior in a connected world. However, it has some limitations 

and opens up several avenues for future research. Some of the main restrictions are its 

regional focus on Germany and the missing cross-country comparisons. As such, 

numerous examples of differences exist between countries, among others, the varying 

effects of perceived behavioral control on purchase intentions between Turkey, 

Pakistan, and Iran (Asif et al., 2018), or between Taiwan and Singapore (Chiu & Leng, 

2016), and differences between Americans and South Koreans regarding trust and the 

perception of third-party certification (Kim, 2008). Further, it might also be viable to 

take other variables into account regarding the effect of certification on consumer 

behavior, such as perceived risk (e.g., Lee et al., 2004) or consumers’ willingness to 

share data (e.g., Milne & Boza, 1999; Schoenbachler & Gordon, 2002). Other topics 

that warrant further attention are the relationship between trust and control, the 

interaction between these two mediators (Vosselman & Van der Meer-Kooistra, 2009), 

or potentially splitting control and trust into several sub-components, e.g., output 

control, behavior control, and social control, or goodwill trust and competence trust (Das 

& Teng, 2001). Trust and control, however, are not static (Costa & Bijlsma-Frankema, 

2007). As the same also applies to technological developments and consumers’ views 

on data privacy (Milne et al., 2012), the relationships studied here need to be frequently 

reassessed.  
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Appendix A: Scenario descriptions 

 

1. Control condition 

Screenshot of the scenario description 

 

English translation 

When using a connected car, a lot of data are generated that can be used to obtain 

extensive information about you, for example, about the use of your connected car, 

but also about you as a user. 

These data are transmitted directly to the car manufacturer and stored there. 

It is unclear, 

 which data the car manufacturer stores and uses and in which situation which 

types of data are transmitted (i.e., no personalized settings), 

 whether the data are anonymized (i.e., cannot be assigned to a specific person), 

 whether the data are used commercially or only stored for safety and security 

reasons (e.g., data backup), 

 whether the data are checked for security (e.g., hacking attacks or data 

manipulation),  



Article III 
 

 

 

104 

 

 whether the data are passed on to further entities, e.g., partner companies of 

the car manufacturer, etc.  
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2. Experimental condition 

Screenshot of the scenario description 

 

English translation 

When using a connected car, a lot of data are generated that can be used to obtain 

extensive information about you, for example, about the use of your connected car, 

but also about you as a user. 

These data will first be transferred to [xxx]1 as the certification authority before 

the data you have selected are transferred to the car manufacturer. This allows you 

to decide to which data and under which conditions you grant the car manufacturer 

access. 

As the certification authority, [xxx] guarantees that 

                                              
1 Name of a German testing, inspection, and certification company. 



Article III 
 

 

 

106 

 

 only those types of data are transferred to the car manufacturer and used that 

you have authorized for transfer in your personalized settings, 

 the data are anonymized (i.e., cannot be assigned to a specific person), 

 the data are not used commercially by [xxx], but only stored for safety and 

security reasons (e.g., data backup), 

 the data are checked for security (e.g., hacking attacks or data manipulation), 

 only authorized data are passed on to further entities, e.g., partner companies 

of the car manufacturer, etc. 
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