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Vorwort

Mit dieser Festschrift ehren wir eine ebenso ungewohnliche wie auflerge-
wohnliche Wissenschaftlerin. Christine Windbichler ist nicht nur eine her-
ausragende Vertreterin sowohl der Gesellschaftsrechts- als auch der Arbeits-
rechtswissenschaft, sondern sie versteht es in unnachahmlicher Weise, beide
Rechtsgebiete als Teile eines ganzheitlichen Unternehmensrechts zu denken.
Als Meisterin beider Ficher steht sie in einer Reihe mit Groflen wie Alfred
Hueck, Herbert Wiedemann oder Wolfgang Zéllner. Enges Kirchturmden-
ken ist ihr ginzlich fremd. Doch ist dies nur die eine Seite ihrer wissen-
schaftlichen Personlichkeit. Nicht minder als das intradisziplindre pragt das
interdisziplinire und das internationale Denken ihre Person. Was jenseits
des eigenen Faches und der heimischen Grenzen vorgeht, wie man von dort
auf die deutsche Rechtswissenschaft sieht und was aus diesem hin und her
wandernden Blick fiir das deutsche und europiische Recht zu lernen ist, in-
teressiert die Jubilarin brennend. Diese Neugier (im besten Sinne), gepaart
mit der Fihigkeit, sie fiir ihr publizistisches Wirken fruchtbar zu machen
und Schiilern wie Weggefihrten die Augen fiir den Blick ,hinaus® zu off-
nen, pragt die Jubilarin wie wenige andere.

Geboren wurde Christine Windbichler am 8. Dezember 1950 in Wiesba-
den, wo sie, zwischen Rheingau und Taunus, ihre Kindheit und Jugend ver-
brachte. Die Rechtswissenschaft war ihr — in einem naturwissenschaftlich
gepragten Elternhaus — keineswegs in die Wiege gelegt. Dennoch entschied
sie sich fir das Studium der Rechte, welches sie im nahegelegenen Mainz
aufnahm. Von dort wechselte sie Anfang der siebziger Jahre an die Miinche-
ner LMU, wo sie rasch den Weg an das Institut fiir Handels-, Wirtschaft-
und Arbeitsrecht bei Gtz Hueck fand — zunichst als studentische Hilfs-
kraft, spiter als wissenschaftliche Assistentin. Nach einem hervorragenden
ersten Staatsexamen, dem spater ein nicht weniger eindrucksvolles zweites
folgte, wurde sie bei Hueck mit einer Arbeit tiber Unternehmensvertrige
und Zusammenschlusskontrolle promoviert. Von hier zog es sie zunichst in
die anwaltliche Praxis und sodann, ihrem unstillbaren Drang nach Erweite-
rung des Horizonts folgend, zum Masterstudium in die USA, einer damals
noch ungewohnlichen Station. Mit Berkeley wihlte sie sich dafiir einen le-
bendigen Westkiistenort, dessen Law School fiir interdisziplinire Aufge-
schlossenheit ebenso bekannt war wie fiir internationale Offenheit. Die dort
gesammelten Eindriicke bewogen sie, bei der Riickkehr doch lieber eine
wissenschaftliche Karriere einzuschlagen. Das war damals, Anfang der acht-
ziger Jahre, eine mutige Entscheidung, waren die Besetzungswellen der
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sechziger und siebziger Jahre doch gerade vortber und fast alle Lehrstihle
mit Professoren fern der Altersgrenze besetzt — ganz zu schweigen von
»Frauenquoten®, welche die Jubilarin stets auch in ithrer Problematik sah.

Hatte bereits die im Schnittfeld von Kartell- und Konzernrecht siedelnde
Dissertation Grenzen iberschritten, griff Windbichlers mehrfach preisge-
kronte Habilitationsschrift zum ,, Arbeitsrecht im Konzern“ noch weiter aus
und durchleuchtete die arbeitsrechtlichen Fragestellungen im verbundenen
Unternehmen in einer bis dahin nicht gekannten Prizision. Nachdem ihr
noch vor Abschluss der Habilitation bedeutende Lehrstuhlvertretungen
(zunichst in Osnabriick, dann in Koln) angeboten worden waren, gelang
Windbichler gleichsam aus dem Stand der Sprung auf den ersten Listenplatz
der Nachfolge Fritz Rittners auf dessen prominenten Lehrstuhl an der Al-
bert-Ludwigs-Universitit in Freiburg. Der Breisgau blieb fiir die Jubilarin
jedoch nur Ausgangspunkt auf dem Weg zu einem anderen, unerwarteten
Ziel. Nach der friedlichen Revolution und Wiedervereinigung wurde die Ju-
ristische Fakultit der Humboldt-Universitit zu Berlin personell neu aufge-
stellt, dies mit dem ehrgeizigen Ziel, sie wie schon zu preuflischer Zeit und
auch — unter ganz anderem Vorzeichen — in der ehemaligen DDR zu einer
der ersten Fakultiten des Landes zu machen. Berufen wurden nur Person-
lichkeiten, die bereits im Westen ein Ordinariat bekleideten, unter ihnen —
als Jingste inmitten klangvoller Namen — 1992 die Jubilarin. Windbichler
zogerte nicht lange und nahm die historische Chance wahr.

Dies war ein Wagnis. Pionierarbeit war notig bei ginzlich nackten Riu-
men, einer im Auf- und Umbau befindlichen Verwaltung und ohne erwih-
nenswerte Bibliotheks- oder Technikausstattung. Der Neuaufbau forderte
der Jubilarin Improvisationskunst ab, aber auch das didaktische und psy-
chologische Geschick, unter anderen politischen Vorzeichen aufgewachsene
junge Menschen an eine marktwirtschaftliche Rechts- und Wirtschaftsord-
nung heranzufihren und Integrationsarbeit in einem historisch gespaltenen
Professorium zu leisten. All das gelang ihr mit grofler Kraft und Anstren-
gung, und trotz, vielleicht auch wegen dieser Herausforderungen fand
Windbichler an der HU und in Berlin bald ihre Heimstatt, der sie ungeach-
tet eines ehrenvollen Rufs nach Minchen bis zu ihrer Pensionierung die
Treue hielt und der sie heute noch in vielfiltigen Rollen verbunden ist.

Immer wieder zog es Windbichler im Laufe ihrer Karriere ins Aus-
land. Neben diversen Forschungsreisen, die zahlreiche Freundschaften und
fruchtbare Kontakte entstehen lieflen, bekleidete sie Gastprofessuren in Flo-
rida, Cornell, Virginia, Duke und Berkeley. Uber viele Jahre wirkte sie in
nationalen und internationalen Auswahlgremien wie dem der Alexander-von-
Humboldt-Stiftung und gab ihr reiches Wissen als Fachberaterin fiir inter-
nationale Studienginge gerne und bereitwillig an junge Studierende und Ab-
solventen der Humboldt-Universitit weiter. Als Dekanin gelang es ihr, der
auch nach zehn Jahren noch mit dem (Wieder-)Aufbau kimpfenden Fakul-
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tat wichtige Ressourcen zu sichern und den Kontakt zur Praxis zu festigen,
den sie selber durch die ,Berliner Wirtschaftsgespriche® (tiber Jahre ge-
meinsam mit der internationalen Sozietit WilmerHale durchgefiihrt) maf3-
geblich vorantrieb. Auch am Aufbau der heute sehr erfolgreichen European
Law School (ELS) an der HU hatte die Jubilarin einen nicht unbetrichtli-
chen Anteil.

Trotz ihres umfangreichen (Euvres (nachgewiesen im Anhang zu dieser
Festschrift) gehort Windbichler nicht in die Klasse der ,,Vielschreiber®. Was
sie produziert, sind Perlen, die meist schon durch Themenwahl und Titel die
Neugier des Lesers wecken, welche dann stets auf fesselnde, manchmal
iberraschende Weise befriedigt wird. Im besten wissenschaftlichen Sinne
verliert sich Windbichler nicht in Glasperlenspielen zu altbekannten Fragen
(,bitte nicht die zwolfte Theorie zum Bereicherungsausgleich im Dreiecks-
verhaltnis“, beschied sie themensuchende Doktoranden), sondern sie will
Fragen aufwerfen, die so bisher noch nicht gestellt wurden, will etablierte
Leitbilder hinterfragen und Zusammenhinge herstellen, die allein der zu
erkennen vermag, der sich nicht im Spezialistentum verliert. Trotz der viel-
faltigen Briickenschlige in andere Felder des Rechts und der Nachbardis-
ziplinen behalten Windbichlers Texte dabei immer die juristische Boden-
haftung.

Unter ihren grofleren, einer breiteren Leserschaft bekannten Werken ra-
gen sicherlich zwei heraus: die Kommentierung des allgemeinen Konzern-
rechts im Grofflkommentar zum Aktienrecht sowie ihr Lehrbuch zum
Gesellschaftsrecht. Mit ersterem hat sie — weit iiber den Zuschnitt selbst ei-
ner Groflkommentierung hinauslangend — eine das Konzernphinomen im
Grundsitzlichen erfassende Darstellung vorgelegt, die bis heute ihres Glei-
chen sucht. Die Unternehmensgruppe als komplexes, omniprisentes Gebil-
de hat die Jubilarin seit ihren Qualifikationsschriften fasziniert, und ihr
spurte und spiirt sie immer wieder von anderem Blickwinkel aus nach — dass
der Konzern in der Rechtswirklichkeit kein Randphinomen, sondern gesell-
schaftsrechtlicher ,Normalfall“ ist, schirft sie Horern wie Schilern glei-
chermafien ein. Das Lehrbuch zum Gesellschaftsrecht, welches sie von ih-
rem Lehrer Gtz Hueck tibernommen hat und in gegenwirtig 24. Auflage
fortfihrt, kann mit Fug und Recht als Standardwerk des Faches bezeichnet
werden. Generationen von Juristinnen und Juristen sind mit ihm grof§ ge-
worden. Als es Windbichler vor zwanzig Jahren vom C. H. Beck Verlag in
die Hinde gelegt wurde, datierte die Vorauflage schon neun Jahre zurtck,
so dass Herkulesarbeit zu leisten war, um das — im Verlag fast schon aufge-
gebene Werk — noch einmal nach vorne zu bringen. Windbichler hat dem
Buch dabei von Auflage zu Auflage ein neues Gesicht verliehen, in dem sich
heute die ihr so wichtigen Themen wie Corporate Governance, Bilanzrecht
oder Rechtsvergleichung ebenso facettenreich wie eindrucksvoll abgebildet
finden.
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Grenziiberschreitungen wagte die Jubilarin in ihren groflen Monografien,
dartber hinaus aber auch in vielen anderen Projekten und Publikationen. So
erklirte sie Studierenden den Zusammenhang zwischen Arbeitnehmermit-
bestimmung und dem Mdébiusband, half sie Arbeitsrechtlern aus der ,Bau-
grube“ des Konzernrechts (FS Kissel), offnete den Blick dafiir, dass das
Arbeitsverhiltnis, interdisziplinir betrachtet, ebenso Austausch- wie Ge-
schenkverhiltnis ist (FS Wiedemann) oder fithrte dem erstaunten Leser vor
Augen, was es mit ,Schrodingers Katze“ im Bilanzrecht auf sich hat (FS
Kirchner). Neben dem Konzern- und dem Mitbestimmungsrecht, zu dem
sie nicht nur selbst viele Denkanstofle lieferte, sondern zu dem sie auch eine
Vielzahl innovativer Doktorarbeiten betreute, waren es spater vor allem re-
lationale Vertrige und hybride Rechtsphinomene, die ihr Interesse fanden,
und so erstaunt es nicht, dass ihre Beitrige nicht nur in juristischen, sondern
auch in 6konomischen Zeitschriften den Weg zum Leser fanden — immer
haufiger in englischer Sprache verfasst, was Windbichler eine fiir das Fach
immer noch auflergewohnliche Resonanz im internationalen Raum ver-
schafft.

Man wiirde der Jubilarin nicht gerecht, wiirdigte man nicht auch ihr En-
gagement in der Lehre, welche ihr stets ein besonderes Anliegen war. Hier
hat sie Giber Jahrzehnte sowohl das Gesellschaftsrecht als auch das Arbeits-
recht, und zwar in seiner vollen Breite, vertreten — und damit im Grunde
zwei Lehrstiihle in einer Person ausgefiille. Unvergessen bei jedem, der ihre
Vorlesungen und Seminare besuchte, sind nicht nur die anschaulichen, oft
humorvoll eingekleideten Beispiele, sondern auch der Praxisbezug, der ihr
besonders wichtig ist, und fiir den sie in Vorlesungen und Ubungen gerne
hochaktuelle Fallstudien heranzieht. Dass sich ihre Seminare besonders bei
auslindischen Studentinnen und Studenten grofiter Beliebtheit erfreuten,
versteht sich angesichts ihrer internationalen Aufgeschlossenheit von selbst.
Windbichler will dabei nie nur geben, sondern ist begierig, von threm Pub-
likum selbst etwas zu lernen.

Mit ihrem Schaffen und Wirken hat sich die Jubilarin weit tiber den enge-
ren Kreis der Rechtswissenschaft hinaus hochste Anerkennung verschafft.
Schon 1994 wurde sie in die Berlin-Brandenburgische Akademie der Wis-
senschaften gewihlt, der sie bis heute in vielfiltigen Funktionen dient. 2011
folgte die Aufnahme in die Leopoldina, Nationale Akademie der Wissen-
schaften und somit Dach und Krone der deutschen Akademien. Hoch ge-
fragt war und ist die Jubilarin auch in der Praxis — weniger als Erstellerin
lukrativer Privatgutachten, sondern an Stellen, an denen sie ihre Expertise
zum Nutzen der Sache einbringen kann, zugleich aus diesem Engagement
Anstofe fiir die eigene Lehre und Forschung erhilt. Das betraf, um nur die
wichtigsten Engagements zu nennen, Aufsichtsrite und Beirite (u.a. fir
die Deutsche Schutzvereinigung fiir Wertpapierbesitz und fiir das Bundes-
wirtschaftsministerium), den Verbandsausschuss des Deutschen Arbeitsge-
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richtsverbandes, den Arbeitskreis Wirtschaft und Recht oder, iiber viele
Jahre und mit besonderem Engagement, die Abschlusspriiferaufsichtskom-
mission (APAK). Hervorzuheben ist daneben ihr Wirken als Vizeprasiden-
tin der Deutschen Forschungsgemeinschaft (DFG), ein Amt, das sie 2008
tibernahm und bis 2014 sehr erfolgreich bekleidete.

Privat fand die Jubilarin Erfilllung in der Ehe und Partnerschaft mit threm
kongenialen, leider viel zu friih verstorbenen Gatten Paul Baltes, Psycholo-
ge und Direktor am Berliner Max-Planck-Institut fiir Bildungsforschung
sowie Wegbereiter der Lebensspannenforschung, der mit ihr die interdiszip-
lindre Neugier, den Mut zur Grenziiberschreitung, aber auch die Freude am
guten Leben und den schongeistigen Dingen wie Musik und Architektur
teilte. Gemeinsam und mit Freunden verbrachten sie eine gliickliche Zeit in
threr hoch tGber dem Lietzensee gelegenen Charlottenburger Wohnung oder
im Feriendomizil auf den Outer Banks in North Carolina. In dieses trans-
atlantische Refugium, das sie gleichermaflen grofziigig mit Gisten und
Freunden teilten, zog sich Windbichler gerne zuriick, um Abstand zum hek-
tischen Berliner Alltag zu finden und um in der nordamerikanischen Abge-
schiedenheit an Ideen zu tiifteln, Texten zu schreiben oder Doktorarbeiten
zu lesen. Die nahegelegene Duke University bot ihr dabei die willkommene
Gelegenheit, ihren reichen Erfahrungsschatz in Vorlesungen zur Compara-
tive Corporate Governance mit wissbegierigen amerikanischen und interna-
tionalen Studierenden zu teilen.

Obwohl seit einigen Jahren entpflichtet, ist Windbichler keineswegs in
den Ruhestand getreten. In der Berlin-Brandenburgischen Akademie und in
der Leopoldina wirkt sie weiterhin als aktives Mitglied, deutschen und in-
ternationalen Forschungsorganisationen steht sie mit groflem Einsatz un-
eingeschrinkt als gefragte Fachgutachterin zur Verfligung und in der Fakul-
tit ist sie als ,Feuerwehrfrau“ zur Stelle, wenn es irgendwo ,brennt“. All
das schafft die Jubilarin mit der ihr eigenen Souverinitit, die das Rampen-
licht nicht scheut, aber genauso wenig braucht oder gar sucht. Sich selbst
mit Lorbeeren zu schmiicken, iiberlisst sie lieber anderen.

Wir hoffen, Christine Windbichler mit dieser Festschrift ein Geschenk zu
ubergeben, das ihre Lehrer- und Forscherinnenpersonlichkeit gebiihrend
ehrt. Es zeichnet sich dadurch aus, dass nicht nur die beiden Hauptarbeits-
gebiete der Jubilarin — das Gesellschafts- und das Arbeitsrecht — mit nam-
haften Vertretern der Ficher vertreten sind, sondern dass auch ihre iibrigen
Interessenschwerpunkte abgebildet werden. Fast alle Beitrige spiegeln in
der Art, wie sie ihr Thema auswahlen, anpacken und verbinden, den neugie-
rigen, weltoffenen Ansatz der Jubilarin wieder, der eigene, teils ungewohnte
Wege nicht scheut. Den Autorinnen und Autoren sei daher an dieser Stelle
ganz herzlich fiir ihren Einsatz (mit Bibliotheksschliefungen wegen Coro-
na!) ebenso gedankt wie den Mitarbeiterinnen und Mitarbeitern der beteilig-
ten Lehrstiihle, die mit selbstlosem, bisweilen tiberobligatorischem Einsatz
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fir das plangemifle Erscheinen dieser Festschrift gesorgt haben. Ebenso
danken wird dem Verlag Walter de Gruyter und seinen tatkriftigen Mitar-
beitern, dass das Werk in diesem traditionsreichen Berliner Haus erscheinen
darf und so die Reihe herausragender rechtswissenschaftlicher Festgaben,
die dort bereits veroffentlicht worden sind, in wiirdiger Weise fortsetzt.
Nicht zuletzt gilt unser Dank den Spendern, die das Erscheinen der Fest-
schrift ermdglich haben, namentlich der Deutschen Forschungsgemein-
schaft, der Kanzlei WilmerHale, dem BDA und der Humboldt European
Law School Stiftung.

Der Jubilarin wiinschen wir, dass sie im kommenden Lebensabschnitt ne-
ben neuen juristischen ,,Entdeckungen® weiter Zeit fur die schonen Dinge
des Lebens findet. Auf dem Golfplatz wird man sich Christine Windbichler
auch in Zukunft nicht vorstellen konnen — schon eher in der von ihr so ge-
liebten Philharmonie oder auf dem Motorrad, auch wenn das Gefihrt zu-
letzt etwas hiufiger in der Garage geparkt blieb. In der wissenschaftlichen
Community bleibt Windbichler ganz sicher prasent, sei es als scharfsinnige
Autorin, wortgewandte Diskussionsteilnehmerin, gefragte Gutachterin und
Dozentin oder, last but not least, als Wegweiserin fiir den in jeder Hinsicht
iber Grenzen spihenden Blick. Wir hoffen, dass wir all dies und vieles mehr
noch lange mit ihr teilen diirfen und wiinschen Christine Windbichler ge-
meinsam mit den Autorinnen und Autoren dieser Schrift sowie mit Kolle-
gen, Schiilern und Weggefihrten zu threm runden Geburtstag von Herzen
alles Gute.

Gregor Bachmann
Stefan Grundmann
Kaspar Krolop
Anja Mengel



Employer’s Claims to Social Media Accounts
Used for Business Purposes

ISABELLE WILDHABER UND SILVIO HANSENBERGER!

I. Introduction

Social media networks play an important role in marketing communication
by enterprises, public authorities, and non-profit organisations. There is a
huge variety of different social media such as LinkedIn, Xing, Twitter, Insta-
gram or Facebook, but also blogs, Wikis, online video and photo portals (e.g.
Snapchat), rating and recommendation pages (e.g. Tripadvisor), as well as
video and text chats (e.g. Skype, Whatsapp, Zoom).? Such platforms, where us-
ers can publish contributions for other users, enable to create, nurture and ex-
pand the customer base and to contact important target groups. In addition,
the acceptance of social media contacts makes it possible to gain access to non-
public information about the relevant connections. Depending on the privacy
settings, messages, telephone conversations, pictures, and videos can be ex-
changed.’ More than 90% of Swiss enterprises use social media networks for
business purposes.*

When linked to an actual, or even potential, business relationship, this data
can be valuable to an employer. If, for example, the employee responsible for
the social media account changes jobs, the employer often has a great interest
in retaining control of the account. This can be contrary to the interests of the
employee since the continuation of the social media account may be impor-
tant for them, and as they may have made and maintained the contacts
through the disclosure of personal information. In addition, business and pri-
vate contacts can merge together: If the employee loses control of the social
media account, contacts which serve their private relations are also lost.
Therefore, if an employee who is responsible for a social media account de-

! Prof. Dr. iur., LL.M., Full Professor for Private Law and Business Law with particular
focus on Employment Law at the University of St. Gallen; Dr. iur. HSG, lawyer and
notary, M.A. HSG in Law and Economics. All Internet addresses were checked at the end
of January 2020.

2 For a definition and an overview of social media: Christian Fuchs Social Media —
A Critical Introduction, 2013, p. 32 et seq. See also: Clandia Wyrwoll Social Media — Fun-
damentals, Models and Ranking of User-Generated Content, 2014, p. 1.

% On social media trends: Helen Lam Employee Relations 3/2016, p. 421 et seq.

*Bernet PR AG/ZHAW Studie Social Media Schweiz 2018, http://bernet.ch/
socialmediastudie/.
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parts, the question is: Who has the rights to this social media account? Is it
the employer or the employee? What recourse does an employer have when
an employee takes with them the social media contacts, connections and fol-
lowers they have obtained during the course of their employment?

This question was first discussed in 2011, when Laura Kuenssberg, chief
political correspondent of BBC News, left BBC to join ITV.> She tweeted:
“I will become @ITVLauraK in September”. She had gained more than
58’000 followers during her time at BBC due to her eloquent reporting, es-
pecially regarding the general elections in the UK in the year before. After
the announcement of her move to I'TV, there were, in her own words, “fran-
tic discussions” about what would happen to her Twitter account. Have the
followers signed up for the content of the BBC chief political correspon-
dent, or for the personality of the journalist Laura Kuenssberg? In the end,
the agreement with the BBC was consensual. Laura Kuenssberg changed her
account handle to @ITVLauraK and took her account and her followers to
her new employer. However, two years later she returned, and is now
tweeting again as @BBCLauraK and has more than 1,2 million followers.

In order to find answers to the question about the rights to social media ac-
counts, this book chapter, dedicated to Prof. Dr. CHRISTINE WINDBICHLER,
LL.M,, discusses fundamental issues which arise. In order to make possible
answers easier to understand, reference is made to Swiss law. We will discuss
the following issues in the area of potential conflict between the interests of the
employer and the employee: How far does the employer’s power of direction
extend? (see II. below) What are the employer’s claims to surrender, return,
and deletion, and what claims does the employer have to forbearance (see III.
below)? In addition, there are also data protection law hurdles with regard to
the onward transfer of social media contacts (see IV. below). From the consid-
erations listed above, a test for the permissibility of the onward transfer of so-
cial media contacts can be derived, and specific proposals made for the word-
ing of an agreement on use with the employee, which can be used not only in
Switzerland, but also more generally as possible guidelines in order to regulate
social media in an employment relationship (see V. below). Finally, we will
provide a short conclusion on social media accounts and contacts in the area of
conflict between employees” and employers’ interests (see VL. below).

II. Employer’s Power of Direction Regarding Social Media Accounts

Due to its power of direction (Art. 321d Swiss Code of Obligations), the
employer can instruct the employee to open and/or operate an account, such

5 Jemina Kiss Who controls Laura Kuenssberg's Twitter account?, The Guardian 22.6.2011,
https://www.theguardian.com/media/pda/2011/jun/22/laura-kuenssberg-twitter-account.
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as for advertising and marketing purposes, in order to establish business rela-
tionships and to maintain customer contacts on social media platforms.*

However, the power of direction” does not extend to the employee being
instructed to use his/her existing private profile for business purposes. This
would involve a breach of the employer’s duty of care (Art. 328 Abs. 1 Swiss
Code of Obligations) as well as raise issues of the instruction having an im-
permissible effect on the employee’s privacy,® unless the use of the employee’s
existing private profile was explicitly agreed at the time the employee was em-
ployed.? For instance, this could be the case if a travel blogger (a so-called “in-
fluencer”) is employed by a travel agency to advertise for the agency through
his/her account. However, the discussion below does not concentrate on this
exceptional case, as the contractual relationship with influencers is commonly
structured as a commission or innominate contract, and not as a contract of
employment.'® An employee can nevertheless voluntarily decide in favour of
using his/her private account for business use (see III.A.3 below).!!

ITI. Employer’s Claims in Relation to Social Media Accounts

To assess employer claims, we must distinguish between private and
business accounts. A private social media profile is a profile which generally

6 Michéle Stutz/Noemi Valloni in Social Media und Recht fir Unternehmen, 2015,
p- 166; European Court of Human Rights Barbulescu v. Romania, 61496/08 (2016);
further literature: Isabelle Wildhaber/Silvio Héinsenberger in Festschrift Thomas Geiser,
2017, p. 531 (citing social media accounts); Isabelle Wildhaber/Silvio Hinsenberger in
Festschrift Schweizerischer Juristentag, 2015, p. 426 (citing termination social media use).

7On the limits of the right to issue instructions: BSK Swiss Code of Obligations
1-Wolfgang Portmann/Roger Rudolph, Art.321d N 7; Ullin Streiff/Adrian von Kaenel/
Roger Rudolph, Arbeitsvertrag Praxiskommentar zu Art. 319-362 Swiss Code of Obliga-
tions, 7 ed. 2012, Art. 321b N 3 and Art. 328 N 3; Wildhaber/Hénsenberger (footnote 6,
termination social media use), p. 426; Isabelle Wildhaber/Silvio Hinsenberger ZBJV 2016,
p- 336 (citing Internet in the workplace)

8 The employer, for example, must protect the personality (Art. 328 Swiss Code of Ob-
ligations) or the private life (Art. 8 ECHR) of the employee. In detail: Streiff/von Kae-
nel/Rudolph (footnote 7), Art. 328 N 1 et seq.; Kurt Pirli AJP 2015, p. 1678.

9 Christoph Holenstein Die Benutzung von elektronischen Kommunikationsmitteln
(Internet und Intranet) im Arbeitsverhiltnis, 2002, p. 83; Frank Bayreuther in Rechts-
handbuch Social Media, 2015, p. 324, which makes the permissibility of the obligation to
participate in the employee’s own name dependent on the type of enterprise and the work
owed; similarly also Astrid Kriiger/Wojtek Ropel Arbeit und Arbeitsrecht 8/2012, p. 468.

19 On the type of contract with influencers: Catalina Goanta/Isabelle Wildbhaber in The
Regulation of Social Media Influencers, 2020, p. 210.

"By contrast, in the USA the allocation of the right of disposition over social media
accounts — including within the framework of employment relationships — is assessed un-
der legislation on intangible property, as shown by Kathleen McGarvey Hidy Columbia
Business Law Review 2018, p. 474. However, the US-American case law currently does
not contain any unified rules for the allocation of social media contacts, Christopher A.
Moore Campell Law Review 39/2017, p. 512.
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was not opened in order to fulfil duties specified in the relevant employment
contract. It will usually remain with the employee. A business social media
account, on the other hand, is created on the instruction of the employer
and will usually remain with the employer. Therefore, when assessing
whether an account is of a private or business nature, the primary considera-
tion is whether there is an instruction from the employer to open it. If it re-
mains unclear or controversial whether an instruction was present when the
account was opened, the following criteria, among others, can help:'?

- Who opened the account?

— Is the name of the employer used in the account? (for example,
@BBCLauraK)

Is the e-mail or postal address of the employer stored? (Impressum)

Does the account contain predominantly business content?

— Do the contacts serve business purposes?

Are corporate design or logo of the employer used?

Who pays the costs, e.g. for a premium subscription?

— Who looks after and maintains the account?

Who has access to the account (password)?

Is the time to create the content and develop and build the contacts done
on the employer’s time and money investment?

A distinction must be made between four different types of accounts in
order to assess employer claims.”® The distinction between a private account
and a business account determines with whom the account remains. But pri-
vate accounts can also be used for business purposes, and business accounts
can also be used for private purposes. It is these two mixed cases that are
difficult to handle in practice. After all, how can the employer get back his/
her business contacts and data in the case of private accounts, and vice versa,
how can the employee get back his/her private contacts and data in the case
of business accounts?

2 Till Hoffmann-Remy/Ulrich Tédtmann NZA 2016, p. 794; Christian Solmecke in
Hoeren/Sieber/Holznagel Handbuch Multimedia-Recht, 2019, Part 21.1, margin no. 80,
who states that a business account depends on the account being linked to the employer’s
business E-Mail address and being used during working hours. See also AG Brandenburg,
decision dated 31.1.2018, 31 C 212/17 (available at: https://www.iww.de/quellenmaterial/
1d/199722), which bases the assessment of ownership of a Facebook account primarily on
the issue of who opened the account in question.

13 Wildhaber/Hdénsenberger (footnote 6, social media accounts), p. 539.
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Fig. 1: Private and business use of social media accounts

Private Social Media Account Business Social Media Account

1. Private use 2. Business use

3. Private & business use 4, Private & business use
(mixed private account) (mixed business account)

1. Employer’s Claims to Surrender, Return, and Deletion

The distinction between four types of accounts in Figure 1 above is deci-
sive from an employment law point of view. Let’s take a closer look at this
for Swiss employment law. An employer is entitled to the work result that
an employee has produced in the performance of his/her contractual tasks."*
If the employee makes business contacts within the framework of his/her
working activities, then he/she must provide the employer with the relevant
contact information at any time during the employment relationship (upon
request) within the framework of the duty of surrender (Art. 321b Swiss
Code of Obligations).!> At the end of the employment relationship, business
contact data must be provided to the employer within the framework of the
duty to return (Art. 339a Swiss Code of Obligations). These work results
may include accounts and contact details in social networks.!®

In a decision from 2011, the Swiss Federal Court decided that the duties
to surrender and return also extend to documents of the employer in elec-
tronic form and the employee is not entitled to retain a copy of these docu-
ments."” This result in the decision was based on the duty of secrecy (Art. 321a
para. 4 Swiss Code of Obligations) which extends beyond the end of the
employment relationship. But as we will see further down, social media con-
tacts are often not secret in character.' In spite of this, the employer may still
have a claim to deletion of business social media contacts.!” The purpose of the
claim to surrender and return amongst other things ensures that the employee

4 Regarding copyright aspects, see Vincent Salvadé/Nathalie Tissot in Internet au tra-
vail, 2014, p. 243.

15 With regard to social media, see Stutz/Valloni (footnote 6), p. 186.

16 For more detail, see Roman Frik/Ralf Kliihe DB 2013, p. 1176; Christian Oberwetter
NJW 2011, p. 420; Hoffmann-Remy/Todtmann (footnote 12), p. 793; Philipp Byers/Stefan
Méssner BB 2012, p. 1670. See also Kriiger/Ropel (footnote 9), p. 468, who assess the duty
of surrender according to whether the account is a tool for work.

17 Decision of the Swiss Federal Court 4A.611/2011 dated 3.1.2012, consid. 4.3.

18 See also Arbeitsgericht Hamburg, decision dated 24.1.2013, 29 Ga 2/13.

19 For German law Hoffmann-Remy/Tédtmann (footnote 12), p. 793. Different opinion
in German law Frik/Kliihe (footnote 16), p. 1175, who consider a claim of deletion too
strong of an encroachment on the legal position of the employee.
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no longer maintains work materials he/she or a third party could exploit eco-
nomically (see Art.321b para. 2 Swiss Code of Obligations).? Therefore, the
employer might also have a claim to deletion.

However, the employer’s scope for action is limited. In practice, there is
no “sharp sword” for a successfully forced data surrender, data return or
data deletion of easily duplicable data sets. It is difficult for the employer to
enforce these rights in practice.

The claims to surrender, return, and deletion are different depending on
the type of social media account:

a) Private Account (with private use)

Example: Employee H has sent a Facebook request to a customer of his em-
ployer, because the two of them share the hobby of gliding. They exchange
ideas about gliding. On one occasion, the customer communicates business-
relevant information to H via Facebook.

The private account remains with the employee, but the question is: what
are the employer's rights to this business-relevant information?

A purely private social media profile in principle has no connection to the
employee’s business activities. On the basis of the employee’s duty of good
faith (Art. 321a para. 1 Swiss Code of Obligations), he/she is obliged to pro-
vide the employer with information relevant to the business which, if prop-
erly organised, is necessary for further work. But if the employee does not do
this on his/her own initiative, the possibilities of the employer are limited.

It is up to the employer to prove that, in an individual case, there is a
business contact and/or a business message on the private social media ac-
count. This will present the employer with considerable problems of proof.
The employer will usually only have restricted access to the non-public
communication between the employee and the third party.?! The employer’s
power of direction is also insufficient to obtain access to the employee’s pri-
vate communication.”? Consequently, the employer will hardly be in a posi-
tion to achieve the surrender or return of contacts or messages that are not
clearly business-related in the case of private profiles.?

2 Wildhaber/Hénsenberger (footnote 6, social media accounts), p. 538; as regards the
employer’s ownership of the work result, see Streiff/von Kaenel/Rudolph (footnote 7),
Art. 321b N 5. On the employee as the agent in possession, see BSK Swiss Code of Obliga-
tions I-Portmann/Rudolph, Art. 321b N 4.

2! Hoffmann-Remy/Todtmann (footnote 12), p.794. On the problem of electronic
monitoring by the employer, see: Wildhaber/Hdinsenberger (footnote 7, Internet in the
workplace), p. 336, and Bayreuther (footnote 9), p.349; see also the decisions of the
Higher Court of Zurich, LA180019-O/U dated 15.3.2019, LA180031-O/U (screenshot of
private messages on WhatsApp as a basis for dismissal was not accepted proof).

22 Hoffmann-Remy/ Todtmann (footnote 12), p. 793.

2 Wildhaber/Hénsenberger (footnote 6, social media accounts), p. 536.
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b) Business Account (with business use)

Example: Noah Kravitz worked as a reviewer and videoblogger for Phone-
Dog, an online company which reviewed cell phones. He tweeted under the
name @PhoneDog Noah and amassed 17°000 followers on Twitter. When
Noah Kravitz left PhoneDog, he ignored PhoneDog’s request that he relin-
quish use of the Twitter account, changed his handle to @noahkravitz, took
his followers with him, and used the account to promote his new employer, a
competitor of PhoneDog.?*

Social media accounts whose account name includes the employer name
(such as @BBCLauraK or @PhoneDog Noah) are usually business ac-
counts. Such accounts must be returned to the employer. Obviously, Noah
Kravitz was not quite clear about this or he didn’t care, which is why he was
then sued by PhoneDog. The case eventually settled in 2012, the result re-
mained confidential.?

Under Swiss law, a social media profile is a work result belonging to the
employer (Art. 321b Swiss Code of Obligations), which must be surren-
dered at the end of the employment relationship (Art. 339 Swiss Code of
Obligations).” The entire account — the access data to the account and any
possible sets of data stored locally — must be surrendered, or deleted if sur-
render is not possible.”” In principle, it is presumed that contacts in business
social media profiles have a business nature. In the present example, Noah
Kravitz would have to surrender the Twitter account, including the access
password, to his former employer.?

If the employer continues to operate the profile after the end of the em-
ployment relationship, he/she must change the name of the employee in the
account name or delete it. Otherwise, the employer would infringe the em-
ployee’s personality rights (Art. 28 et seq. Swiss Civil Code). In addition,
there could be the accusation of unfair competition (see IIL.2. below).

c) Mixed Private Account (with private and business use)

Example: Dr. Linda Eagle was a co-founder of EdComm, which offered fur-
ther education in the financial sector. She opened a personal LinkedIn ac-
count, which she used for business purposes in addition to maintaining pri-
vate contacts. When she was terminated in 2011, EdComm changed Linda
Eagle’s password, replaced her photo with that of her successor and partially
changed the content of the account.?’

2 Phonedog v. Kravitz, C 11-03474 ME], United States District Court, N.D., Califor-
nia 2011.

2 Wildhaber/Hinsenberger (footnote 6, social media accounts), p. 539.

26 Wildhaber/Hinsenberger (footnote 7, Internet in the workplace), p. 323.

¥ Nathalie Oberthiir in Kramer IT-Arbeitsrecht, 2nd Ed. 2019, N 840.

8 Wildhaber/Héinsenberger (footnote 6, social media accounts), p. 536.

2 Fagle v. Morgan, Edcomm et al., 2:11-cv-04 303-RB, Dist. Court, ED Pennsylvania
2013.
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In this US case, the parties did not agree on whether the opening of the
personal LinkedIn account was done on the instructions of the employer.
The court found that there was no instruction, that EdComm never had a
policy of requiring its employees to use LinkedIn, but that there was only
“encouragement” from the employer. In practice, the boundaries between
an instruction, an encouragement, or an expectation are undoubtedly fluid.
In such a case, in Swiss law, one would have to decide on the private or
business nature of the account based on the list of criteria presented above.

In the case of Linda Eagle, the US court concluded that the account is private
and remains with the employee. Under Swiss law, this would mean that Ed-
Comm would not have a claim to surrender, return or delete the account
against Linda Eagle.”® In case of a partial business use of a private social media
account, we must assume that the employee only places the social media ac-
count at the employer’s disposal for the duration of the employment relation-
ship.*! The protection of privacy (Art. 328 Swiss Code of Obligations) and the
employee’s rights concerning the processing of his/her personal data
(Art.328b Swiss Code of Obligations) take precedence over the employer’s
right to the work result (Art. 321b Swiss Code of Obligations) in this case.

However, the employee has a duty to to surrender or delete business con-
tacts.’? For this, the employer must be able to prove that the employee has
established business contacts in the course of his/her work duties. It is not
enough that they were only made on the occasion of the contractual activity
(e.g. if the employer is the sponsor of a sporting event and its employees
participate in the event as spectators). If the employer cannot prove a suffi-
cient connection to the employment relationship, casual contacts are not en-
compassed by the duty of surrender or deletion.”

A duty of surrender nevertheless only exists if there are no data protec-
tion law regulations to the contrary (see IV. below).*

If an account that was originally used privately, but now predominantly
serves business purposes, is to be transferred to the employer, a one-page in-
struction by the employer is not sufficient. Instead, an agreement must be
concluded between the employer and the employee whereby the employee
undertakes to surrender the account to the employer in response to a justi-
fied request or to delete it.*» Under Swiss law, it must be taken into consid-

0 Oberthiir (footnote 27), N 841.

3! German law: AG Brandenburg, decision dated 31.1.2018, 31 C 212/17 (accessible un-
der: https://www.iww.de/quellenmaterial/id/199722).

32 Oberthiir (footnote 27), N 840.

3 Wildhaber/Hinsenberger (footnote 6, social media accounts), p. 539; likewise for
German law Hoffmann-Remy/Todtmann (footnote 12), p. 793.

3* As in Hoffmann-Remy/Tédtmann (footnote 12), p. 793.

35 Wildhaber/Hiinsenberger (footnote 6, social media contacts), p. 539; Salvadé/Tissot
(footnote 14), p. 248.
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eration in this context that the employee cannot unilaterally waive claims
arising from mandatory provisions of law during the employment relation-
ship and for one month afterwards (Art. 341 para. 1 Swiss Code of Obliga-
tions).* If the originally private profile has an economic value, the employee
must be compensated for this in return for a valid transfer agreement.

d) Mixed Business Account (with business and private use)

Example: Human resources officer C maintains a LinkedIn account in her
own name on the instruction of employer D for the purpose of recruiting new
staff members. In addition to business contacts, she also accepts contact re-
quests from friends from her volleyball club and occasionally conducts pri-
vate conversations with them through the LinkedIn messaging function.

For mixed accounts with private and business use, it can be very difficult
to distinguish between private and business accounts. If the mixed account
in question is a business account, the employer can claim surrender of the
account. For this reason, if there are difficulties in distinguishing between a
private and a business mixed account, we suggest a private mixed account
should be assumed rather than a business mixed account.”

The mixed business account belongs to the employer when the employee
leaves. If the employee wants private contacts surrendered or deleted, then
he/she must prove that they are private.”® This also applies to the human re-
sources officer C with regard to her private messages in the example set
forth above.

The employer may only block and/or delete private contacts if it informs
the employee about this in advance and grants him/her the opportunity to
store, block or delete the contacts.® If the employer fails to do so, it
breaches its duty of care (Art. 328 Swiss Code of Obligations) and infringes
the rights of the employee with regard to the processing of his/her personal
data (Art. 328b Swiss Code of Obligations). This also applies if the em-
ployee made the private contacts on the business social media account con-
trary to an agreement on use (fig. below in V.). In this case, the usual em-
ployment law sanctions are available, such as, for example, a warning. This
means that deletion of the private contacts by the employer as a sanction for
the breach of the agreement on use is excluded.

The employee’s claim to surrender also includes private contacts he/she
made exclusively on the occasion of his/her work under his/her employ-

3¢ On the permissibility of a genuine settlement based on mutual compromise: most
recently Swiss Federal Court BGE 118 II 60 and BSK Swiss Code of Obligations
1-Portmann/Rudolph, Art. 341 N 6.

37 Similarly Hugh McLaughlin Nw. J. Tech. & Intell. Prop. 2015, p. 87.

38 Wildhaber/Hinsenberger (footnote 7, Internet in the workplace), p. 324.

39 Hoffmann-Remy/Todtmann (footnote 12), p. 794; Kiss (footnote 5); Oberthiir (foot-
note 27), N 840.
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ment contract. In case of doubt, it is conceivable that both the employer and
the employee can continue to use the contact.*

2. Employer’s Claims to Forbearance

In addition to the claims to surrender, return and deletion, the employer
could have claims to forbearance. As we have seen in the PhoneDog vs.
Kravitz case, disputes over accounts and followers often involve competi-
tion, they involve poaching customers and trade secrets.*! Let's translate
these topics into Swiss employment law.

During a current employment relationship, the employee is subject to a
general duty of good faith (Art. 321a para. 1 Swiss Code of Obligations).
This also includes a prohibition of actions to lure away customers.”? An em-
ployee can breach his/her duty of good faith if he/she, for example, transfers
customers’ or suppliers’ contacts from the business social media profile to
his/her private account without the employer’s consent.* However, there is
no breach of the duty of good faith if the contacts concerned are contacts
the employee maintains a friendly relationship with in private life.*

The employee’s duty of good faith (Art. 321a para. 1 Swiss Code of Obli-
gations) does not extend beyond the end of the employment relationship.*
Thereafter, there is only a duty of secrecy amongst other instances for
manufacturing and business secrets (Art. 321a para. 4 Swiss Code of Obliga-
tions).* It is a duty of the employee to maintain secrecy and not to disclose
business secrets of the employer. This includes knowledge about the cus-
tomers of an enterprise,* for example, in the context of social media, knowl-
edge on non-public information, such as detailed personal profiles of former
business partners.® The employee is prohibited from further use of such

*However, there are possible data protection law hurdles to this: see IV. below.

UK cases: Hays Specialist Recruitment v. Ions, [2008] EWHC 745 (Ch); Whitmar
Publications Ltd. v. Gamage, [2013] EWHC 1881 (Ch). US cases: Bankers Life & Cas. Co.
v. Am. Senior Benefits LLC, 83 N.E.3d 1085 (Ill. App. Ct. 2017); Mobile Mini, Inc. v.
Vevea, 2017 WL 3172712 (D. Minn. July 25, 2017).

2 On types of unfair conduct after the end of a contract, see Roger Rudolph ARV 2009,
p. 102,

# See also Streiff/von Kaenel/Rudolph (footnote 7), Art. 321a N 7, in accordance with
which the production of copies of business files and taking them home is a breach of trust
even without proof of an intention to compete.

* Wildhaber/Hiinsenberger (footnote 42, social media accounts), p. 540; compare Ru-
dolph (footnote 42), p. 97, in particular footnote 16.

4 Streiff/von Kaenel/Rudolph (footnote 7), Art. 321a N 2.

* BSK Swiss Code of Obligations I-Portmann/Rudolph, Art. 321a N 25 et seq.

¥ Rudolph (footnote 42), p. 99, with further references.

8 Regarding the secrecy criteria, see Streiff/von Kaenel/Rudolph (footnote 7), Art. 321a
N 12.



Employer’s Claims to Social Media Accounts Used for Business Purposes 449

data which adversely affects the justified interests of his/her former em-
ployer. This could, potentially be categorized as business use of the social
media contacts of the former employer.* However, business secrets do not
include pure contacts, because insight into the clientele is not a special secret
to which a duty of secrecy applies.*®

Furthermore, a post-contractual non-competition clause (Art. 340 Swiss
Code of Obligations) may have been agreed between the employer and the
employee. Here it is important to note that according to the Swiss Federal
Court, such a non-competition clause is not considered justified if the em-
ployee provides services which are predominantly characterised by his/her
personal abilities; in other words, if the customer gives greater weight to
personal abilities than to the identity of the employer.® This is similar to
the discussions in the UK, mentioned above, whether people followed
@BBCLauraK because of Laura Kuenssberg’s qualities as an exceptional
journalist or because of BBC News as such.

In a decision of the Zurich Higher Court in 2017, these personal abilities
of the employee were affirmed and thus a violation of the prohibition of
competition was denied.’? The Zurich Higher Court listed several points
which indicate that the personal component of the employee's work was in
the foreground. Interestingly, this included the fact that the employee had
already brought 1600 Xing contacts into the employment relationship, and
that he had collected 500 new Xing contacts in his private account during
the period of employment. This spoke against a violation of the non-
competition clause. If the employee is well connected in social networks,
this could therefore increase the risk of competition and poaching for the
employer.

In addition, there may also be competition law barriers based on the
Swiss Act Against Unfair Competition. There may be unfair poaching of
customers if the employee reduces the former employer’s reputation with
the customer, or if the employee uses customer lists or directories belonging
to the former employer.” There may also be unfair communication or ex-
ploitation of an unlawfully obtained trade secret (Art. 4 d and Art. 6 Act
Against Unfair Competition) and unfair exploitation of work results be-

9 Wildhaber/Hénsenberger (footnote 6, social media accounts), p. 541; Compare the
duty of secrecy after the end of a contract: BSK Swiss Code of Obligations I-Portmann/
Rudolph, Art. 321a N 26 et seq.

%0 Swiss Federal Court BGE 138 III 67 consid. 2.3.2; BGer 4A.116/2018 consid. 3.1.1;
with relation to social media contacts see Arbeitsgericht Hamburg, 24.1.2013, 29
GA 2/13.

31 Swiss Federal Court BGer 4A_210/2017; BGer 4A_116/2018; BGE 138 III 67.

52See Decision of the Higher Court of the Canton of Ziirich LA160029-O/U,
10.4.2017, consid. 4. The appeal against this decision was dismissed in the decision of the
Swiss Federal Court BGer 4A.286/2017, dated 1.11.2017.

% Regarding competition law restrictions, see Rudolph (footnote 42), p. 102 et seq.
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longing to the former employer (Art. 5 Act Against Unfair Competition). It
can be considered unfair if an employee continues to use the corporate de-
sign of his/her former employer in a social media profile and offer products
or services through it (see Art. 3 para. 1 d Act Against Unfair Competition).
Last but not least, there may be claims to forbearance under the law on dis-
tinctive marks in case of continued use of the former employer’s corporate
design.>

IV. Data Protection Law Hurdles

In addition to employment law regulations, data protection law provi-
sions can also be relevant for the transfer of social media data. On 25 May
2018, the General Data Protection Regulation entered into force in the EU.%
In response, a complete revision of the Swiss Data Protection Act is under-
way in Switzerland with the aim of strengthening data protection and in
particular improving the control that data subjects have over their data.’
For this reason, the following comments refer to both the European and the
Swiss provisions.

Social media accounts and the flows of communication they contain can
constitute personal data particularly worthy of protection pursuant to Art. 9
para. 1 General Data Protection Regulation and/or Art. 3 ¢ Swiss Data Pro-
tection Act.”” Data subjects must grant their express consent to the onward
transfer of such data both in Switzerland (Art. 4 para. 5 Swiss Data Protec-
tion Act) and in the EU (Art. 9 para. 2 General Data Protection Regulation).
In the same way, the data available via social media also permits the assess-
ment of significant aspects of a person’s personality, which can constitute a
personality profile pursuant to Art. 3 d Swiss Data Protection Act.’® In this
context, the Swiss Data Protection Act imposes increased requirements in
the use of such data.”® The data subject must consent to the onward transfer

3 Wildhaber/Hénsenberger (footnote 6, social media accounts), p. 541; on distinctive
images law in the use of social media, see Barbara K. Miiller in Social Media und Recht fiir
Unternehmen, 2015, p. 103; Hoffmann-Remy/Tédtmann (footnote 12), p. 796.

5 Regulation (EU) 2016/679 of the European Parliament and the Council dated
27.4.2016 on the protection of individuals with regard to the processing of personal data,
on the free movement of such data and for the repeal of Directive 95/46 EU.

5 Swiss Federal Gazette BB 2017, p. 6941, 6943. On the stage reached with parliamen-
tary deliberations: Swiss Federal Council matter no. 17.059, available at https://www.
parlament.ch/de/ratsbetrieb/suche-curia-vista/geschaeft? Affairld=20170059.

% Beat Rudin Stimpflis Handkommentar zum Datenschutzgesetz, 2018, Art. 3N 19 et seq.

58 From the perspective of the operators of social media networks Yvonne Prieur AJP
2015, p. 1652.

% For an overview of the legal consequences attaching to personal data worthy of special
protection and personality profiles, see David Rosenthal/Yvonne Johri in Handkommentar
zum Datenschutzgesetz sowie weiteren ausgewahlten Bestimmungen, 2008, Art. 3 N 44.
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of the data to a third party (Art. 14 para. 2 ¢ Swiss Data Protection Act),
unless there is another justification for such onward transmission (Art. 12
para. 2¢ in conjunction with Art. 13 para. 1 Swiss Data Protection Act).®® In
case of failure to do so, the data controller infringes the rights of personality
(Art. 12 para. 2c Swiss Data Protection Act) or commits a criminal offence
pursuant to Art. 34 Swiss Data Protection Act.! In the EU, data from social
media accounts of private persons usually falls within the category of per-
sonal data (Art. 4 fig. 1 General Data Protection Regulation). Onward trans-
fer of such data is also subject to the proviso of consent by the data subject
(Art. 6 para. 1a General Data Protection Regulation).

For this reason, the data protection law assessment does not depend on
the employer’s or the employee’s perspective, but rather on the view taken
by the data subject and the party with whom he/she believed the data was
being made available to through the link to the social media account in
question. This means that regarding data protection law issues, the distinc-
tion between private and business contacts depends on the outward appear-
ance of the profile. A private profile must be assumed if it is not clear to a
third person that he/she is communicating with the employer or its repre-
sentative.®

In the case of business contacts in a social media profile which have the
outward appearance of a business profile, a handover of the account within
the employer’s organisation should be uncomplicated. The business contact
assumes that he/she in each case is in contact with a representative of the en-
terprise. Private contacts or those made through the work resulting from the
employment contract must be informed about a change of employees in the
maintenance of the business account. If these contacts do not consent to
their data being transferred, their data and the connection to the company
profile must be deleted.

By contrast, with respect to contacts of a private social media profile not
recognisable as having a direct connection to an employer, the data subject
is not expected to anticipate that his/her personal data will be processed by
anyone other than the employee. Onward transfer without the consent of
the data subject would therefore infringe data protection rights. Conse-
quently, from a data protection law point of view the employee is not per-
mitted to pass on data of business or private contacts in his/her private ac-
count to his/her employer if the data constitutes personal data as defined in
the General Data Protection Regulation and/or the Swiss Data Protection
Act. Without the consent of the respective data subjects, the transfer of this

0 See Amédéo Wermelinger in Stimpflis Handkommentar zum Datenschutzgesetz,
Art. 14 N 6.

' Wildhaber/Hiinsenberger (footnote 6, social media accounts), p. 542.

2 Wildhaber/Hinsenberger (footnote 6, social media accounts), p. 543.
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contact data would constitute impermissible data processing and would

therefore infringe the personality rights of the data subject in an impermis-

sible way — unless there are other grounds for justification.®
Regardless of any onward transfer, the other provisions of the General

Data Protection Regulation also apply to any further processing of social
media data, such as the storage of such data outside the social network. On
the basis of the so-called market principle (Art. 3 Abs. 2 General Data Pro-
tection Regulation), the General Data Protection Regulation also directly
applies to the Swiss operators of social media accounts if the employer also
offers products or services to EU citizens.* These stipulations include that
enterprises must:®®

— take technical and organisational measures to protect personal data (“pri-
vacy by design” and “privacy by default”, Art. 25 General Data Protec-
tion Regulation);

— appoint a representative in the EU (Art. 27 General Data Protection
Regulation), unless the processing of personal social media data only
takes place occasionally;

— keep a register about the methods of data processing (Art. 30 General
Data Protection Regulation);

— ensure that breaches of data protection must be notified to the supervi-
sory authority (Art. 33 General Data Protection Regulation) and data
subjects (Art. 34 General Data Protection Regulation), and

— carry out a data protection impact assessment if there is a high risk that
rights and freedoms may be infringed (Art. 35 General Data Protection
Regulation).

Breaches of the General Data Protection Regulation can result in fines
amounting up to 4% of the violator’s entire worldwide annual turnover

(Art. 83 General Data Protection Regulation).®

V. Assessment Test and Agreement on Use

The question whether accounts, contacts or access data must be trans-
ferred to the employer or deleted can be answered according to the follow-
ing assessment test:*’

8 Wildhaber/Hnsenberger (footnote 7, Internet in the workplace), p. 324.

¢ See also: Bruno Baeriswyl S]Z 114/2008, p. 450.

65 Further reading: Paul Voigt/Axel von dem Bussche EU-Datenschutz-Grundverord-
nung (DSGVO), Praktikerhandbuch, 2018, p. 4.

6 For further information on the duties of Swiss enterprises within the framework of the
General Data Protection Regulation: https://www.kmu.admin.ch/kmu/de/home/aktuell/
monatsthema/2018/datenschutz-in-europa-die-neuen-pflichten-der-unternehmen.html.

 Wildhaber/Hinsenberger (footnote 6, social media accounts), p. 544.
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1. Do employer and employee both have an interest in social media contacts? |ﬂ,

- |

_____________________________________________________ li

2a. |s there a claim to surrender | | 2b. Is there a claim to deletion | Step 2 |
or return under employment under employ t law?
law?
|No| |Yes| |‘r‘es| |No|
Mo claim with regard to Deletion of MNo deletion
social media contacts the contacts
.............................................................. e

| 3.Isthe transfer permissible under data protection law? |
{

'
st

Transfer of the contacts

Mo claim with regard to social
media contacts

Fig. 2: Assessment test for the permissibility of transferring social media contacts

We recommend that employers proactively encourage their employees to
establish a business social media profile and to use this to communicate with
business contacts. In this way, the employee’s conduct can be influenced by
an individual agreement on use.®® The following points could be regulated in
this context:®

A. Attribution of the Account:

1. Find out whether the account is a company profile, an employee profile in
the name of the employer, or a private profile (not recommended).

2. Regulation for taking over an account that existed before the employment re-
lationship (including any compensation for the employee). If the employer
takes over the existing account, the consent of existing contacts is necessary.

3. Establish that the account will be linked to the business E-Mail address.
Password regeneration attempts of the social media operator will then be
sent to this address. Regulation of the maintenance of contacts.

4. Obligation on the employee to store social media contacts outside the so-
cial network on the employer’s server and update them regularly (e.g. with
the employer’s contact management software).

5. Exclusion of private use (sending private messages/making private con-
tacts). Possibly include a duty of marking social media contacts which are
not purely business contacts

8 Wildhaber/Hinsenberger (footnote 7, Internet in the workplace), p. 325.
6 According to Hoffmann-Remy/Tédtmann (footnote 12), p. 797.



454 Isabelle Wildhaber und Silvio Hansenberger

6. Obligation on the employee to regularly categorise the contacts (e.g. cus-
tomers/suppliers).

7. Obligation of the employee to appear to act as the employer’s representative.

B. Regulations on Maintaining Contacts:

1. Obligation of the employee only to store safety copies/synchronisations of
the contacts on devices of the employer. An exception to this rule leads to
the use of private storage locations as a BYOD (Bring Your Own Device)
device. Further-reaching guidelines for this are urgently recommended.”

2. Obligation of the employee to deposit access data (e.g. current password)
at an agreed location.

3. Regulations about representation in case of absence (e.g. holiday/illness/
accident), termination of employment, and death of the employee.

4. Working hours regulations for any maintenance outside office hours.

5. Regulations about the powers of control of the employer.

6. Definition of procedure if the account is hacked.

7. Duties of notification for events such as excessive criticism of the employer
(“grievances”).

C. Regulations in case of Termination of the Employment Relationship:

1. Establish duty of surrender of all business contacts.

2. Reserve rights of inspection for all contacts linked to the account (in case of a
company profile ora profile of the employee in the name of the employer).

3. Agree duty of surrender, return or deletion of business contacts after the
end of the employment relationship.

4. Possibly prohibit competition subject to reasonable restrictions regarding
place, time, and subject-matter (Art. 3402 OR)"" and the establishment of
criteria for employee compensation.

Even an extensive agreement on use will be incapable of protecting the
employer from adverse effects on its interests with regard to social media
contacts in every case. This is on account of the prohibition of infringing the
employee’s privacy within the framework of such an agreement and the re-
quirement to respect the data protection rights of third parties. In addition,
the lack of access to the place where the social media data is stored can also
prevent the effective enforcement of legal interests. It should also be borne
in mind that social media strategies frequently presuppose a certain freedom
of spontaneity and creativity. Overregulation can counteract this aim.”

70 See Isabelle Wildhaber/Silvio Hinsenberger ARV 2016, p. 151.
7! For further reference, see Roger Rudolph TREX 2010, p. 88.
72 Hoffmann-Remy/Tédtmann (footnote 12), p. 797.
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In addition to contractual agreements, the employer should also take or-
ganisational steps. It could, for instance, assign several employees to the
maintenance of its social media presence. This lowers the risk that know-
how and business contacts are lost when an employee leaves the company.

Within the literature, it is suggested that in larger organisations the parties
could entrust an independent person or commission with the resolution of
disputes about the attribution of contacts to the private or the business
sphere.”” Such instances can resolve disputes between the parties through
negotiation. However, arbitration agreements are only binding on the par-
ties if they relate to points in dispute not falling under mandatory employ-
ment law claims.”* In connection with private social media contacts, this re-
stricts the automatic sphere of responsibility and competence of arbitration
tribunals. The employee’s claim to the continued use of private contacts re-
sults from Art. 328 and Art. 328b Swiss Code of Obligations and is there-
fore unilaterally mandatory pursuant to Art. 362 para. 1 Swiss Code of Ob-
ligations. Therefore, as an arbitration clause about the attribution of social
media contacts would have no binding force on the employee in Switzer-
land, neither would a decision by such an arbitration tribunal.

VI. Conclusion

The existing statutory position regarding social media is still in its infancy
and there are no clear guidelines. An employer wishing to retain sole control
over the business social media contacts after the end of the employment
contract faces legal and de facto obstacles. The enforcement of existing
claims becomes a “lottery”. We therefore recommend that the employer
concludes an individual contract of use with the employee which specifies
that business contacts may only be maintained in a profile of the employer
used for business purposes alone. Forward-thinking contractual agreements
can first, enable the use of social media by the employees in an employment
relationship and create mutual agreement about these activities, and second,
reduce the risk of a legal dispute about who is the owner of accounts, con-
tacts, and access data.

7 Wildhaber/Hinsenberger (footnote 6, social media accounts), p. 547; In German law,
see Hoffmann-Remy/Tédtmann (footnote 12), p. 798.

7+ Swiss Federal Court BGE 136 111 467 and most recently also under the new Code of
Civil Procedure: Swiss Federal Court BGer 4A_7/2018, dated 3.1.2012, consid. 2.3.1. to
2.3.3.
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