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Abstract
Our everyday lives are increasingly pervaded by digital assistants and smart devices forming the Internet of Things (IoT).
While user interfaces to directly monitor and control individual IoT devices are becoming more sophisticated and end-user
friendly, applications to connect standalone IoT devices and create more complex IoT processes for automating and assisting
users with repetitive tasks still require a high level of technical expertise and programming knowledge. Related approaches
for process modelling in IoT mostly suggest extensions to complex modelling languages, require high levels of abstraction
and technical knowledge, and rely on unintuitive tools. We present a novel approach for end-user oriented-no-code-IoT
process modelling using Mixed Reality (MR) technology: HoloFlows. Users are able to explore the IoT environment and
model processes among sensors and actuators as first-class citizens by simply “drawing” virtual wires among physical IoT
devices. MR technology hereby facilitates the understanding of the physical contexts and relations among the IoT devices
and provides a new and more intuitive way of modelling IoT processes. The results of a user study comparing HoloFlows
with classical modelling approaches show an increased user experience and decrease in required modelling knowledge and
technical expertise to create IoT processes.

Keywords Process modelling · Mixed reality · Internet of Things · IoT processes · End-user development

1 Introduction

Smart devices are increasingly pervading our surroundings
in the form of interconnected sensors and actuators for home
automation, interactive entertainment systems and mobile
personal assistants [1]. These devices are part of the Internet
of Things (IoT) and weaved more and more “into the fab-
ric of everyday life until they are indistinguishable from it”
as proposed in Mark Weiser’s vision of Ubiquitous Comput-
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ing [2]. However, the interactions with these smart devices
are usually limited to direct monitoring and control of IoT
appliances and applications. Despite showing high potential
for improved comfort and efficiency, more complex auto-
mated routines and processes are only rarely implemented in
smart environments [3]. One of the main reasons for the lim-
ited adoption is that the creation and configuration of these
IoT processes [4] quickly start to become complicated and
often require advanced technical knowledge and program-
ming skills, which is the point where most end-users start
to struggle [5]. To overcome this issue, the concepts of low-
code or even no-code development are increasingly adopted
by development tools to also enable end-users and domain
experts to create applications requiring only little to no pro-
gramming skills [6]. The smart home is an excellent example
of an IoT environment with end-users as main target group
that needs simplified tools for process modelling and config-
uration towire and coordinate existing IoT devices, automate
basic repetitive tasks and customize simple routines—to pro-
gram the IoT environment.

Different approaches and paradigms were applied to real-
ize this kind of low-code development platforms easing the
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development of IoT processes. Despite it being not their
main application purpose, classical business processes were
proposed and extended to model and execute processes
among the physical and virtual entities of an IoT environ-
ment [7]. Flow-based modelling tools are more focused on
the low-code development and wiring of IoT applications
(e.g. Node-RED1) [8]. However, the underlying modelling
concepts and tools require high levels of domain and mod-
elling knowledge as well as an understanding of the abstract
concepts used to represent the IoT devices and their relations
(e.g. as activities and events in process pools in BPMN 2.0
[9], or as flows among service-based nodes in Node-RED).
Both approaches are supported by desktop-based modelling
tools featuring classical graphical user interfaces (GUIs)with
WIMP interactions [10] and are targeted at IoT experts and
process engineers.

In this work, we investigate the application ofMixed Real-
ity (MR) [11] as new interaction paradigm to facilitate the
modelling and configuration of processes among the typ-
ical devices of IoT environments for end-users. The goal
is to develop a more intuitive and user-friendly approach
for composing processes in smart spaces—namely smart
homes—compared to process modelling approaches rely-
ing on “classical” GUIs. In the main part, we present the
HoloFlows application that utilizes the physical context of
IoT devices and everyday metaphors to provide an intu-
itive approach for the modelling of processes among the
IoT devices in smart spaces. With HoloFlows, end-users
are able to create these processes by drawing virtual wires
between the respective physical sensors and actuators and
thereby “program” the IoT environment without requiring
programming knowledge. With this prototype for MR-based
end-user development (EUD)of processes,we investigate the
application of new technologies such as IoT and MR in the
business processmanagement (BPM) and software engineer-
ing domains and compare them to other process modelling
approaches that use classical GUIs on desktop and mobile
devices.

The paper follows the process of the design science
research methodology (DSRM) introduced in [12]. It is
structured as follows: Sect. 2 presents the problem, main
objectives and associated opportunities we address with our
work according to the DSRM. It also introduces background
information on IoT processes, process modelling and MR.
Section 3 discusses related work to identify gaps in current
approaches. Following theDSRM,Sect. 4 presents thedesign
and development of the HoloFlows modelling approach for
IoT processes in MR with examples to demonstrate the
artefacts. Section 5 presents a comprehensive user study as
evaluation of the HoloFlows approach and a discussion. Sec-

1 https://nodered.org/

tion 6 concludes the paper and shows starting points for future
work.

This paper is an extended version of the contribution [13]
published as part of the proceedings of the BPMDS 2019
working conference. The original paper has been extended
as follows: the background section features more details
on desktop-based process modelling and on mixed real-
ity; the related work section includes additional approaches
regarding processes in the context of IoT and MR; the mod-
elling section features additional details about the individual
artefacts of HoloFlows—including the underlying domain-
specific language—and process examples; the evaluation
section now includes a comprehensive user study based on
additional example IoT processes (cf. “Appendix”) and addi-
tional discussions.

2 Background and objectives

Moving from the simple control of individual IoT devices
to the creation of processes among multiple devices and ser-
vices in an IoT setting to automate more or less complex rou-
tines quickly becomes a challenging task for end-users [14].
Apart from detailed device-specific and technical knowledge
to configure the desired functionality and behaviour of an
IoT device in a process, programming skills are required to
combine the functionalities of different devices and thus to
develop the actual IoT processes using current solutions [15].
These high requirements imposed on the end-users lead to
IoT devices mostly being used and controlled in isolation
and thus to a waste of the potential of combining all the
available IoT devices in more sophisticated smart processes
[3]. The goal of this work is to investigate different low-
code and no-code approaches with respect to their suitability
for EUD of IoT processes and thereby increase adoption of
processes in smart spaces. The main focus hereby lies on
evaluatingMixed Reality as a promising novel paradigm for
direct interaction with the physical world (i. e., IoT devices)
and thereby providing end-users with more intuitive means
for developing IoT processes compared to “classical” GUI-
based approaches.

2.1 Internet of Things devices and IoT processes

The Internet of Things (IoT) can be regarded as the “world-
wide network of interconnected objects uniquely addressable
based on standard communication protocols” [16]. Key com-
ponents of IoT-enabled smart objects and IoT environments
are sensors, actuators and micro-processors to consume data
from the physical world, act on the physical world, process
data and communicate with other smart objects and com-
puters. With our work, we follow the suggestions of the IoT
Reference Model [17] and view Sensors and Actuators as
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main building blocks of IoT devices and environments. An
IoT device may be composed of one or more of these compo-
nents of varying complexity. Physical entities are represented
by the virtual counterparts that are associated with these IoT
services [17]. Being the main actors of processes in the con-
text of this work:

– Sensorsmeasure physical properties andproducediscrete
or continuous streams of events. We also view abstract
event sources producing data as (virtual) sensors. In IoT,
data from sensors are often consumed by clients on a
publish-subscribe basis using standard Web-based pro-
tocols (e.g. MQTT2).

– Actuators receive commands andmanipulate the physical
or virtual world by executing these commands. In IoT, the
functionality of actuators is often accessed remotely in
a service-oriented manner using Web services based on
the REST paradigm and HTTP protocol [18].

Following the notion of a Process viewed as “a collec-
tion of inter-related events, activities and decision points that
involve a number of actors and objects” [19], we regard IoT
processes as processeswhere the aforementioned IoTdevices
are the main actors performing the processes [4]. The fol-
lowing IoT process connecting sensors and actuators as key
building blocks of IoT environments serves as one example to
illustrate the modelling concepts of the different approaches
that we will investigate in the course of this work. More
exemplary IoT processes are found in “Appendix”.
IoT Process 1 In the process, data from a light sensor are
continuously collected and analysed. Once the light value is
over 150 Lux, two lamps are switched on in parallel and the
process ends afterwards.

2.2 IoT process modelling on“Classical” GUIs

Process modelling is part of the design phase in a process-
aware information system (PAIS) inwhich abstractmodels of
the processes in the PAIS are created for later instantiation
and execution [19]. Different formal and more graphically
oriented approaches for describing the low-level behaviour
and processes of IoT devices, production machines and
robots exist [20], e.g. state charts [21], Petri nets [22] or
declarative solutions [23]. However, all of these approaches
still require a deep knowledge of the abstract underlying for-
malisms and are targeted towards domain experts and process
engineers with programming expertise. In this work, we will
investigate three different representative (IoT) process mod-
elling approaches that are oriented more towards end-users,
namely Business Process-oriented Modelling and Flow-

2 http://mqtt.org/

basedModelling as state-of-the-art approaches on “classical”
GUIs and Process Modelling in Mixed Reality.

2.2.1 Business process-oriented modelling

Business processmodelling aims at creating business process
models at the conceptual and organizational level consider-
ing customer needs [19]. BPMN 2.0 is a general purpose
processmodelling language and defacto standard in the BPM
field [9,24]. Key modelling elements of BPMN 2.0 comprise
Pools and Lanes to specify participants. Different types of
Activities are used to specify active parts ofwork for each par-
ticipant. Various types of Events represent passive elements
in a process that reacts to other activities, events and mes-
sages.Messages are used to describe communication among
participants. Different sorts of Gateways split and merge the
flow based on specified conditions. Data Objects are associ-
ated with data-aware BPMN elements to specify input and
output data. Many of these typical process elements can also
be found in IoT-related processes, which is why we investi-
gate business processes as suitable approach for modelling
processes in IoT [7,25]. The processes usually have to be
refined with various additional parameters regarding data,
messages, events and service calls to implement them and
make them executable via the specific WfMS [19]. In this
work, we use theCamundaModeler3 to model IoT processes
on a classicalGUI using draganddrop interactions. Camunda
provides a well-established BPM suite that implements the
BPMN 2.0 standard.

Figure 1 shows the exemplary IoT Process 1 inBPMN2.0.
The IoT devices and systems—the light sensor, the smart
home control system and two lamp controllers—are repre-
sented as pools. The light sensor repeatedly sends light events
via a Send Task to the control system. Here these events are
received via a Receive Task, and using an Exclusive Gateway
the system either waits for new events from the sensor (light
value ≥ 150) or issues two calls to the two lamp controllers
via two Service Tasks (light value< 150). Parallel Gateways
are used to split and join the flow here. The processes on
the two lamp controller are started based on aMessage Start
Event as a result of the two service tasks. Both controllers
use a Task to activate the individual light switch. Despite it
not being its main purpose, the example shows that already
standard BPMN 2.0 is suitable to model IoT processes on a
conceptual level to a certain degree.

However, BPMN 2.0 is a very rich general purpose lan-
guage targeted at business process and IT experts [26]. The
example already shows that advanced knowledge is required
to identify suitable process modelling elements to express
the desired process behaviour and relations within a pro-
cess. Process modellers have to find concepts within the

3 https://camunda.com/
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BPMN 2.0 language to abstract the IoT devices, their func-
tionality and produced/consumed data as well as decisions
and communication with other devices as virtual entities on
a process level. This task is prone to quickly become over-
whelming for non-expert modellers (e.g. in a smart home
context) [27]. Nevertheless, a significant number of related
work propose IoT-related extensions to BPMN 2.0 for mod-
elling IoT-related aspects (cf. Sect. 3.1) [7,25], which is
why we also investigate the suitability of BPMN 2.0-based
approaches for end-user oriented IoT process modelling.

2.2.2 Flow-based modelling

With flow-based modelling/programming [8], we address
approaches that are tailored towards the IoT and focus on
the modelling of data flow among software components on
a more technical level within an IoT process. We use IBM’s
Node-RED as one of the main subjects of our investigation as
it is the most widespread state-of-the-art tool for flow-based
modelling/programming [28]. Essential elements of the
underlying domain-specific language areNodes representing
specific softwaremodules and functionalities associatedwith
concrete IoT devices and services that consume—Sources—
and produce—Sinks—discrete and continuous streams of
data. These nodes are flexibly wired together creating Flows
among the nodes in self-contained processes [29]. The nodes
and flows contain specific technical implementation-relevant
parameters, which make them directly executable by the
corresponding runtime system. Nodes also cover network
functionality, splits and joins, and the parsing and persisting
of data. They can be extended with custom nodes and scripts.
The modelling tool provides a browser-based GUI that uses
drag and drop as main form of interaction [30].

Figure 2 shows the exemplary IoT Process 1 in Node-
RED. An MQTT In node is used and parameterized to
subscribe to the data produced by the light sensor via the
MQTT protocol. This requires an active MQTT broker to be
available and configured as part of the node as well as the
specification of the topic related to the light values. The data
are directly wired to a Switch Node to decide whether the
payload is below 150Lux and therefore to activate the two
connected HTTP Request nodes or to wait for new sensor
data. The HTTP request nodes controlling two IoT services
that switch on two individual lamps have to be parameterized
with the respectiveURLs,HTTPmethod and payload and are
invoked in parallel. A Link Out node is used to indicate the
end of the process after the HTTP requests.

While flow-based modelling/programming with Node-
RED appears to be more intuitive as it provides means for
directly connecting the flow of data among individual com-
ponents [29], the modelling and configuration of the nodes
serving as virtual representations of the IoT devices’ func-
tionalities remain on a very technical level and abstract.Users

have to know and configure the individual software compo-
nents (e.g. MQTT clients, HTTP requests) that are used for
accessing the device functionality and data, which also tend
to be quickly overwhelming for non-expert users [31]. Still
we will investigate its suitability for end-user oriented IoT
process modelling as it is specifically tailored to IoT and the
most wide-spread, related approach that is closest to our goal
[28].

Apart from finding the suitable representations for IoT
devices and data among the elements of the process mod-
elling language, the GUI/WIMP-basedmodelling tools asso-
ciatedwith business process-oriented and flow-based process
modelling require end-users to perform an additional step of
abstraction: the processes among the available IoT devices
have to be composed on a virtual canvas. In IoT environ-
ments with a large amount of IoT device instances—sensors
and actuators—the correlation of the virtual process elements
with the concrete physical devices may quickly become very
complex and confusing.Moreover, information about the IoT
device’s physical context (Reality) and its relation to other
physical objects may be lost [32].

2.3 Process modelling inmixed reality

The main focus of this work is the investigation of Mixed
Reality as a promising and novel interaction paradigm with
lots of potential for many different domains [33]. We inves-
tigate its suitability to provide a more natural and intuitive
way of modelling processes in IoT [10] compared to GUI-
based approaches. According to Milgram “Mixed Reality
(MR) visual displays, a particular subset of Virtual Real-
ity (VR)-related technologies, involve the merging of real
and virtual worlds somewhere along the ’virtuality con-
tinuum’ which connects completely real environments to
completely virtual ones” [11]. Being part of this virtuality
continuum, Augmented Reality (AR) systems “supplement
the real world with virtual (computer-generated) objects that
appear to coexist in the same space as the real world” [34].
While we mostly focus on AR to project extended infor-
mation about IoT devices and processes as overlay on the
physical devices and environment, we will also integrate
purely virtual information and holograms without a direct
relation to the physical world, which makes the presented
approach more generally related to MR.

TheMicrosoft® HoloLens™(1st generation) smart glasses
are used as an exemplary MR platform in our work [35].
These head-mounted smart glasses use multiple cameras to
create a spatial 3D map of their surroundings. Thereby, it
is possible to display holographic images in the see-through
displays of the glasses and also fix these holograms at specific
locations in the virtual scene. The user interactswith the holo-
grams by controlling a virtual mouse pointer via head and
eye movements and performing air tap gestures (pinching of
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Fig. 1 Example IoT process 1 modelled in BPMN 2.0

Fig. 2 Example IoT process 1
specified in node-RED

thumb and index finger) to “click” themouse pointer.Wewill
present our mixed reality-based modelling approach for IoT
processes—HoloFlows—in detail in Sect. 4. The HoloLens
thereby merely serves as a demonstration platform for the
developed MR-based concepts that can also be transferred to
other devices capable of MR interactions and visualizations.

2.4 Objectives

The main goal of this work is to enable end-users to con-
figure and combine the functionality of IoT devices to form
IoT processes in an intuitive way without requiring a deep
understanding of programming and process modelling.

End-users should be able to easily connect and combine
sensors and actuators to either directly control the actua-
tors based on the sensor values or set specific sensor related
conditions to activate the actuators. We view these types
of connections as the main IoT process (workflow) pat-
terns to be supported. The complexity of the IoT processes
should thereby comprise only a few sensors and actuators as
end-users tend to specify rather simple processes [14] (Objec-

tive O1: Simple IoT process modelling language). However,
these IoT processes will already be beneficial for end-users
to increase the interplay and automation among the available
IoT devices, which will lead to higher levels of efficiency
and comfort in the smart home [1,3].

When creating these kind of processes in an IoT envi-
ronment, the physical relations and contexts of IoT devices
should be preserved and help end-users with understanding
the components and “hidden” processes of the IoT environ-
ment (Objective O2: Visualizing physical relations), which
will facilitate the adoption of new IoT technologies by the
users [36]. MR hereby plays an essential role as enabling
technology [11].

End-user acceptance and learningof newconcepts/applications
also increase with the ability of experimenting in con-
crete scenarios and direct feedback [5]. Therefore, users
should be able to easily create, manipulate and adapt exist-
ing IoT processes and directly execute them to experience
their immediate effects within the IoT environment (Objec-
tive O3: Experimentation and direct feedback).
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Classical desktop-based process modelling tools follow-
ing the WIMP paradigm tend to be overloaded with abstract
icons, menus, options and frames or windows imposing high
cognitive efforts on process modellers, especially on non-
experts [10,32]. We aim at designing an intuitive and simple
user interface for IoT processing modelling, which reduces
information and options to what is required for the current
task and uses everyday metaphors and more natural interac-
tions to increase usability (Objective O4: End-user friendly
interface).

3 Related work

The application of business process management (BPM)
technologies in IoT and cyber-physical systems (CPS)—
and vice versa—has been vibrantly discussed over the recent
years. Various works identified new challenges that emerge
with the tighter coupling of the physical and virtual worlds
in BPM [3,37–40]. With our work, we address the simpli-
fied modelling of processes in IoT for end-users (end-user
development, EUD [41]), which includes the concretion of
abstract process models, the breaking down of end-to-end
processes, and the bridging of the gap between event-based
and process-based systems from the BPM-IoT Manifesto
[3,38]. The focus domain for our work is thereby the smart
home. A plethora of related works exist that address themod-
elling and execution of IoT processes relying on conventional
applications and GUIs. The application of MR technology to
provide an end-user friendly way of modelling IoT processes
as a combination of transformative technologies forBPMand
software engineering is a novel approach.

3.1 IoT process modelling and execution on
“Classical” GUIs

Literature surveys regarding themodellingof IoT-awarebusi-
ness processes can be found in [7,25,42]. Many approaches
propose extensions of business process notations with new
elements for IoT-/CPS-related sensor and actuator tasks and
entities. Sensor-related tasks and conditions are introduced
to the WS-BPEL language in [43]. The majority of work
discusses extensions of BPMN 2.0 to support new IoT- and
CPS-related features. Business process tasks related to sen-
sor networks are addressed by the BPMN4WSN extension
[44]. Meyer et al. discuss the integration of IoT devices
and things as process resources in the form of dedicated
lanes [45,46]. Specific new process tasks for sensing and
actuating in an IoT/CPS context as well as dedicated pools
and lanes are discussed in various works [47–49]. Com-
plementary work discusses ways of integrating IoT devices
as process resources (e.g. by Friedow et al. [50] and Suri
et al. [49]). While most of these approaches propose the

integration of IoT-related aspects into business processes
independent of a specific domain, various works address for
example the industrial IoT/high-techmanufacturing domains
(Industry 4.0) specifically and propose (business) process
modelling, implementation and integration concepts with
smart factories, production lines, their machines, robots and
supply chains [51–54].

All these approaches propose new formalisms and exten-
sions to integrate IoT-related tasks, events, activities and
devices as resources into business processes. They extend
existing process notations and modelling tools accordingly.
These approaches require domain experts and process engi-
neers with a deep knowledge about the underlying for-
malisms to model the processes (cf. Objectives O1, O4),
which then have to be deployed and executed on a special
BPM system not providing immediate feedback and means
for experimentation (cf. Objective O3). Within the process
modelling languages, pools and lanes as well as special tasks
are used for representing the actions of IoT devices, which
requires a high level ofmental abstraction frommodelling the
IoT process based on a formal representation with a desktop
tool to correlating it with the actual execution in the physical
world (cf. Objectives O1, O2).

In contrast with business process-oriented modelling,
approaches towards amore end-user orientedflow-based pro-
gramming of IoT environments emerge, e.g. as proposed in
[55] where requirements for installations of industrial IoT
appliances can be modelled with the help of Node-RED; or
with the CharIoT end-user programming environment that
enables the specification of high-level events from sensor
data in combination with actions in automation rules [56]
similar to the IFTTT tool4. Still these IoT process frame-
works require a high degree of technical knowledge and
an abstract understanding of the IoT devices and their rela-
tions (cf. Objectives O1, O2, O4). We propose to use MR
to decrease this complexity and simplify the creation of IoT
processes by taking the physical contexts of the devices into
account and directly present offered functionality and states
at the IoT devices’ physical locations.

An overview of process execution systems for IoT pro-
cesses and discussion of challenges can be found in [4].
Variousworks propose architectures and frameworks for exe-
cuting (business) processes that include IoT-related aspects
[57–59], e.g. tasks related to sensor streaming and processing
[60] as well as actuator execution and automatic planning of
adaptations [61,62]. The integration of specific event stream-
ing mechanisms for sensors into processes is proposed by
Appel et al. in [63]. A more advanced architecture relying on
digital twins and service orchestrations to execute processes
in a smart factory is proposed in [64]. Peng et al. discuss
a process execution approach using a Cloud-based process

4 https://ifttt.com/
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orchestrator and mobile clients [65]. For execution of the
modelled IoT processes, we rely on a specific system for
adaptive processes in IoT that was designed with a focus on
the smart home domain [66].

3.2 Mixed reality in process-based IoT applications

MR technology is currently mostly used in process contexts
for guidance and advisory purposes, e.g. in manufactur-
ing [67], assembly [68], maintenance [69] and medical
applications [70]. General discussions of current and future
applications as well as challenges of AR, MR and XR
(eXtended Reality) can be found in [71] and in [72]. An
approach for the automatic device recognition and process-
based configuration in smart environments with the help of
AR is proposed in [73]. In [74] the authors present a pro-
totype of an augmented reality collaborative modelling tool
for business processes based onBPMN2.0.Additionalworks
on collaborative business process modelling show the appli-
cation to new forms of interaction devices (e.g. tabletops
[75] or display walls [76]) and also in virtual reality [77].
The system presented by Pryss et al. in [78] is accompa-
nied by 3D augmented reality application to configure and
visualize assistance workflows without exploiting the phys-
ical contexts of participants. In [79], the authors illustrate
an approach for setting up new IoT devices based on formal
workflow descriptions in MR. This work can be seen as a
preceding step to be integrated into the HoloFlows approach.
The configuration and deployment of IoT devices in a smart
home with the help of a ubiquitous interaction device for
scanning and identifying appliances are presented in [80].
After successful deployment, the device is augmented with
additional information and services.

Interactive business process management in combination
with mobile devices, IoT and Mixed Reality has so far only
been discussed by few works. Approaches for mobile busi-
ness process management and guidance in the context of
IoT are proposed in [78,81–83]. In [84,85], the authors pro-
pose BPMN 2.0 extensions for interactive processes and new
interaction devices as event sources for processes, as well
as patterns for new interaction techniques (e.g. augmented
reality) based on these devices. The modelling of industrial
systems and inference of software configurations and pro-
cesses as recommendations in AR are presented in [86].

In general, we see approaches applying MR technology
to improve understanding and collaboration by visualizing
important data in location-related contexts. The physical
world contexts play a key rolewhendesigning,modelling and
operating IoT environments as they enable end-users to relate
virtual data and information about IoT devices to the physical
counterparts and contexts (cf. Objective O2). The direct aug-
mentation of IoT devices with digital data (e.g. sensor states,
quality of service levels, etc.) and control is proposed in [87]

in a static setting and in [88] with dynamic identification and
tracking of the devices. The works discussing the applica-
tion of AR to BPM for process modelling [74,78] still rely
on abstract workflow/process notations and do not make use
of the location contexts of process participants and devices.
In contrast with these approaches, we will use MR technol-
ogy to directly compose processes among the available IoT
device instances at their physical locations without requir-
ing an understanding of abstract process modelling concepts,
thus facilitating end-user development. Especially in smart
home environments, end-users—not being domain or mod-
elling experts—have to be provided with an intuitive and
easy way to explore and manage their IoT infrastructure as
well as the devices’ interactions and processes [2] (cf. Objec-
tives O1, O2, O3, O4).

4 HoloFlows: mixed reality-based IoT
process modelling

In this section, we present HoloFlows—a new IoT process
modelling approach that goes beyond classical desktop-
based modelling by leveraging MR technology to support
end-users with the modelling tasks. First, we introduce the
meta-model of the underlying IoT process modelling lan-
guage. Second, the associatedMRuser interface is presented.
We then demonstrate both artefacts via example IoT pro-
cesses created following the HoloFlows approach. In the last
part, we elaborate on the operation of and process execution
in the HoloFlows application [89].

4.1 HoloFlows IoT process modelling language

As the goal of our work is to develop an approach for end-
users to model and program their IoT environment with the
help of IoT processes, the first objective is to design a sim-
ple domain-specific process modelling language (DSL) with
low complexity and easy-to-understand concepts (Objec-
tive O1). The discussions in Sect. 2.2 revealed that business
process-oriented and flow-based modelling approaches rely
on abstract concepts (e.g. pools/swimlanes or special service-
based tasks/nodes) for representing data and functionality
of IoT devices, which are not suitable for non-experts. Fol-
lowing the suggestions in [5,31], we regard the IoT devices
as first-class citizens within the HoloFlows approach so
that end-users can directly relate to the individual devices
and their components. Figure 3 shows the HoloFlows meta-
model in detail.

Similar to the IoT referencemodel [17], anIoT Device
is a composition of one or multiple IoT Components.
IoT components have a name, an identifier and an icon rep-
resenting the device in the user interface. Sensors and
Actuators are the atomic units of composite IoT devices.
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Fig. 3 Meta-model of the IoT process modelling language in HoloFlows

Sensors have a state and an associated unit of measure. Actu-
ators are able to execute one or more Commands that require
input and output parameters. An actuator can produce output
data (e.g. have a state) and therefore may also act as one or
more sensors.

The representation of an IoT Process also follows a
minimal approach [90]. An IoT process can be composed
of Gateways and has to have at least one Connection.
A connection has one source and one target, which can
both be either an IoT device or a gateway. A gateway is
of a specific type (i. e., OR, AND). A connection may have
an associated activation Condition. This condition refers
to the state of a sensor (left side), a comparison operator,
and a specified threshold (right side) defining the activation
of the connection. Following the ECA (Event-Condition-
Action) paradigm [91], a connection can also have an actuator
command specified as action to be executed as result of its
activation. Depending on the nature of source and target and
existence of a condition, we distinguish between different
types of connections (i. e., direct sensor–actuator connection,
conditional sensor–actuator connection, actuator–actuator
connection, connection with a gateway). With this simpli-
fied meta-model, processes of varying complexity based on
single connections—possibly with an activation condition—
between two instances of IoT devices or a device and
a gateway can be developed. The expressiveness should
thereby be sufficient for most modelling tasks performed by
end-users in IoT environments [14].

4.2 HoloFlowsmixed reality user interface

In linewith the IoT processmeta-model, the user interface for
end-user enabled modelling of IoT processes is the second
important artefact of the HoloFlows approach. The goal is to

simplify the modelling of basic IoT processes by using MR
technology to provide a better understanding of the physical
contexts, relations and effects of the individual devices and
their actions. With our target group being end-users in the
respective IoT environments, we rely on the following user
interface design principles (Objectives O2, O3, O4) [92].

4.2.1 Design principles

Ubiquitous exploration and experimentation
HoloFlows allows users to explore their surroundings: all

available instances of IoT devices are augmented with extra
information including the devices’ states and functionality.
The information is shown as holograms at the physical loca-
tion of the device, which also enables the discovery of hidden
physical devices embedded into the probably unknown smart
space (Ubiquitous Systems [2]). Existing IoT processes can
be explored in a similar way. Thereby, the end-user is able
to get an understanding of the IoT surroundings including
available devices, their physical context and spatial relations
with other devices as well as IoT processes in the room [87].
Direct control of IoT devices and processes, and modifica-
tions to the processes for experimentation are possible, too.
The smart glasses facilitate this exploration in a mobile and
hands-free manner with easy-to-perform and embodied nat-
ural interactions [32] to directly interact with the IoT devices
and processes.
Reduced information

When presenting information regarding IoT devices and
processes to the user in MR, we reduce the amount of details
to only relevant information necessary to understand the
properties and states of the devices and the configurations
of the existing processes [93]. For process modelling, we
perform automatic pre-checking of the compatibility of IoT
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devices based on the device selected as source of a connection
to then only show compatible targets and options to create
the specific connection, which reduces the amount of infor-
mation and possible configurations.
Everyday metaphors and feedback

To reach ahigh level of usability and create a steep learning
curve, we apply various metaphors [94] from everyday life
for natural interactions in the HoloFlows UI [32,95]. Exam-
ples include virtual buttons displayed at the respective IoT
devices that can be “pushed” in the MR scene to trigger the
execution of the respective functionality; and the “drawing”
of virtual wires between the devices that should be connected
as part of a process. Arrows indicate the direction of control
or data flow from source to target. In addition, we provide
visual feedback by highlighting actively focused and selected
UI elements to facilitate navigation and control in the MR
scene [93].
Correlation and creation

With the design of the HoloFlows UI, we put focus on
having an easy-to-learn tool for exploring and controlling
the IoT environment. MR helps end-users to directly manip-
ulate and correlate the virtual IoT devices with the physical
devices and to understand their properties [87]. When con-
trolling the devices and creating processes, the users do not
have to rely on complex modelling tools that require an
abstract understanding of the physical relations of the devices
(e.g. represented as swimlanes [45] or nodes). In HoloFlows,
they can simply connect and correlate the desired devices
with each other via virtual connections between the physical
devices.

4.2.2 IoT process visualization and interactions

Exploration
Figure 4 shows a schematic excerpt of an MR scene dur-

ing exploration and the corresponding meta-model elements
(cf. Sect. 4.1). Sensors (here: a barometer and a humidity
sensor) and actuators (here: a door) are augmented with
their name, a representative icon and their current (live)
states. Actuators feature virtual buttons representing avail-
able commands, which can be directly triggered. Devices
can be standalone or part of a composite IoT device with
branches for each sensor and actuator. Each sensor and actu-
ator hologramhas aConnectorBox enabling the specification
of a connection between it as a source or target device. More-
over, each IoT device features an Anchor Box, which allows
the manual placement of the holographic element in the MR
scene. Figure 4 also depicts an existing connection between
the barometer sensor and door actuator with an arrow indicat-
ing the direction from source to target. A button for process
control—start, stop, delete, modify—is positioned over the
middle of a connection line. On the connection’s sensor side

the current triggering condition is displayed; on the actuator
side the action to be executed is shown.
A connection between IoT devices is created by activating
the source’s connector box via an air tap first and then acti-
vating the target’s connector box. Compatibility of devices
is checked automatically in the HoloFlows app; the set of
targets is reduced to only compatible ones after selection of
the source. Depending on type of source and target we dis-
tinguish between different types of connections.
Creating conditional sensor–actuator connections

Figure 5 shows a schematic excerpt of an MR scene dur-
ing the creation of a conditional sensor–actuator connection
(i. e., an ECA rule). Upon connecting a sensor with an actua-
tor, the user first configures the sensor-related condition—the
current value of the sensor as left side, the comparator, and
the threshold as right side—and then selects the actuator’s
action to be executed when the specified condition becomes
true.
Creating direct sensor–actuator connections

The output values of some sensors can serve as direct
input to control the states of actuators in a continuous control
loop of an IoT process. Upon selecting a compatible sensor
first, the user has to select if it should be used to create a
conditional sensor–actuator connection or a direct sensor–
actuator connection. In the latter case, the user then connects
the sensor directly to a compatible actuator without the need
for additional configuration. Figure 6 shows an example with
the colour detected by a colour sensor being directly set as
new state of the lamp actuator. The data produced by the
sensor have to be compatible with or at least convertible to
input data for the respective actuator commands for these
types of connections.
Creating actuator–actuator connections

The connection between two actuators to invoke two
actions in a row is the third type of supported connection in
HoloFlows as illustrated in Fig. 7. Actuators may often serve
as sensors and actuators at the same time due to having a state
as output data. To create a sequence of actuator actions to be
executed, the user has to select the first actuator (here: the
door) and choose between it acting as an actuator or as a
sensor in case the device offers both functionalities. Actu-
ators can only be connected to other actuators or gateways
as targets. Following, the user selects the second actuator to
connect it with (here: the lamp). The action to be executed
by the first actuator is then selected from a list of available
operations (here: open), followed by the same step for the
second actuator (here: activate).
Creating connections with gateways

When creating connections, the user is presented with a
menu of additional logic elements as gateways to split or join
the flow of activations in a process—currently OR and AND
gateways. A gateway can serve as source or target of a con-
nection. The user selects and places the respective OR and
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Fig. 4 Overview of the
HoloFlows UI for exploration

Fig. 5 Overview of the
HoloFlows UI for creating a
conditional sensor—actuator
connection in a process

Fig. 6 Creating a direct
sensor–actuator process

AND cube holograms freely within the holographic scene.
Connections from and to a sensor or an actuator can be
created by either first selecting the gateway and then the sen-
sor/actuator or by first selecting the sensor/actuator and then
the gateway. This way processes withmultiple sensor-related
conditions joined via an AND or OR gateway and parallel
actuator calls split via an AND gateway can be defined.

These types of connections and modelling elements form
the basic building blocks of IoT processes in the context of
this work. More complex IoT processes can be composed
by creating longer chains of connections among IoT devices
and gateways following the presented modelling approach
and interactions.

Fig. 7 Creating an
actuator–actuator process
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4.3 IoT process examples in mixed reality

This section demonstrates the developed artefacts—the IoT
process modelling language and the MR user interface—of
the HoloFlows approach based on example processes in a
smart home setting:

– Figure 8 shows a live view from the HoloFlows app
with two simple conditional sensor–actuator connections
being modelled: one defining that if the light levels are
below 150 Lux, then the coffee maker should start, and
one defining that if the temperature is above 26°C, then
the power level of the fan should be switched to 100%.
Other sensors integrated into the HoloFlows app com-
prise an NFC tag reader (e.g. to create an authentication
process to open the door when a certain NFC tag is
present) and a wearable hand movement sensor (e.g. to
switch on the light via a simple swipe gesture).

– Figure 9 shows an exemplary direct sensor–actuator con-
nection between a potentiometer as sensor (values from 0
to 100%) to the power level of a dimmer switch control-
ling a fan (or lamp) (values from 0 to 100%).

– Figure 10 shows the live view of an IoT process with a
conditional sensor–actuator connection and an AND split
defining that if the light levels are below 100 Lux, then
the power levels of Lamp1 should be increased to 50%
AND of Lamp2 to 79% in parallel.

– Figure 11 shows an IoT process with two conditional
sensor–actuator connections and an OR join defining that
the door should be opened if the humidity exceeds 65.8%
OR the temperature is above 28.4°C.

4.4 Execution of IoT processes

WithObjective O3, we highlighted the importance of experi-
mentation and immediate feedback for end-user development
[5], i. e., the modelled IoT processes should be directly exe-
cutable such that users can study their effects and adjust/tune
the processes. The implemented HoloFlows app allows for
on-device process execution and server-based process exe-
cution.

Figure 12 depicts the system architecture of the IoT
backend system and interactions with the HoloFlows mixed
reality app5 developed for the Microsoft HoloLens (1st gen-
eration). We rely on the OpenHAB6 middleware to connect
and unify the heterogeneous set of sensors and actuators of
the IoT environment. A semantic model in the knowledge
base describes the properties, functionalities and relations
of the individual IoT devices [96] and the associated IoT

5 https://github.com/IoTUDresden/HoloFlows
6 https://www.openhab.org/

services [45]. The IoT middleware provides service-based
RESTful interfaces to all devices to retrieve data and directly
send commands from the HoloFlows app.

4.4.1 On-device execution in the HoloFlows app

The HoloFlows app provides the possibility to execute
instances of modelled IoT processes directly on the respec-
tive device (i. e., HoloLens). The operation of the HoloFlows
app thereby relies on a state machine consisting of the fol-
lowing operational modes, which depend on the current user
tasks and interactions.
Exploration mode

The application’s default mode is the Exploration Mode
where the user is able to explore and directly control all IoT
devices IoT processes in the vicinity. Holograms above the
respective devices show general information, their current
states and control functionality that can be triggered via an air
tap (cf. Fig. 4). The list of available devices is automatically
retrieved from the IoT middleware, and the holograms are
shown based on the positions set in the manual placement
mode. The user is always presented with a small unobtrusive
menu to switch to the Manual Placement Mode or Process
Modelling Mode.
Manual placement mode

In the Manual Placement Mode, the user is able to place
holograms for the individual IoT devices at their physical
locations in the MR scene. Upon selecting the hologram’s
anchor box (cf. Fig. 4), the hologram can be moved to the
desired location and its position fixed with another air tap
on the anchor box. The hologram will then stay at this exact
position. We currently rely on a manual placement of these
holograms by the user, i. e., the hologram positions have to
be adjusted in case an IoT device is moved.
Process modelling mode

The Process Modelling Mode allows the user to create
variations and chains of different types of connections and
processes described in Sect. 4.2. A menu is displayed once
this mode becomes active from which the user can select
additional processes elements (gateways), safe the current
state of the process model, delete the connections and exit
the process modelling mode.
Process mode

The Process Mode enables the user to control individual
processes, which have been created in the process modelling
mode. Upon clicking on the respective control panel of a
process (cf. Fig. 4), an expanded controlmenu for the process
is presented to the user.Here the user is able to edit the process
configuration (enter the process modelling mode), delete it,
directly execute it by entering the process execution mode or
deploy it to an external WfMS.
Process execution mode
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Fig. 8 Live view of two
conditional sensor–actuator
connections and an air tap

Fig. 9 Live view of a direct
sensor–actuator connection

Fig. 10 Live view of an IoT
process with an AND split
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Fig. 11 Live view of an IoT
process with an OR join

Fig. 12 Interactions between
the HoloFlows App, IoT
Middleware and Workflow
Management System (WfMS)
for Process Execution

Each modelled process features a “Play” button to switch
to the Process Execution Mode and to execute an instance of
this process directly on the device. The local process engine
then activates the components according to the connections
defined in the IoT process model. Sensor data are continu-
ously retrieved from the IoT middleware via service-based
interfaces. Actuator functionality is invoked directly from the
device by calling RESTful Web services offered by the mid-
dleware. Depending on the type of connections and process,
an instance stops after executing the last activities and needs
to be instantiated anew, or the process instance runs continu-
ously (for direct sensor–actuator connections) until the user
decides to stop the instance.

4.4.2 Server-based execution

Once the IoT processes have been configured, tuned and
sufficiently tested by the end-users on the device, they can
be deployed to a full-fledged workflow management system
(WfMS) [19] and executed independent of the MR device
and HoloFlows app. The IoT process models created with
HoloFlows are serialized based on the IoT process modelling
language described in [90] and deployed to an IoT WfMS
called “PROtEUS” [66] (cf. Fig. 12).

5 Evaluation

The goal of HoloFlows is to provide end-users with a
simple intuitive approach for modelling and executing pro-
cesses in IoT environments using MR technology (Objec-
tives O1, O2, O3, O4). We claim that MR helps users to
better understand the IoT environment, its devices and their
relations. Users are able to put devices in their physical
context and directly correlate them with others in the form
of simple IoT processes without requiring deep IoT, pro-
cess modelling or programming knowledge. Based on a
preliminary study [89] and previous experience with MR
applications [69], we designed and performed a user study
to evaluate the HoloFlows approach including the process
modelling notation and MR user interface artefacts. We let
end-users model the same three exemplary IoT processes
introduced in Sect. 2.1 and “Appendix” and thereby com-
pare IoT process modelling in MR (with HoloFlows) with
the two modelling approaches and associated tools intro-
duced in Sect. 2.2: Business Process-oriented Modelling
(with Camunda) and Flow-based Modelling (with Node-
RED).
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5.1 End-user study setup

The aim of our user study was to answer the following ques-
tions that arose from the literature and a preliminary study
[89] to evaluate the suitability of the three approaches for
end-user development of IoT processes:

1. Which modelling approach and tool performs best in
terms of task completion time to create an IoT process?

2. Which approach and tool performs best concerning task
load?

3. What is the perceived level of required experience to cre-
ate IoT processes in terms of IoT knowledge, process
modelling knowledge and programming knowledge for
the three approaches?

4. What are advantages and disadvantages of the approaches
and tools?

5.1.1 Participants

Thirteen participants were recruited personally or via e-
mail to participate in our user study. Eleven participants had
an academic background in terms of working at the uni-
versity. Their ages ranged from 21 to 36 years (M=30.1,
SD=4.0). Participants assessed their experience with (i) IoT,
(ii) process modelling, (iii) programming, and (iv) aug-
mented reality (AR), each on a 5-point scale with “0=no
experience” to “4=expert”. With the answers “3” and “4”,
three participants had prior experience with IoT; three par-
ticipants had experience with (business) process modelling;
eleven participants had experience with programming; and
two participants had experience with AR.

5.1.2 Apparatus

Both tools CamundaModeler (Version 3.4.1) andNode-RED
(Version 1.0.2) were installed and presented on a Windows
10 PC with two displays (Fig. 13a). The left display showed
textual instructions regarding the tool aswell as the processes
that had to bemodelled. The right display presented each tool
and was used for modelling. To introduce each approach, the
study leader demonstrated the tool by modelling a sample
process. The participants used a corded keyboard and mouse
for interacting with the PC. For using HoloFlows, a first gen-
eration Microsoft HoloLens was utilized. Participants used
the air tap gesture to interact with the HoloLens instead of
using the HoloLens’s clicker device. The IoT devices were
positioned in the middle of the laboratory where the user
study took place (Fig. 13b–d). To introduce HoloFlows, the
study leader started the HoloLens live stream on an external
screen and demonstrated the usage of HoloFlows by mod-
elling a sample process (Fig. 13c, e). Furthermore, the study
leader used the live stream to check the participants’ progress

and to give hints when necessary. Figure 13 illustrates the
overall study setting in our lab.

5.1.3 Procedure

To investigate the above-mentioned approaches and tools
accordingly, participants performed the user study as fol-
lows. After the participants arrived in our lab, we explained
the global procedure and the goal of the user study. The study
leader explained the IoT setup, the three recurring IoT pro-
cesses that the participants had to model (cf. IoT Process 1
in Sect. 2.1; IoT Process 2 and 3 in “Appendix”) and he
described and demonstrated the first tool. After that, partic-
ipants started to model the processes with the first tool. For
each IoT process and each tool, detailed instructions were
given in textual form for the users to follow on how to model
the specific processes including the modelling elements to
use and parameters to configure. If necessary, the study leader
provided hints and guidance and gave final feedback for each
modelled process. Afterwards, participants completed the
NASA-TLX (Task Load Index) questionnaire [97]. This pro-
cedure was repeated with the other two tools.

A session concluded with a final questionnaire ask-
ing for an evaluation of required knowledge regarding
(i) IoT, (ii) programming, and (iii) process modelling,
each rated on a 5-point scale with “0=no experience” to
“4=expert” and demographic data. It also included indi-
vidual questions with free form text answers regarding the
personal opinion about: (1) advantages/disadvantages of each
tool; (2) experienced troubles with each tool; (3) advan-
tages/disadvantages of modelling with desktop-based tools;
(4) advantages/disadvantages of modelling in AR/MR; as
well as (5) potential improvements of the HoloFlows app.
During a session an observer took times and additional notes
regarding a participant’s performance and remarks. A session
took about 78 min (M=77.7, SD=14.0).

5.1.4 Design

The user studywas performed aswithin-subjects studywhere
each participant was tested on each condition. To avoid learn-
ing effects, we counterbalanced the tool testing order. We
used the tool as independent variablewith the three test condi-
tions Camunda, Node-RED and HoloFlows. The dependent
variable was the task completion time. Furthermore, we
examined the workload of each tool using the NASA-TLX
questionnaire and enquired about the experience with and
advantages/disadvantages of each tool.
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Fig. 13 Study setting in our lab
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Fig. 14 Means and standard deviation of task completion time in min-
utes per tool

5.2 End-user study results

5.2.1 Task completion time

We compared the task completion time per approach. Mod-
elling the three processes with Camunda took participants
between 21 and 37 min (M=28.7, SD=5.2), with Node-
RED between 6 and 10 min (M=7.9, SD=1.3), and with
HoloFlows between 4 and 8 min (M=5.8, SD=1.0). Fig-
ure 14 illustrates the results, which also include the time
for introducing the individual tool by the study leader. Per-
forming an analysis of variance (ANOVA), we found that the
effect of the tool on task completion time was statistically
significant (F2,24 =276.262, p< .0001).

The results show a significantly longer task completion
for the modelling of the IoT processes with Camunda. As
the majority of participants was not familiar with BPMN 2.0,
not only the introductory part required more time but also the
modelling part. Participants had to be provided with detailed
process descriptions, which took longer to study and trans-
fer to the according process model. Despite being almost
semantically identical to the Node-RED and HoloFlows pro-
cesses, the BPMN 2.0 representations of the IoT processes
show a higher degree of complexity due to the business
process-oriented view andmodelling concepts. There are less
differences in the task completion times between modelling

in Node-RED and HoloFlows. In HoloFlows, devices are
already integrated and set up such that users only have to
create connections and specify the conditions and actions
that are part of the process (cf.Objectives O1, O3). In Node-
RED, users also have to create the corresponding nodes for
devices and set parameters (e.g. topics and service URIs).

5.2.2 Comparison of task load

After completing the modelling of the three IoT processes
following one approach, participants were asked to fill out
the NASA-TLX to assess the perceived individual task load.
We decided to let users evaluate their work load based on the
NASA-TLX [97] as this index is more in line with the objec-
tives we are investigating regarding task difficulty as well
as mental and physical efforts of IoT process modelling, in
contrast with for example the technology acceptance model
(TAM) [98] or the system usability scale (SUS) [99] focus-
ing on the perceived usefulness and usability of a system
or application. Especially the new interaction forms in MR
introduced by the HoloLens glasses may add to the physi-
cal efforts of the modelling tasks, which we are interested
in investigating with the NASA-TLX. Figure 15 presents a
comparison of the TLX means for all approaches. We used
ANOVA to investigate the statistical significance for the over-
all task load. The results show that the effect of the tool on
overall task load was statistically significant (F2,24 =18.329,
p< .0001).

Due to the high complexity of the BPMN 2.0 language,
its limited suitability to represent important IoT concepts
in an easy way (e.g., continuous publish-subscribe to sen-
sors) and the lack of BPMN 2.0 knowledge among the
majority of the study participants, the overall task load and
most of the individual factors are significantly higher for the
Camunda modelling tool. For the HoloFlows tool, especially
the physical demand is higher compared to the WIMP-based
modelling tools as the HoloLens is rather heavy, uncom-
fortable to wear and has only a small field of view. In
addition, the air tap gestures necessary to interact with the
IoT devices involve more arm movements, which quickly
become physically demanding. The usage of the clicker
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Fig. 15 Comparison of TLX means for modelling IoT processes with
all tools

device accompanying the HoloLens may mitigate this factor,
which was also mentioned by the participants. The second
generation of the HoloLens will further reduce some of the
aforementioned limitations. Compared to Node-RED, also
the level of frustration for working with HoloFlows was
rated a bit higher, which can be explained by the reliabil-
ity of the gesture recognition and some interface elements of
HoloFlows being too small for a precise selection. We will
improve this issue in future releases.

5.2.3 Required experience to model IoT processes

As part of the questionnaire to be filled out after complet-
ing the modelling tasks, participants were asked to assess
the knowledge/experience required to model IoT processes
in Camunda, Node-RED and HoloFlows with regard to the
areas of IoT, (business) processmodelling and programming.
Figure 16 shows the means of these three aspects for each
tool. Again, we applied an ANOVA to validate the results.
The effect of the tool on each kind of experience was statisti-
cally significant: IoT experience (F2,24 =11.573, p< .0005),
processmodelling experience (F2,24 =74.548, p< .0001) and
programming experience (F2,24 =5.414, p< .05).

Camunda being a classical business process modelling
tool was perceived as mostly requiring process modelling
knowledge as well as a certain level of programming and
almost no level of IoT experience. Due to the focus on speci-
fying functional processes (flows) among specific IoT-related
entities that also have to be parameterized in a very detailed
manner, Node-REDwas perceived as requiring a higher level
of IoT and programming knowledge. HoloFlows required the
lowest level of experience in the areas of process modelling
and programming as users only have to create simple con-
nections among the existing IoT devices and specify what
should be happening when (cf. Objective O1).
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IoT Process Modelling Programming

Camunda Node-RED HoloFlows

Fig. 16 Means and standard deviation of required IoT process knowl-
edge per tool as perceived by the participants (“0=no experience”,
“4=expert”)

5.2.4 Observations

From the observer’s notes taken during the individual exper-
iments, we can summarize additional findings as follows:

1) We observed different kinds of learning curves for all
three approaches. Participants without prior knowledge
regarding business process modelling showed a steep
learning curve after completing the modelling of the first
exemplary IoT process. While the majority of partici-
pants struggled especially with modelling the split and
join gateways in the first BPMN-based process, they
were able to quickly transfer this newly gained knowl-
edge to similar parts of the second and third process.
The study leader had to provide hints and assistance
mostly during themodelling of the first and third IoT pro-
cess. After modelling the three processes in BPMN 2.0,
the participants felt quite confident regarding their level
of expertise in business process modelling. For the
Node-RED- andHoloFlows-based approaches, the intro-
ductions and demonstrations by the study leader at the
beginning of each modelling task were sufficient for the
users to get started and complete the modelling without
much assistance (cf. task completion times and NASA-
TLX results). Due to the higher amount of interactions
and configurations, participants preferred to use keyboard
shortcuts and copy-paste when modelling processes in
the Camunda and Node-RED tools.

2) Prior knowledge was mostly helpful for participants
regarding the business process-oriented modelling tasks
as these were the most complex processes (cf. NASA-
TLX results). Participants with prior process modelling
knowledge needed less assistance and time to model the
IoTprocesses following the textual instructions and expe-
rienced a lower task load than other participants. As all
three approaches aim at low-/no-code development of
processes, existing programming knowledge did not have
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a significant influence on the tasks, which corresponds
to the users’ evaluations of the level of required pro-
gramming knowledge. Also, prior IoT knowledge was
not entirely necessary as detailed instructions on how to
configure the respective IoT devices were given as part
of the textual process descriptions. Users were especially
surprised about the short amount of time it took to model
the IoT processes using the Node-RED and HoloFlows
tools compared to Camunda (cf. task completion times).

5.2.5 Advantages and disadvantages of the modelling
approaches and tools

As part of the final questionnaire the participants were asked
to give their opinions about advantages and disadvantages of
the individual approaches and comparison of desktop-based
modelling using a ”classical” GUI vs. modelling in MR.
Camunda (Business Process-orientedModelling)According
to the participants the advantages of business process-
oriented modelling include that BPMN 2.0 as a standard
facilitates knowledge exchange and a common understand-
ing of (business) processes. Pools and lanes provide a good
overview of the process participants, their relations and
the overall process flow. Processes can be specified in a
detailed manner and almost no IoT knowledge is necessary
for modelling processes, which is also reflected in the quan-
titative results of the user study. The Camunda tool relies
on known WIMP interaction principles, which is why par-
ticipants felt confident in terms of interactions when using
the tool. Compared to modelling in AR/MR the tool can be
used independent of the physical location to create process
models.Disadvantages of the approach that users perceived
include the complexity of the set of BPMN 2.0 modelling
elements requiring a profound knowledge of the language
to find a possible way of modelling specific aspects and
level of abstraction. Examples helped to understand and learn
BPMN 2.0 better. Due to the ambiguity of modelling ele-
ments and different ways of representing specific aspects,
users stated that they would rather feel unconfident about the
correctness of modelled processes without having a detailed
description provided, which can also be observed quantita-
tively in the results of the NASA-TLX analysis.
Node-RED (Flow-based Modelling) The advantages of the
Node-RED tool include the use of common WIMP con-
cepts for modelling interactions and the ability to create IoT
processes independent of the current physical location. Par-
ticipants found the tool easy to understand, well arranged
and intuitive for flow-based modelling of processes among
the individual nodes. They also highlighted the support of
many relevant IoT concepts and technologies via the func-
tional nodes.Disadvantageswere seen in the high degree of
technical and IoT-related expertise required to configure the
individual nodes within flow-based modelling and the large

amount of nodes not always clearly stating their purpose,
whichmade the tool’sUI too complex for some users (cf. Per-
formance aspect in NASA-TLX results). Similar to business
process-oriented modelling on classical GUIs, the specifica-
tion of IoT processes requires an abstract understanding of
the devices’ physical contexts as there is no direct physical
correlation possible.
HoloFlows (Mixed Reality-based Modelling) Participants
especially highlighted the interactions inMRvia theHoloLens
as most joyful and innovative way of directly interacting
with the IoT environment (cf. Objective O3). Regarding
the advantages of the HoloFlows approach, participants
listed the direct correlation of the physical devices with their
virtual representation as one of the major points (cf. Objec-
tive O2). The approach was also perceived as being very
intuitive, easy to learn and in general a positive experience
(cf. Objectives O1, O4). The users enjoyed interacting with
the IoT devices via the tool in this rather unfamiliar way.
Among the disadvantages of the tool, the participants listed
the increased physical activities and demand (cf. results of
NASA-TLX) as well as the current technical limitations of
the HoloLens. With many IoT devices and processes the
participants fear that the overview can be lost due to many
distributed and probably overlapping holograms bloating the
MR user interface. To use HoloFlows the corresponding MR
device and physical presence are required.

5.2.6 Validity and limitations

The group of participants comprised test subjects with a
computer science background mostly from academia and in
the age range from 21 to 36 years. These subjects are well-
educated and open to work with new technologies (e.g. MR
and IoT) as early adopters. They also possess the ability of
thinking in abstract models and algorithms from their profes-
sional experience, which is why most of the participants did
not have much troubles with modelling the IoT processes.
While this rather small—but already statistically significant
(cf. results of ANOVA)—user group is suitable for a first
study to gain insights into IoT process modelling with clas-
sical GUIs andMR [100], e.g. regarding required knowledge
and possible improvements of the processes and applications,
further user studies have to be conducted with a wider variety
of participants representing end-users from different back-
grounds and with different levels of experience and skills.
We expect that the general trends and relations regarding task
completion time, task load and perceived required knowledge
will also appear within the results in these future studies.

For this first study, we relied on detailed descriptions spec-
ifying how the individual IoT processes were supposed to
be modelled with the respective tools. Users followed these
descriptions and were guided by the study leader in case
of major deviations, errors or questions. The resulting pro-
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cess models for each participant are therefore very similar.
In future studies, these instructions should be reduced to the
general descriptions of the individual IoT process as given
in Sect. 2.1 and “Appendix” and users should try to model
these processes on their own. That way the correctness and
functionality of the created IoT process models can also be
evaluated. For this task, we expect HoloFlows to perform
significantly better than the other tools as there is no need
for configuring technical details and parameters and process
modelling is more straightforward.

The three IoT processes presented in the Background and
“Appendix” sections as basis for the modelling tasks in the
user study are semantically equivalent for each approach.
However, they are of different complexity due to the specific
concepts the modelling approaches are based on. HoloFlows
relies on IoT devices already being integrated and presented
in the MR scene so that users only have to create and con-
figure the connections among them to specify executable
processes (cf. Objectives O1, O3, O4). In the Camunda and
Node-RED based approaches, the IoT entities also have to
be modelled and configured to be part of an IoT process.
The approaches and results can therefore only be partially
compared. However, the insights and trends observed via the
study serve as a good starting point to analyse the approaches
in more detail and improve HoloFlows.

5.3 Discussion of HoloFlows

5.3.1 Objective O1: simple IoT process modelling language

The process modelling notation in HoloFlows is a DSL
designed for the IoT domain. It views IoT devices as first-
class citizens and connections among these devices as basic
building blocks of IoT processes. These concepts facili-
tate the end-user oriented development as they are closer
and directly related to the real world objects [5,31]; thus,
end-users are more familiar with these concepts from every-
day life experiences [94], which was also observed in the
user study. The other two approaches—business process-
oriented and flow-based modelling—rely on more abstract
and generic representations and proxies of the IoT devices
in the form of pools, lanes, events, (service) tasks/activities
[7], or nodes for protocol-dependant software modules and
services [29]. These abstractions are more generic and allow
for integrating a wider variety of process entities and soft-
ware components. However, they require expert knowledge
for configuration and parameterization during modelling. In
HoloFlows, these steps are offloaded to pre-modelling steps
where IoT experts have to integrate the IoT devices into the
IoT middleware and knowledge base (cf. Sect. 4.4). End-
users are then only presented with the available instances of
IoT devices for process modelling in the HoloFlows app.

The concepts of the HoloFlows DSL are kept at a
minimum to reduce complexity, still its expressiveness is
sufficient to create simple IoT processes among the sen-
sors and actuators of an IoT environment to automate most
of the basic routines that end-users will create [14]. With
connections and gateways as basic concepts of an IoT pro-
cess, their complexity can simply be extended to longer
sequences of connections to be executed as part of a process.
However, the DSL’s expressiveness is limited to automation
rules in IoT processes, which is similar to the flow-based
modelling with Node-RED. Business process-oriented mod-
elling features more general purpose languages and elements
to express business-related and organizational aspects [19].
Extensions and combinations of these modelling elements
with IoT-related aspects for integration purposes along the
automation pyramid [101] have been proposed in various
works (cf. Sect. 3.1). While these business-related aspects
are not relevant for end-user oriented modelling of IoT pro-
cesses [14], a mapping and abstraction of the elements of
the HoloFlows DSL to a BPM language (e.g. BPMN 2.0)
are straightforward [13], which makes the processes created
with HoloFlows also available in a BPM context.

5.3.2 Objective O2: visualizing physical relations

One of the key features of the HoloFlows is that it leverages
MR technology to augment the physical IoT devices with
additional holographic information about the devices and
existing processes [102] enabling the exploration of the smart
space, its existing IoT devices and processes (instances) [87].
The IoT process examples inMR presented in Sect. 4.3 show
that the overlay of information according to the HoloFlows
user interface (cf. Sect. 4.2) works well in environments
with few simple IoT devices that are spatially distributed.
However, with an increasing number and more complex IoT
devices (e.g. in a smart factory or smart car) the MR user
interface may quickly become overloaded and confusing,
which requires additional visualization concepts for group-
ing to provide a better overview and the possibilities to zoom
in for details [103]. Due to relying on MR for modelling in
HoloFlows, end-users have to be physically present in the
respective IoT environment and can only create processes
among the available IoT device instances [102].

The flow-based and business process-oriented modelling
approaches rely on abstract representations of the IoTdevices
and on classical GUIs for process modelling. The physical
relations of the IoT devices/process participants are therefore
not directly visible—modellers have to create the corre-
sponding mental abstractions [10] based on the connections
between process elements in pools or between nodes of a
flow. While HoloFlows focuses on the creation of IoT pro-
cesses between concrete instances of devices, the business
process-oriented and flow-based approaches usually spec-
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ify the process participants on a more abstract type level
and do not require the devices to be available during mod-
elling. In contrast with HoloFlows, the representations of
process elements in the desktop-based tools enable the mod-
elling of processes from remote locations and provide better
overviews in complex scenarios and process landscapes.

5.3.3 Objective O3: experimentation and direct feedback

The ability to experiment and receive direct feedback about
the created processes increases acceptance in end-user devel-
opment [5]. In HoloFlows, on-device execution and MR
enable end-users to directly control IoT devices and exe-
cute modelled processes with immediate feedback about the
process execution in the physical world. Based on this feed-
back, processes can be easily modified and tuned to suit
the users’ needs. These possibilities were positively received
by the study participants who were eager to continue using
HoloFlows and create new processes.

The Node-RED tool for flow-based modelling of IoT
processes also supports the direct execution and modifi-
cation of created processes—without the direct physical
correlation achieved via MR, though. The same holds for
business process-oriented modelling in Camunda. However,
here additional steps and configurations are necessary to
make a model executable, deploy it to a WfMS and to then
instantiate it for execution [19]. Changes to themodelled pro-
cesses require a re-deployment, which may quickly become
annoying for fine-grained parameter tuning and testing.

5.3.4 Objective O4: end-user friendly interface

The results of the user study show that the developedMRuser
interface in HoloFlows leads to a positive user experience,
steep learning curve and high effectiveness and efficiency
when it comes to modelling IoT processes by end-users. The
UI elements are closely aligned with the elements of the sim-
ple process modelling language, which does not introduce
additional overhead and UI concepts within the HoloFlows
app. HoloFlows simplifies the process modelling in IoT to
the act of “drawing” virtual wires between devices and set-
ting some parameters—a deep knowledge of programming,
IoT or modelling concepts is not required as shown in our
study, which complies with Fryling’s et al. idea of low/no-
code development [6].

Our user study also shows that both the flow-oriented
and the business process-oriented approaches suffer from
the complex underlying process modelling languages and
associated UI modelling elements and configuration options
in the rather bloated modelling applications. This resulted in
inexperienced users quickly becoming overwhelmed with all
the modelling choices and options in the WIMP-based tools.
Both approaches and tools—Camunda and Node-RED—do

not seem to be completely suitable for end-user oriented (no-
code) development as they still require a certain amount of
modelling and technical knowledge.

5.3.5 Application domains

The presented HoloFlows approach is mainly targeted at
supporting end-users with modelling IoT processes in the
smart home domain. Here end-users usually do not pos-
sess deep programming skills, domain expertise or technical
knowledge regarding the IoT devices and their configuration.
However, consumer IoT appliances for the smart home are
usually affordable mass market products and therefore rela-
tively widespread [1], which is why there is a lot of potential
for going beyond the control of individual devices and hav-
ing the devices interact in IoT processes [3]. Moreover, the
offered functionalities of common smart home devices are of
rather low complexity and designed to be used more easily.
This goes in line with the simplified HoloFlows DSL aim-
ing at creating rather simple IoT processes that make use of
these high-level functionalities and data (cf. Objective O1),
but is still sufficient to cover most of modelling and automa-
tion aspects in this domain [14]. The concepts developed as
part of HoloFlows—mostly regarding the DSL but also the
visualizations and interactions (cf. Objective O4)—can be
applied to other smart spaces where simple high-level func-
tionality and data should be visualized and combined as part
of discrete IoT processes (e.g. smart offices, smart build-
ings and smart cities). The suitability of HoloFlows in expert
IoT domains with more complex individual devices and con-
tinuous or safety-critical processes (e.g. smart factories or
smart vehicles) has to be further evaluated and extended. It
is currently limited to the aforementioned less complex IoT
devices with discrete high-level actions and data that ben-
efit from a visualization of their physical (spatial) relations
in MR (cf. Objective O2), whereas the actual IoT process
implementation and execution in these domains should be
realized on much lower levels of the automation pyramid
[101] (cf. Objective O3).

6 Conclusion and future work

In this work, we investigated the application of MR technol-
ogy to support end-users with modelling of basic processes
in IoT domains and compared it to traditional desktop-based
process modelling approaches. The developed HoloFlows
approach consists of a minimal IoT process modelling DSL,
a mixed reality user interface aligned with the DSL and
an application for modelling and executing the IoT pro-
cesses. HoloFlows can be viewed as a novel, intuitive and
easy-to-use approach for IoT exploration and end-user pro-
gramming. It enables non-experts to create processes in the
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respective IoT domain in a no-code fashion without pro-
cess or modelling knowledge. In contrast with related work
and approaches focusing on traditional GUIs and BPMN 2.0
extensions that rely on abstract representations of process
participants and other elements, HoloFlows exploits MR
technology and the physical contexts of devices to directly
connect and coordinate instances of sensors and actuators
of the IoT environment to form basic real-world processes
that can be composed to more complex IoT processes. With
HoloFlows, we present a vision of combining new emerg-
ing technologies—Holograms, MR and IoT—with the BPM
domain for automation. The results of a user study con-
ducted in the context of a smart home attest HoloFlows with
providing an increased usability (e.g. better task comple-
tion times) and user experience (e.g. positive feelings while
using HoloFlows) compared to desktop-based (IoT) process
modelling approaches, which makes HoloFlows a suitable
approach for end-user development in BPM and IoT.

Future work includes a revision of the MR user interface
with respect to the suggestions by the study participants; the
extension of supported IoT devices (e.g. smart speakers) and
process elements also including human tasks and purely vir-
tual entities; and a simplification of the UI to further ease the
parameter configurations and provide better overviews of IoT
environments with many devices and processes. Porting the
application to the next generation of smart glasseswill further

improve the user interface due to more mature MR technol-
ogy. We will also work on a collaborative use of HoloFlows
with multiple parallel users as well as means for combin-
ing HoloFlows with desktop-based modelling tools, e.g. to
share and visualize process models and instances among the
applications. Besidesmore extensive user studies in the smart
home, we will also investigate HoloFlows in smart factories
and smart facility management as IoT domains with more
complex IoT devices and processes.
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Appendix: IoT process examples

In addition to the IoT process (IoT Process 1) described in
Sect. 2.1, the following two IoT processes were used as part
of modelling tasks in the user study described in Sect. 5.
IoT Process 2 In the process, data from a temperature sensor
are continuously collected and analysed. Once the tempera-
ture is over 25°C, a fan is switched on and the process ends
afterwards.
IoT Process 3 In the process, data from a colour sensor are
continuously collected and transferred to a lamp to set it as
its current colour. The user has to put a specific colour on the
sensor and push a button for the sensor to read the value.

Business process-orientedmodelling

Figure 17 shows the IoT Process 2 in BPMN2.0. Participants
of this process are the temperature sensor, the smart home
control system and the fan controller. The temperature sensor
continuously sends new temperature events via a SendTask to
the smart homecontrol system.Here these events are received
via aReceive Task, and based on the temperature values either
a Service Task is executed to switch on the fan controller
(temperature value> 25), or the process goes back and waits
to receive new temperature events (temperature value ≤ 25).
An Exclusive Gateway is used to model the split and join
at this point. The fan controller receives the service call in
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Fig. 19 Example IoT process 2 specified in node-RED

Fig. 20 Example IoT process 3 specified in node-RED

a Message Start Event and starts the process to activate the
light switch as a Task.
Figure 18 shows the IoT Process 3 in BPMN2.0. Participants
of this process are the smart home user, the colour sensor, the
smart home control system and the lamp controller. In two
subsequent Manual Tasks the user first puts a colour on the
sensor and then pushes a button on the sensor, which sends
a message to the colour sensor. The user decides whether
to repeat this process with more colours or to stop the pro-
cess (modelled by an exclusive gateway), which is signalled
to all participants as a Message End Event. The process on
the colour sensor starts with receiving aMessage Start Event
after the button has been pushed. The sensor then reads the
current colour in a Task and sends the detected colour after-
wards in a Send Task. The process already running in the
smart home control system waits to receive the initial colour
from the colour sensor’s send task in aMessage Intermediate
Catch Event. After receiving this event, a Service Task is used
to call the lamp controller to change the light colour. The pro-
cess on the control system then waits within an Event-based
Gateway to either receive a new colour from the sensor or
a stop event from the user, both via a Message Intermediate
Catch Event. The lamp controller starts with aMessage Start
Event received as a consequence of executing the control
system’s service task. Afterwards a Task is used to model the
light colour change.

Flow-basedmodelling

Figure 19 shows the IoT Process 2 in Node-RED. AnMQTT
In node is used to subscribe to the data produced by the
temperature sensor. Its output port is directly connected to
the input port of a Switch node, which contains the condition
that if the payload of the input message is above 25°C then
its first output port should be activated. This port is wired to
an HTTP Request to activate the IoT service controlling the
fan actuator. If the condition is not fulfilled, the process waits
for new events from the sensor. A Link Out node is used to
indicate the end of the process after the HTTP request.
Figure 20 shows the IoT Process 3 in Node-RED. AnMQTT
In node is again used and parameterized to subscribe to the
data produced by the colour sensor. Its output port is directly
wired to the input port of an HTTP Request node configured

to call a RESTful IoT service, which controls the correspond-
ing lamp actuator to change the light colour.
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