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Abstract

In our digital world, all companies need IT
support. IT support staff are under increasing
pressure solving increasingly heterogeneous user
tickets. Hybrid intelligence could solve many issues
due to the combination of machine power and
individual strengths of humans. As a part of a bigger
design science research project, this paper derives
requirements for an IT support system based on hybrid
intelligence (ISSHI): In total 17 literature-based
requirements and 21 interview-based requirements
with IT-support managers and support agents from
three different companies were consolidated into 24
requirements to inform an ISSHI system architecture.
This architecture serves as a foundation for future
research regarding hybrid intelligence in IT support.

1. Introduction

Tuesday morning, 8 AM, the shift of Nik, a
1t level IT support employee (also called a support-
agent) begins. The first incoming requests of the day
have already automatically been solved by his peer: a
chatbot. As his first request of the day, he receives a
type of problem that is new to him, and he does not
know how to solve it. Fortunately, he has a new IT
support system based on hybrid intelligence (ISSHI)
in place that recommends him solution materials based
on the request at hand. Whereas previously he would
have forwarded this request to his more experienced
colleagues, today he can solve the problem on his own
with the help of the suggested solution material.

To create this new setting for IT support, and to
go beyond the described scenario, this paper develops
requirements for an ISSHI with the goal that the fictive
description above shall not remain a dream of the
future but become reality by combining the human and
artificial intelligence (Al) to make use of the
individual strengths of each actor in a hybrid
intelligence (HI)-based approach. The individual
strengths of Al in IT support, such as retrieving
knowledge based on the current request [2, 3] and
routing tickets to the corresponding expert [4, 5], will
be combined with the strengths of humans, such as
adaptability to new data, solution-seeking capabilities,
and creativity. Further, by using a Hl-approach each

individual will achieve higher performance compared
to the individual performance and can learn from
another [6, 7]. The system will become better during
usage. However, there are no studies to date that use a
holistic perspective on designing an ISSHI. That
means, that this paper considers all stakeholders, tasks,
organizations, and the interactions between them.
Hence, it is worthwhile to consider how IT support is
typically performed to date, especially under the
prevalence of the difference between an ISSHI and a
non-HI-based IT support:

(1) A user encounters a problem, and s/he (2)
contacts the IT support via the communication
channels such as telephone, online chat, or email. (3)
A trained support-agent receives the ticket and records
it in a ticketing system. S/he (4) continuously
documents the progress in the system for transparency
to the users and internal coordination and traceability
of the issue. Hence, tickets contain helpful
documentations when support-agents face the exact
same problem. The next step (5) checks the ticket for
completeness (e.g., PC-nr., operating system, etc.). If
information is missing (6) the support-agent
communicates with the user. Afterward, the support-
agent (7) prioritizes the ticket based on potential
impact and urgency. With the help of a category tree,
the ticket (8) gets categorized. This category is often
used to (9) route the ticket to a specialized support-
agent/ department. The issue is then (10) checked for
a solution. If no immediate solution is possible, (11)
solution material is sought. This can be found in a
knowledge base (e.g., an internal wiki), a previously
solved ticket (support-agents document the solution
attempts within these tickets), the onboarding
material, or personal documentations. Peer support
also plays a major role, especially through shared
chats. Support-agents often exchange solutions and
advice, forming a small knowledge base within these
chats. (12) If solution material was found and the ticket
is solved, the user is informed about the solution and
the ticket is closed. (13) If no solution was possible,
the ticket is escalated to a higher level.

Given this context, today's IT support can be
characterized by the prevalence of three major
challenges: (1) Support-agents are spending too much
time on trivial tasks and consequently do not have
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enough resources to properly solve more complex
tickets. Here, self-created chatbots can relieve the
human workload for recurring tasks. Additionally, HI-
based categorization, prioritization, translation, and
routing of tickets can increase efficiency. (2) IT
support tasks are knowledge-intensive services in
which support-agents need to rely on many years of
experience to solve the often highly complicated
issues of the users. This makes training new IT support
employees time-consuming and adds additional
workload to the seasoned support-agents. Hence, all
support-agents can benefit from an automatic
matching of solution materials to the current request
because it is time consuming to manually search
through millions of possible solution materials.
(3) There is immense knowledge externalized within
the previously solved tickets, own documentations,
chats, and knowledge base articles. However, this
knowledge is difficult to access because it is often
outdated or does not match the problem at hand.
Hence, all sources of knowledge should be combined.

This research paper will focus on deriving
requirements for an ISSHI regarding the described
process above. This complex task is based on various
factors such as the as-is process, data management,
algorithm development and improvement, and the
individual requirements of IT support departments.
Hence, to create such an ISSHI, we ask the following
research question: What are the technical
requirements for an ISSHI?

To answer this question, the paper is structured as
follows. First, the research approach is described.
Second, we provide an overview of relevant IT support
literature, introduce the concept of HI and IT service
management (ITSM), and derive requirements from
the literature. Third, we present the results of 24 expert
interviews to derive requirements from practice.
Fourth, the derived requirements from literature and
practice are combined. Fifth, the requirements are
evaluated based on 5 expert interviews. Sixth, an
architecture is designed based on the requirements.
The paper concludes with a discussion, limitations,
implications for future research, and a conclusion.

2. Research design

This paper is based within a larger design science
research (DSR) project and starts by deriving the
requirements for an ISSHI. We are accompanying the
development of the ISSHI with three companies, two
small and medium-sized enterprises, and a global
manufacturing and service company. The former two
companies offer professional IT support to their
customers, while the global company directs its global
support internally. Through the different perspectives,
the gained knowledge can be applied to IT support in
general.

Following the DSR approach from Hevner [1],
this paper contributes to the existing body of
knowledge by (1) formulating the problem state of the
IT support and deriving a holistic set of requirements
for the IT support based on literature and practice.
Hence, the requirements elicitation is based on the
combination of the most frequently mentioned
requirements from practice and (2) relevant literature
for the interdisciplinary usage of HI in I'T support, such
as HI, Al, ITSM, statistics, data management,
information retrieval, and knowledge management.
The main goal was to identify the key requirements
from the literature. Hence, we asked IT support
experts and other researchers about their paper
recommendations and used forward and backward
search to screen for suitability based on abstracts to
find issues and requirements for HI-based systems and
IT support in general. (3) 29 qualitative semi-
structured in-depth interviews [8] in two interview
series were conducted to derive, evaluate, and refine
the requirements from the practical point of view.
Hence, the interview partners were not confronted
with requirements from the literature and were asked
questions about their key challenges/ requirements in
IT support. All requirements were recorded, and
further details were gained during the interview. If
more than three IT support experts have stated the
same requirement, they were used for this paper. We
selected potential interview partners based on their
expertise on the subject matter of IT support and tried
to cover both decision-makers and support-agents.
Consequently, we interviewed 24 stakeholders related
to IT support from the three companies that take part
within our larger DSR project, including general
managers, knowledge managers, and support-agents
from all levels (1st level, 2nd level, 3rd level, and on-
site support). We conducted two interviews on-site
and the rest online via Microsoft Teams. The average
duration of the interviews was approximately 50
minutes. We stopped our initial interview series after
conceptual saturation when we did not receive new
requirements or generated further insights. In step
(4) the requirements from the literature and the expert
interviews were combined. To (5) evaluate and refine
these requirements we started a second interview
series with 5 experts (2 managers and 3 support-
agents). The duration of the second interview series
was between 37 and 52 minutes. The evaluation
criteria were applicability and suitability of the
requirements in IT support regarding the integration of
HI within the IT support ecosystem, understandability,
correctness, and completeness of the requirements.
The final (6) documentation of the requirements and
the (7) design of an architecture for ISSHI to leverage
the IT support with HI and categorize all requirements



within one figure are the last steps of this paper. The
(8) instantiation of the requirements and the evaluation
of the instantiated requirements will be future steps.
The objective of this paper is to identify, analyze,
evaluate, and refine novel requirements within the
domain of IT support regarding HI. Hence, the artifact
will be a set of requirements, which will be categorized
and within an architecture to help scholars and
practitioners to build the personalized design features
of an ISSHI. According to the IS success literature [9],
there exist six success dimensions. These dimensions
are considered in this paper to later describe a
successful collaboration between humans and Al after
deploying and using the system. Hence, the
requirements will already be formulated to fit the
constructs of the model e.g., system quality (the
overall quality of ISSHI after instantiating the
requirements) and information quality (the quality of
the data that is used by the HI). Following, this paper
can be seen as one of the “landmark papers that inform
the development of alternative solutions” [10].
Nunamaker [10] describes these papers as proof-of-
concept research that define the class of problems with
“generalizable requirements for solutions to the class
of problems”. Ultimately, this proof-of-concept paper
derives requirements for an enhanced understanding
of the class of problems within the domain of IT
support and HI. Further, the results can be seen as an
exaptation [11] because possible solutions of HI,
which are often based on some kind of machine
learning algorithms, are already well developed. The
exaptation is also based on the holistic view of derived
new requirements and the approach to use HI in the
domain of IT support. Hence, we argue, that the
application domain maturity is rather low, while the
solution maturity of single components from other
fields is high. Finally, the requirements will be used to
design a scalable architecture that satisfies all
requirements based on rigor and relevance.

3. Deriving requirements from literature

3.1 Hybrid intelligence

All requirements from chapter 3 are indicated by
Ln where n is the number of the derived requirement
that is based on Literature. HI relies on combining
artificial and human intelligence [6, 7] to (a) relieve
and (b) support humans, and (c) to achieve higher
performance compared to the individual performances
of each actor. However, this form of human-machine
collaboration is scientifically underrepresented in IT
support and thus offers space for exploration.

HI is intended to leverage efficiency potential
(e.g., by using the strengths of an Al and humans),
leverage the complementary strengths of the IT
support staff and machines (e.g., when Al is uncertain

about a result and human intelligence is needed), and
relieve employees from monotonous work (e.g., for
simple tasks in IT support such as asking for a
hardware number and a user name) [6, 7]. We
formulate the first requirements to relieve support-
agents from simple tasks (L.1), support humans during
difficult tasks (L2), and achieve higher performance
with the system (L3).

A prerequisite for a successful Hl-based ISSHI is
aworking Al that performs a predefined task based on
a set of valuable data e.g., for supervised machine
learning algorithms. Whenever only little data is at
hand or data shifts are to happen often, HI approaches
are particularly valuable. Here, support-agents can
provide feedback on the results of the ISSHI and the
algorithm learns. One example of this is the human-in-
the-loop approach: Al learns from the human's input;
s/he takes the role of a teaching person, and the
machine extends its intelligence according to the new
annotated labels [7]. Accordingly, the system should
provide the ability for the IT support staff to give
feedback to the Al (L4)

In this paper, two main actors interplay with the
system. These are the (1) IT support staff, such as
general manager, knowledge manager, and support-
agents, and (2) the Al. However, the IT support staff
is at the center of consideration in the sense of a high-
road strategy. Actors that are out of scope are (3) the
users that ask for help when an error occurs and
(4) third-party developers that can extend the provided
services to the system. Due to the interaction of the
actors, the ISSHI can be seen as a socio-technical
system, and techniques from service systems
engineering can be applied [12].

To design the ISSHI as potentially scalable and
useable for a variety of companies, application
programming interfaces (API) can be used. They can
also improve architectural efficiency and increase
customer traffic [13]. By providing an API, IT support
departments can use offered services of the system,
build their personal frontend on the backend, or
integrate the services within their existing IT support
system. The system can also benefit from APIs when
it serves as a digital platform and enables network
market effects by facilitating the interaction between
the companies, the platform owner, and third-party
developers [14, 15]. Hence, we formulate the
requirement to use the API-first paradigm when
designing the system (L5).

3.2 IT-service management

ITSM are guidelines and practices to implement,
deliver, and manage IT services as a connector
between user and IT support [16]. An IT service can
be anything that an organization supplies support for,
such as hardware (e.g. notebooks, or servers), software



(e.g.: MS Teams), or cloud solutions (e.g. computing
power-as-a-service). Hence, the goal of ITSM is to
deploy, operate, manage, maintain, and optimize IT
services with processual, reactive, or proactive
approaches. ITSM can be seen as a bundle of best
practices. However, in this paper, we will focus
primarily on Hl-based approaches to support-agents
during day-to-day operations, reduce system
downtime, and increase the availability of IT services.
Widespread ITSM  frameworks are the IT
Infrastructure  Library (ITIL) and Microsoft
Operations Framework (MOF) [17]. In 2019, ITIL 4
was launched, and includes 9 principles, integrating
agile principles and cultural embeddedness of IT
across business units and customer feedback. The
fourth version aims to make ITSM more adaptable,
customizable, and flexible.

ITSM can lead to (1) improved customer
satisfaction [18], (2) higher service quality [18, 19],
and (3) higher efficiency due to standardization and
automation of processes [19]. Ultimately, the service
system should support the automation of processes
(L6) and the standardization of processes (L7).

3.3 HI & Al in the context of IT support

This section derives requirements based on
literature at the intersection between statistics, data
management, ITSM, software engineering, Al, and HI.
This study differs from other studies by providing a
broad perspective of requirements for a system for IT
support focusing especially on HI. As most of the
following requirements are derived from non-HI-
based literature it will be transformed according to the
specific use case when combining relevance and rigor
in chapter five.

The first requirement for the system is the
implementation of matching algorithms to recommend
potential solution material. With techniques from
information retrieval, natural language processing, and
data mining support-agents can retrieve knowledge
from previously solved tickets (L8) or from a
knowledge base (L9) based on their current ticket [2,
3]. This can shorten the processing time to find a
proper solution to the underlying issue at hand.

By implementing the automatic classification of
tickets, several issues can be resolved. First, the
classification based on a category tree can be
automated (L10) and support-agents are relieved from
classification work, which is currently a manual
process. This classification can be done with text
mining techniques [20], e.g., Naive Bayes or support
vector machine text classification algorithms. Besides
the reduced human effort, the automated classification
can decrease the resolution time, wrong
classifications, and can increase the accuracy of the

matching algorithms when combined with the
resolutions of the classification algorithms.

The routing to a team or specific support-agent is
often based on the classification of the ticket but can
also be based on specific written algorithms for this
specific task (L11). Wrong assignments and re-routing
tickets are thereby prevented and the time to fix an
issue can be decreased [4, 5]. This can either be done
based on pre-defined classes, the ticket history, or
social network models.

Data quality is of utmost importance when it
comes to services that are based on data. Whenever
solution material is retrieved from previously solved
tickets, they need to have high quality to help solve an
issue (L12) [3]. This can be achieved by detecting low-
quality textual data and separating it from the rest.
These techniques have been proven for product
reviews [21], crowdsourcing texts [22], and IT support
tickets [3]. A similar approach besides the textual
quality can be to assess the helpfulness [23] of a ticket.
All these approaches can benefit from HI with
continuous feedback from support-agents during the
operation of the system to train the algorithms.

Chatbots (and voice bots) can interact as the first
touchpoint with users in the IT support via natural
language interfaces [24, 25]. Increasing productivity is
one of the most frequently reported motivations to use
chatbots [26]. Hence, automizing tasks, especially
low-skilled tasks (L13), can (a) relieve IT support staff
from ongoing questions and (b) save money. A chatbot
also has 24/7 availability. However, several
requirements exist for the integration of a good chatbot
to the ISSHI. First, a chatbot needs good data at hand
to (a) understand the wusers and (b) answer
appropriately (L14) [27]. Therefore, the data needs to
be (a) easily integrated or (b) automatically integrated,
e.g., with APIs (L15) [27]. Second, creating a chatbot
needs to be fast and easy (L16), which can be achieved
if a no-code or low-code platform is used that allows
everyone with no programming skills to develop a
chatbot. Third, because the interaction with the IT
support is both emotional and factual [25], sentiment
detection should be integrated (L17).

4. Deriving requirements from interviews

Through the interviews, multiple requirements
became apparent that are in line with the literature. All
requirements from chapter 4 are indicated by En where
n is the number of the derived requirements that are
based on the expert interviews. Here, we present the
derived requirements that were approved by both,
support-agents, and management, with a minimum of
three people mentioning them.

An important factor to solve requests is the
know-how of support-agents. It became apparent that
specific support-agents specialized in a certain topic.



Due to this circumstance, the IT support is dependent
on this person, leading to issues as soon as s/he
becomes sick or leaves the company. Hence, an ISSHI
should prevent accumulating specific knowledge
centrally with one person (E1).

Expert knowledge can only be gained if
experienced support-agents share their knowledge
efficiently. However, there are many different systems
where support-agents can store knowledge, e.g., chats,
wikis, tickets, etc. The transfer of knowledge between
support-agents is often complicated because of too
many platforms and databases. To prevent the loss of
knowledge, the system should provide APIs to
centralize all sources of information in one central
database (E2). A widely used source is the knowledge
base in the form of wikis. However, the maintenance
of these knowledge base articles is often time-
consuming due to updates to new software versions or
the rollout of completely new hard-/ software. Hence,
the database of the system with its different sources
should be easy to update or should be updated
automatically (E3). Based on this database, to help
especially new support-agents gain knowledge,
potential solution material should be provided to them
(E4). Ultimately, by providing them with the solution
materials they can increase their knowledge and
experience and ultimately increase their productivity.
Hence, the system should match the solution material
automatically based on the current request (E5) due to
the enormous time pressure of the support-agents.

Nevertheless, when solution material is provided
by previously solved tickets, the documentation of the
tickets is of utmost importance. Following this, the
system should guide support-agents during the process
of documentation for the understandability and
comprehensibility of the solution (E6). The
completeness of the information is a major property of
a well-documented ticket. However, receiving
information from users can be very time-consuming.
To relieve support-agents from the task of manually
completing information and checking with users, a
chatbot could be used. This chatbot asks users about
missing information (E7) and thus saves time and
prevents incomplete documentation. Nevertheless,
incomplete, or poor solution materials could still arise
and already exist. Hence, an ISSHI should detect low-
quality solution material that is already stored/ will be
stored in the database (E8) and should separate it from
the high-quality solution material (E9).

Whenever support-agents open a solution
material, they struggle to identify the relevant parts
such as step-by-step solution, problem description,
failed attempts to resolve the issue, or description of
general data (operating system, software version, etc.)
because support-agents document their tickets

differently. For faster identification of the needed sub-
part of a solution material, the system should
automatically annotate these parts (E10) as well as
provide support-agents with the ability to manually
(re-)annotate them (E11).

To further improve the efficiency in
understanding the main issue of incoming requests,
support-agents asked for automatic summaries
whenever they receive new tickets. Therefore, the
system should automatically provide summaries of
requests (E12) for the support-agents.

To use potentials in automizing the process and to
support support-agents in the early stage of solving
and documenting a ticket, the system should provide
automatic categorizing (E13) and prioritizing (E14) of
incoming requests. Following the categorization, the
system should also provide automatic routing to
correct specialized teams/ support-agents that are
often based on this category of the ticket (E15). This
requirement especially arises as soon as major bugs or
problems occur that a support-agent is unable to solve.
In these cases, the system should recognize such major
problems and should route them automatically to the
development team (E16).

Since many IT support departments are
outsourced, and/or the company offers multiple
language support, support-agents often speak different
languages compared to their peers and customers.
Hence, the system should automatically translate all
sources, such as solution material and tickets, that
support-agents/ users interact with to their native
language (E17).

As with almost all Al-based projects the rollout of
such an ISSHI should support the staff instead of
replacing them (E18) due to acceptance of the system.
Hence, the IT support staff should be empowered to
decide themselves which processes are to be
automatized with chatbots because they know the
recurring and  time-consuming  tasks. Two
requirements arise: First, the staff should be able to
decide where to use chatbots (E19). Second, the staff
needs to learn how to program chatbots (E20), which
also changes the job profile. Additionally, we noticed
that support-agents prefer to use the same process
instead of learning a new one. Hence, the system
should consider the individual official and unofficial
processes of the IT support department (E21). This
requirement should be applied during all phases of
designing, piloting, and integrating the system within
the IT support ecosystem.

5. Requirements for an IT support system
based on hybrid intelligence

Based on relevance and rigor, the requirements of
the system are consolidated and presented in this



chapter. These requirements show what a HI-based
ISSHI requires based on literature and practice. Hence,
the presented requirements in chapters three and four
are combined and can be seen Figure 1. However,
these requirements should be implemented differently
depending on factors such as corporate culture,
available resources, management, and tech affinity.
One of the main goals of the introduction of an
ISSHI is to relieve support-agents from simple tasks.
Hence, the system should provide automatization of
processes to relieve support-agents from simple tasks
(R1). Here, the benefits of a HI-based approach can be
seen because support-agents choose which tasks to
automize while still relying on their main
competencies in solving complex and new tasks.
Nevertheless, the system should also provide the IT
support staff during hard tasks with help (R2). By
combining the analytical strengths of humans and the
capacity to compute loads of information with an Al
the hard tasks can become easier. However, the Al
may not deliver perfect results by default and data
shifts are likely to happen. Following, the system
should provide continuous support-agent-based
feedback to the Al (R3) to learn and to adapt to new
circumstances; the teaching-interaction between the
different actors human and machine is a central
component of the system. To train the Al and to make
use of all possible sources of knowledge the system
should be provided with APIs to support the
integration of different sources of data, and to support
manual/ automatic updating of data (R4). Chatbots can
increase the overall productivity of IT support and are
available 24/7. However, to build these chatbots,
support-agents should be provided a tool to easily
build them (R5) e.g., based on a no-code/ low-code
platform. As the chatbots can only be as good as the
data they rely on they should be provided with high-
quality data only (R6). Following, the built chatbots
should be updated regularly by the support-agents
regarding the ability to solve the issue they are
supposed to solve. Further, the support-agents should
decide themselves where to use a chatbot (R7) because
(1) they can decide best which tasks are reoccurring
and (2) humans are in the center of observation within
the HI-based system. Due to the high emotionality of
users when they face errors, the chatbots should be
provided with sentiment analysis (R8) to interact
emotionally correct with the users. This analysis can
be constantly improved with feedback from support-
agents and users to the Al. A specific ability of
chatbots over all three companies is to collect missing
user information (R9) because it is very time-
consuming when done manually by the support-
agents. Two possibilities arise: (1) The system
automatically detects missing information and the

chatbot immediately contacts the user or (2) a support-
agent detects missing information and delegates the
task to collect them. By manually triggering this
process the system learns to detect the missing
information  automatically better. A  general
requirement that applies to the integration of chatbots,
giving feedback to the system, and integrating the
system within the ecosystem is to design the processes
standardized and in line with the as-is processes (R10).
Following, support-agents should be provided with
help of the system wherever possible e.g., by
retrieving knowledge from all sources that are
available within the company (R11) such as
knowledge base articles, wikis, chats with peers,
product documentation, etc. As soon as these
knowledge resources are combined within one
database support-agents should be provided with
retrieved solution material based on the current request
they work on (R12) to support them during the time-
consuming process of searching for relevant solution
material. Such a Hl-based matching algorithm benefits
from feedback e.g., by evaluating the quality of the
match regarding the correctness of the topic from the
retrieved solution material. To support support-agents
further, the system should provide the category (R13)
and the priority (R14) of a ticket automatically. Here,
HI will be used to relieve support-agents from
monotonous tasks and to teach the Al when a category/
priority was predicted wrong by manually setting the
category/ priority correct. Tickets are often based on
the category and the priority. Hence, the system should
also provide automatic routing of tickets (R15). This
increases the first-time fix rate as well as the duration
until an issue is fixed because (1) the routing happens
immediately after a new ticket is created, (2) bugs will
be sent to a development team instead of a support-
agent, and (3) re-routing tickets will be decreased.
However, if the ticket was routed wrongly by the Al,
an experienced support-agent will correctly route the
ticket and the Al learns. Following, wrongly routed
tickets will decrease with the time the system is in use.
Data quality is of utmost importance when using HI-
based systems thus the data should continuously be
updated and maintained while only containing high-
quality information (R16). Following this, the system
should automatically detect low-quality data and
separate it from high-quality data. Through the HI-
based approach, these quality detection algorithms can
be trained based on feedback regarding the
information the IT support staff receives e.g., solution
material in the form of knowledge base articles and
previously solved tickets. To decrease the number of
low-quality data, support-agents should be guided
during ticket documentation (R17) to increase
understandability and comprehensibility. To further



increase the quality of tickets, the system should
provide them with automatic summaries (R18) to
understand the content of a ticket briefly. The HI-
based system learns from the feedback of the support-
agents that evaluate whether the content is
summarized correct/wrong e.g., with the feedback
form of thumbs up/ down. To identify the relevant
parts of solution materials such as step-by-step
solutions or problem description, the system should
provide them with annotations regarding these sub-
parts (R19). Here, the Al automatically identifies the
corresponding sub-parts and highlights them in colors.
If annotations were incomplete or incorrect a support-
agent can manually update the annotations and the
system learns from the feedback. In other words, the
support-agent not only corrects the annotations but
also trains the Al all at once. Due to outsourcing and
offering multiple language support, support-agents
should be provided with automatic translations to their
native language regarding all kinds of sources e.g.,
requests, previously solved tickets, knowledge base
articles, etc. (R20).

6. Evaluation and refinement

The requirements are based on the problem
statements of the 24 in-depth interviews and the
literature. We evaluated and refined the requirements
with a second interview series with five more
interviews. This series can be seen as an evaluation 1
according to [28]. Therefore, the requirements can be
considered as the input to the interview series. The
output are the justified and revised requirements based
on the problem statements of the IT support experts
and their additional comments. Applicability,
suitability, correctness, understandability, and
completeness were the evaluation criteria. In total one
requirement was revised, and four requirements were
added. Refined parts of the requirements can be found
in italics together with the added requirements in
Figure 1. After presenting the requirements, the HlI
approach was also presented to the experts which
received positive feedback due to putting the IT
support staff in the center of consideration. With this
point of view support-agents as well as the
management thinks that there will be almost no
resistance when such an ISSHI is rolled out in the three
companies. It became apparent that the combination of
artificial and human intelligence is seen as positive
because strengths will be strengthened, and the staff
can be relieved from monotonous work. However, we
identified minor doubts from the management
regarding the usefulness during the shakedown phase
when the system is rolled out within the companies
and the algorithms are about the be trained. Following,
during the critical phase of shakedown, the IT support
staff needs to give feedback to the Al to learn. By

providing the feedback the results will become better
and the system will be more powerful resulting in
more users. Hence, we added the requirement that the
IT support staff should be rewarded when giving
feedback to the system (R21) e.g., by using techniques
from nudging or gamification. This helps twofold:
(1) The Al continuously learns and (2) the support-
agents are motivated to use the system more often.

Requirements
from Literature L | Initial requirements with refinements
and Experts E

11,13, L6, L13, E18 R1: Provide automatization of processes to relieve agents from

simple tasks
L2, L3,E18 R2: Provide the IT-Support staff during hard tasks with help
L4 R3: Provide continuous agent-based feedback to the Al

R4: Provide the system with APIs to support an integration of
LS, L15, E2, E3, E4 different sources of data, to support manual/ automatic
updating of data, and to integrate third-party services
L16, E20 RS: Provide a tool to easily build chatbots for the IT-Support
L4, L14 R6: Provide chatbots with high-quality data
R7: Provide agents with the ability to decide where to use
chatbots

L4, 117 R8: Provide chatbots with sentiment analysis
€7 R9: Provide chatbots to collect m’l’srs(;\gjser information

E19

R10: Provide system with standardized processes based on the
as-is processes

L8, L9, E1 R11: Provide agents with retrieved knowledge from all sources
R12: Provide a matching algorithm to retrieve solution
material based on the current request

L7, E21

L4,18,19, E5

L4, 110, E13 R13: Provide an automatic categorization of tickets

L4,E14 R14: Provide an automatic prioritization of tickets

L4, L11, E15, E16 R15: Provide an automatic routing of tickets

L4, L12, E8, E9 R16: Provide database only with high-quality information

E6 R17: Provide agents with guidance to document tickets

L4, E12 R18: Provide tickets with automatic summaries

L4, E10, E11 R19: Provide solution materials with annotations of sub-parts

R20: Provide all sources with automatic translations to the
native language

iti requirements
R21: Provide rewards for IT-Support staff for giving feedback
to the system
R22: Provide data with pseudonym}zation according to general
data protection regulation
R23: Provide a cockpit overview to identify knowledge gaps of
agents based on routing
R24: Provide a personalized user interface

L4, E17

Figure 1: Refined requirements

Regarding completeness of the individual
requirements the R4 “Provide the system with APIs to
support an integration of different sources of data and
support manual/ automatic updating of data” was
refined. Support-agents asked for the ability to
integrate third-party services such as using a chatbot
within Microsoft Teams instead of building a new
platform because they experienced that users are more
responsive on Microsoft Teams compared to e.g., e-
mail and the integrated chat of the ticketing system in
use. Hence, the integration of widely used third-party
services in IT support was added. This also includes
other third-party services beyond chatbots within
Microsoft Teams. Here, requirement engineers need to
define the individual needs of support-agents within
their respective companies.

Whenever sensitive user data, (e.g. home
address ), are written down within a ticket, the system
should also meet the general data protection
regulation. As soon as data is stored on databases not
owned by the company itself, all sensitive user data
should be pseudonymized (R22).



Based on a manually triggered routing history of
support-agents an IT support manager can identify
knowledge gaps of their support-agents. To relieve
managers from this manual work, the system should
provide them automatically with insights for training
based on the routing history of support-agents (R23).
Finally, managers asked for a personalized user
interface for their own company to meet the corporate
identity, especially when communicating with
external users (R24). Overall, the requirements were
all understandable and correct for the interview sample
and we stopped the series after five interviews.

7. Discussion, limitation, and future work
This study used literature and in-depth interviews
for requirement elicitation of an ISSHI. Regarding the

retrieved requirements, we designed an architecture of
an ISSHI that can be found in Figure 2. It shows how

IT-S Suppon ecosystem compa

these requirements, scholars and practitioners can
build features for their ISSHI and continuously design
their own service architecture. While all the
requirements are specifically derived for IT support,
they provide deep insights into the design of HI-based
systems for similar domains. On the other hand, due to
the broad intersection of the presented literature
stream, some requirements from the IT support can
easily be adopted from related domains after adjusting
them to the Hl-based approach. Requirements not
based on HI are the general requirements (R1, R2,
R10), user interface (R24), and API design (R4).

The requirements show that the categories
classification (R13), chatbots (R5, R7, R8, R9), data
quality (R6, R16, R17, R22), knowledge base (R11,
R19) matching (R12), prioritization (R14), routing
(R15, R23), summarization (R18), and translation
(R20) can be based on HI. Possible services for the
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Figure 2 Designed architecture

the individual and existing IT support ecosystems of
the companies, which can be seen in the upper part
indicated by companies 1 — 3, interact with ISSHI.
Within the ecosystem of the individual companies
1 -3, the user contacts the IT support by different
contact channels such as online forms, telephone, or e-
mail, and the IT support with its different levels solves
the issue. Here, different databases such as knowledge
bases or previously solved tickets can be used to find
appropriate solution material for the issue at hand.

At all times, to support support-agents, the ISSHI
offers its services either (1) via personalized frontend
or (2) via backend functionalities directly by the API.
Because ISSHI integrates third-party services, the
companies do not need to program their own APIs;
these services are also callable by the same API of the
ISSHI. By calling the API functionalities or by using
the user interface, the services of ISSHI are called.

These services are the main functionalities which
are divided into several categories. These different
categories can be seen within the boxes in the middle
part of Figure 2. Here, the boxes describe the grouped
requirements from the previous section. Based on

category knowledge base could be (1) combining all
possible sources of knowledge such as training
documentation, previously solved tickets, and
knowledge base articles, to a central point of data to
make them easily machine-searchable, and (2)
highlighting specific parts within solution materials
such as step-by-step solutions and problem description
to decrease the cognitive load. Services for the
category data quality can be derived from the
requirements R6, R16, R17, and R22. Here, machine
learning algorithms can be trained to detect low- and
high-quality solution materials within all available
data. Further, another feature should separate the high-
from low-quality data. Consequently, to confirm to the
general data protection regulation, all data should be
pseudonymized by another service of ISSHI.

To increase the performance of all HIl-based
services, such as detecting low- and high-quality
solution materials and pseudonymizing data, the IT
support staff gives feedback (R3, R21) to the system.
Learning by feedback is in the center of all HI-based
services and is used to increase their performance.



This feedback can be gained in various ways e.g., by
correcting wrong predictions or giving direct feedback
to predictions. Following this, the system becomes
more intelligent, and the results will be better.
Ultimately, the system will be used more often due to
the increased capabilities which leads to more
feedback and enhanced learning of the Al. During the
critical shakedown phase, when the system is rolled
out and the Al has not gained much feedback, more
feedback can be gained if the staff receives awards or
is nudged.

By designing this architecture, a new platform for
IT support based on HI will be created by ISSHI.
Several actors benefit from it: (1) Users due to faster
response time and enhanced problem solving of the
support-agents. (2) Support-agents due to automatic
classification, prioritization, routing, translation of all
information to the native language, summarization of
tickets, solution material retrieval with annotation of
important parts, keeping data quality high, and solving
issues automatically by self-programmed chatbots.
(3) IT support managers due to increased efficiency of
the whole department and recognizing training needs
of support-agents automatically. (4) Quality managers
due to higher quality of knowledge base articles, and
documentations of tickets. Further, (5) different
companies can benefit from another by sharing
knowledge within non-competitive tasks such as
internal 1T support for their employees where
knowledge can be shared without any risk if the
requirements according to general data protection
regulation are met.

Future research will look at deriving more
requirements based on a systematic literature review
and implementing and piloting the ISSHI. We already
started with programming the first services and will
evaluate them based on the IS success literature in
combination with IT support specific evaluation
criteria such as first-time fix rate, duration to fix,
perceived usefulness, and perceived ease of use.
Finally, we plan to evaluate the whole system in action
design research. Considering the interplay of different
companies and a platform approach, we will explore
the possibilities for companies regarding knowledge-
sharing in non-competitive tasks and decentralized
learning of the HIl-based system. Further, different
feedback possibilities will be analyzed based on an
evaluation of the number and the quality of feedback.
Additionally, users will also be in consideration for
giving feedback to the Al. We hope to inspire other
researchers to further develop an ISSHI. The
architecture shall serve as a starting point for future
research directions.

The presented requirements for the ISSHI are not
free from limitations: The second interview series for

evaluating and refining the requirements was
relatively small compared to the first interview series.
The refinements and additional requirements would
likely be different. However, we selected a diverse
sample of all layers of IT support and stopped the
interview series because of conceptual saturation.
Nevertheless, we plan to evaluate the architecture and
first design principles with a bigger sample and will
also concentrate on further evaluating/ refining the
requirements. Second, the users of the IT support were
mainly not considered. Following, asking the users
about their perspectives could have led to different
requirements. However, for the maximum impact
regarding the IT support staff, we focused on support-
agents and IT support managers.

8. Conclusion

With an ever-increasing number of IT systems,
companies and their employees have to deal with,
high-quality 1T support that becomes a competitive
factor for companies. The corresponding IT support
organizations are faced with an increasing load of
support requests. Due to the constant influx of new
technologies, the types of support tickets are also
becoming increasingly heterogeneous. Downtime of
IT infrastructure and services poses a serious problem
for operations of companies since downtime can
quickly lead to high costs due to losing the ability to
act/ work. Hl is supposed to help in this context and to
increase knowledge sharing within the organization
while relieving the whole IT support staff from
monotonous work, with high customer satisfaction.
To derive the requirements and to design an
architecture this paper followed a DSR approach.
Literature in the intersection of Al, knowledge
management, information retrieval, ITSM, and
statistics, is combined with practice based on 29 in-
depth interviews with stakeholders of the IT support
from three companies.

Overall, the results of this paper contribute by a
set of rigorously derived requirements as well as deep
insights about challenges IT support stakeholders are
facing. Furthermore, an architecture of an ISSHI to
fulfill the broad requirements of the IT support staff
was presented. This architecture reveals multiple
fields for improvement and future research from a
practical and scientific viewpoint. Finally, this paper
shows how to combine artificial and human
intelligence in IT support to (1) use the strengths of
each actor, (2) teach the Al, and (3) increase IT support
quality.

In conclusion ISSHI systems are service systems
that integrate different resources [29, 30], which calls
for the design of future work systems [31] and opens
new avenues for modeling such complex resource
relationships [32, 33].
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