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A SUM GREATER THAN ITS PARTS: COLLECTIVE 
ARTIFICIAL INTELLIGENCE IN AUDITING
Advancing Audit Models through Federated Learning 
Without Sharing Proprietary Data

Artificial intelligence exhibits the potential to transform auditing by extracting in-
sights from large volumes of audit-relevant data. This article introduces federated 
learning, an emerging artificial intelligence learning setting. It outlines the integra-
tion of federated learning into practical audit procedures to gather collective intelli-
gence from various audit-relevant data sources while ensuring data privacy. 

1. INTRODUCTION
Advances in information technology, such as modern da-
tabase technologies, cloud computing, and the Internet of 
Things (IoT), have spurred organisations to digitise their 
business processes [1]. Consequently, the digital ecosystems of 
enterprises experienced significant growth [2]. This trend is 
often referred to as digital transformation and has resulted in 
a fundamental shift in how organisations manage and utilise 
information [3]. Modern Enterprise Resource Planning (ERP) 
systems record vast quantities of audit-relevant information 
across business processes, accounting ledgers and journal en-
tries [4]. This digital transformation has fundamentally al-
tered, and will continue to influence, the nature of digital 
audit evidence [5].

The unprecedented availability of data presents an oppor-
tunity for auditors to extract valuable insights from inter-
nal organisational data and external sources [6]. Audit firms 
are increasingly adopting artificial intelligence (AI) capable 
of learning sophisticated deep-learning-enabled audit mo
dels [7]. Essentially, such models serve as a structured reposi-
tory of knowledge acquired through learning from large vo
lumes of audit-relevant data. Once an audit model is learned, 
it can enhance the auditors’decision-making processes con-
cerning new and previously unseen data [8]. Recently, these 
models have been proposed for various audit tasks, inclu
ding journal entry testing (ISA 240, ISA 315 [9]), audit sam-

pling (ISA 530 [10]) and the analysis of disclosures (ISA 700, 
ISA 720 [11]). Figure 1 illustrates, for example, the application 
of a deep autoencoder neural network model [12] to identify 
anomalies within journal entry data [13].

At the same time, large audit firms often audit multiple cli-
ents operating in the same sector or industry [15]. Such “peer 
clients” are affected by similar economic and market effects, 
e. g. supply chains, policies or energy costs [16]. The accumu-
lation of specialised knowledge across clients offers conside
rable benefits regarding audit quality and efficiency. It en-
ables audit firms to learn industry-specific deep-learning 
audit models, for instance models tailored towards the fi-
nancial, automotive, or pharmaceutical industry [17].

Professional practice principles and regulatory frameworks 
mandate that auditors must preserve the confidentiality of 
clients’ data [18]. Nevertheless, auditors are generally not 
prevented from using proprietary client information to im-
prove the quality of their collective assurance services [19]. 
Learning specialised audit models would require centrali
sing sensitive data from various clients. However, such a cen-
tralisation increases the risk of substantial data breaches and 
unauthorised data access. Recently, it has been demonstrated 
that deep-learning models are vulnerable to “data leakage 
attacks,” e. g. attacks that extract sensitive or personally 
identifiable information [20]. In addition, audit firms have 
experienced significant data breaches or data confidentiality 
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incidents [21]. As a result, developing deep-learning models 
in auditing presents unique data privacy, confidentiality 
and security challenges [22]. The concept of federated lear
ning [23] has emerged to mitigate these challenges while still 
seizing the advantages of ongoing technological transforma-
tion. Federated learning facilitates:
	pThe collaborative learning of audit models across different 

entities, thereby leveraging the collective intelligence evi-
dent in various data sources.
	pThe preservation of the confidentiality of proprietary cli-

ent data as it negates the need for direct data sharing among 
participating entities.

Section 1 of this article introduces federated learning. Sec-
tion 2 promotes the idea of accumulating collective AI in au-
diting. Section 3 introduces the fundamental concepts un-
derlying federated learning. Section 4 delves into challenges 
related to data privacy, confidentiality and security in au-
diting. The results of an empirical study are presented in sec-
tion 5. Finally, section 6 concludes the article with a summary 
and outlook.

2. COLLECTIVE ARTIFICIAL INTELLIGENCE 
IN AUDITING
Auditors gain knowledge and expertise through exposure to 
diverse business scenarios and clients. This accumulation of 
experience allows to improve their skills. For example, an au-
ditor in the pharmaceutical sector gains a deep understan
ding of industry-specific financial irregularities, enabling 
her to improve audit effectiveness. A compelling justifica-

tion exists for implementing analogous knowledge accumu-
lation in deep-learning-enabled audit models. This metho
dology embodies the fundamental concept of collective intel-
ligence in internal and external auditing, where various 
entities, including business units or companies, collaborate 
to create more effective audit models.

Recently, there has been a growing interest in harnessing 
diverse knowledge when learning audit models [24]. Hoitash 
et al. [25] demonstrated that audit models incorporating peer 
client data yield better predictive results [26]. Similarly, the 
performance of deep-learning audit models improves when 
learned across various data sources. It exposes models to 
multiple scenarios and complexities, enhancing their accu-
racy and robustness. 
	p In internal auditing, auditors engage with multiple business 

lines, segments or regional offices in the same organisa-
tion(s). Internal auditors could leverage deep-learning to 
learn across the organisation and derive a holistic perspective 
of the organisational nuances, e. g. to mitigate risks and im-
prove audit effectiveness.
	p In external auditing, auditors engage with multiple compa-

nies in similar industries, jurisdictions or business environ-
ments. Audit firms could establish a deep-learning setup to 
learn across several audit engagements or groups of accounts, 
harnessing collective intelligence, e. g. to improve audit qual-
ity and efficiency.

In summary, the transition towards deep-learning augmented 
auditing calls for accumulating knowledge and expertise 
across multiple companies or business lines. The idea of fe
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Figure 1: ARTIFICIAL INTELLIGENCE-BASED ANOMALY DETECTION IN ACCOUNTING 
JOURNAL ENTRIES USING DEEP AUTOENCODER NEURAL NETWORKS [14]
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derated learning provides a pathway in this direction, aggre-
gating a vast range of audit experiences and promising more 
robust and reliable audit outcomes.

3. FEDERATED LEARNING IN AUDITING
The idea of federated learning, introduced initially in 2017 
by McMahan et al. [27], enables multiple entities to collabo-
ratively learn a collective deep-learning model under the or-
chestration of a central trusted entity [28]. To implement fe
derated learning in auditing, a distinction is made between 
central and decentral audit models [29]. The central audit 
model, maintained by a trusted entity such as an audit firm, 
is learned collaboratively by several decentral and collabora
ting entities, e. g. a population of audit clients. Each client 
maintains and learns a decentral audit model without sha
ring its proprietary data. Upon successful decentral model 
learning, the audit firm aggregates the knowledge of the de-
central client models into a central audit model. Figure 2 illus-
trates an example in which federated learning is used to 
learn a collective audit model based on the proprietary data 
of multiple audit clients.

A federated learning process commonly unfolds through 
six consecutive steps, ensuring both learning efficiency and 
data privacy [31]:
1.	 Central initialisation: The first step involves initialising a 
central audit model by the audit firm that forms the foun-

dation for further learning. Though not trained, this model 
establishes a starting point for the FL process, ensuring all 
participants begin with a uniform model structure and 
parameters.
2.	Selection: The audit firm identifies a set of clients to parti
cipate in federated learning. This selection is based on crite-
ria including, for example, the industry sector, company 
size, business characteristics or specific journal entry types, 
thereby ensuring the availability of a relevant and diverse 
data pool for model learning.
3.	 Broadcast: The selected audit clients receive the central 
audit model and a training program outlining the model 
parameter adjustment procedures. This step is fundamental 
for synchronising the model’s starting point across all par-
ticipants.
4.	 Local training: Each participating audit client computes 
their local data using the training program. This involves ad-
justing the client audit model parameters to fit the client’s 
data accurately. The critical aspect is that all computations 
must be local to ensure no data is transferred off the client’s 
premises.
5.	 Collection: The central audit firm collects the updated cli-
ent models upon training. These client models reflect the 
knowledge learned from each client’s unique data set. Audit 
clients unable to provide timely updates may be excluded to 
maintain process efficiency.

Figure 2: FEDERATED LEARNING OF DEEP AUTOENCODER NEURAL NETWORK MODELS 
FROM PROPRIETARY JOURNAL ENTRY DATA OF MULTIPLE AUDIT CLIENTS [30]
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6.	 Central aggregation: The final step involves the audit firm 
integrating the aggregated client audit models into the cen-
tral audit model. This integration enriches the model’s ac-
curacy and adaptability by incorporating diverse client data 
insights. The enhanced central model reflects the collective 
knowledge across the participants.

The federated learning process is inherently iterative, with 
steps 2–5 repeated multiple times to refine the central audit 
model and progressively accumulate knowledge. As learning 
progresses, the central model embodies the collective intelli-
gence of the participating clients. The individual clients can 
then audit their proprietary data using the central model. 
Figure 3 depicts the audit firm’s central model used by an in-
dividual audit client to audit its data.

4. PRIVACY-PRESERVING ARTIFICIAL 
INTELLIGENCE IN AUDITING
The shift towards deep-learning augmented auditing poses 
risks of violating existing regulations [33]. Especially with 
the integration of advanced deep-learning-enabled models 

in auditing, adhering to data privacy, confidentiality and 
security regulations is imperative:
	pData privacy considerations: Audit firms often handle data 

classified as “personal data”. This includes but is not limi
ted to, employee identifiers visible in journal entries or ge-
ographic details in customer master data. In certain ju-
risdictions, individuals are afforded the right to privacy 
and protection against the improper use of their data [34]. 
In this context, auditors examining their clients’ records 
are bound by specific legal obligations regarding data pri-
vacy [35]. Consequently, audit firms must comply with re
levant data protection regulations, particularly when han-
dling client data.
	pData confidentiality considerations: Audit firms are man-

dated to uphold the confidentiality of information obtained 
through professional client relationships [36]. This obliga-
tion of confidentiality for external auditors is articulated in 
specific legal provisions, which state that the external audi-
tor must protect the business secrets of the audited company 
in their assessments [37]. The auditor’s commitment to data 
confidentiality is often also reinforced under specific legal 

Figure 3: FEDERATED AUDITING OF A CLIENTS’ PROPRIETARY JOURNAL ENTRIES 
USING A COLLECTIVELY LEARNED DEEP AUTOENCODER NEURAL NETWORK MODEL [32]
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clauses [38]. Any breach of this obligation could result in a 
custodial sentence or a monetary fine.
	pData security considerations: Audit firms store sensitive client 

data when conducting detailed analytical audit procedures. 
This setup positions them as primary targets for cybercrimi
nal activity [39]. Data protection legislation exhibits specific 
regulations specifying data security requirements of legal 
entities [40]. Audit firms have to implement adequate techni-
cal and organisational safeguards to ensure data security. 
Non-compliance with data security regulations is subject to 
significant penalties.

In summary, auditors must protect the confidentiality of 
their client’s data and be mindful of the data shared and pro-
cessed during an audit [41]. A desirable objective would be to 
establish a federated learning setting that enables the accu-
mulation of audit-relevant knowledge from a diverse set of 
data sources without the need for data sharing or centrali-
sation [42]. 

5. CASE STUDY: JOURNAL ENTRY TESTING
An empirical study evaluated the federated learning setting 
to detect unusual city payments [43]. Throughout the study, 
an audit firm served as central coordinating entity, directing 
the learning process among a network of city departments. 
Each client iteratively learned an anomaly detection model 
on its proprietary data. The federated learning was simulated 
by the exchange of model parameters between the audit firm 
and the city departments rather than the actual data, thereby 
safeguarding data privacy.

The study utilised publicly available datasets resembling 
real-world journal entry line items. The datasets, sourced 
from the City of Philadelphia (USA [45]), the City of Chicago 
(USA [46]) and the City of York (UK [47]), provided varied con-
texts for the empirical evaluation. The three city payments 

datasets were randomly partitioned into city department 
subsets to participate in federated learning.

Deep autoencoder neural network [48] audit models were 
learned to detect city payment anomalies [49]. An autoencoder 
neural network generally defines a deep-learning model that 
learns to reconstruct its input. The model consists of an en-
coder and a decoder network featuring multiple layers of 
artificial neurons. Figure 4 illustrates a schematic representa-
tion of an autoencoder network. The autoencoder neural net-
work model learns characteristic patterns in the payments 
of each city, enabling efficient reconstruction of regular pay-
ments with minimal error. In contrast, anomalous payments 
exhibiting uncommon payment attributes or attribute cor-
relations will correspond to high reconstruction errors that 
flag deviations from standard patterns [50]. Eventually, the 
learned autoencoder audit model assists auditors in differen-
tiating between regular and anomalous payments.

In the study’s federated learning setting, experiments 
were conducted with one, four and eight collaborating city 
departments. The departments’ common learning objective 
was to identify two classes of payment anomalies:
	pGlobal payment anomalies that correspond to payments ex-

hibiting unusual or rare individual attribute values, e. g. 
rarely used vendors, contracts or posting times. Such ano
malies are often more industry-specific and possess a higher 
error risk. 
	pLocal payment anomalies that correspond to payments ex-

hibiting unusual attribute value correlations, e. g. rare co-
occurrences of departments, amounts and vendors. Such 
anomalies are often more client-specific and possess a higher 
fraud risk.

The federated learning setting demonstrated significant 
benefits for both anomaly classes. With more city depart-
ments participating, an increase in global payment anomaly 

Figure 4: SCHEMATIC STRUCTURE OF A DEEP NEURAL AUTOENCODER NETWORK 
AND EXEMPLARY PAYMENT RECONSTRUCTION [44]
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detection precision was observed. Specifically, the average 
detection precision across all datasets improved from 79 % 
with a single audit client contributing to the central model’s 
learning to 96 % when participation increased to eight city 
departments (refer to Fig. 5, left). At the same time, the study 
found a similar improvement in local payment anomaly de-
tection with a growing number of departments. The average 
detection precision across all datasets improved from 20 % 
with the involvement of only one audit client in the central 
model’s learning process to 26 % when participation in-
creased to eight city departments (refer to Fig. 5, right). In 
summary, the study underscored the practical benefits of 
federated learning in auditing, particularly learning from 
multiple data sources. As more city departments collaborate 
and contribute their model parameters (without sharing 

their proprietary data), the anomaly detection performance 
was noticeably enhanced.

6. SUMMARY AND OUTLOOK
This article outlined the idea of federated learning in au-
diting, an emerging learning setting that represents an ini-
tial step into an era of collective audit intelligence. Envision-
ing a future where auditors are equipped with advanced audit 
models, federated learning enables learning from a wide 
range of clients while complying with data privacy, confiden-
tiality and security regulations. These audit models, which 
are continuously evolving and enhancing their capabili-
ties [51], exhibit the potential to substantially advance the 
emerging paradigm of artificial intelligence “co-piloted au-
diting [52]”.� n

Figure 5: GLOBAL AND LOCAL ANOMALY DETECTION RESULTS ACROSS 
CITY PAYMENTS WITH VARIOUS NUMBERS OF COLLABORATING DEPARTMENTS
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