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ABSTRACT
System administrators (sysadmins) are key to keeping computer
networks safe. As networks grow in size and complexity, partial
workflow automation with the help of AI has been introduced to as-
sist them. However, AI-aided tools often lack transparency, which
may lead to the sysadmin’s reluctance to use the new software,
slower response time in case of a security breach, and increasing er-
rors. Related work suggests that the concept of social transparency
(ST), when applied to the IT-security context, enables peer support
and could provide the missing knowledge to the user facilitating
explainability of the system and improving human-AI trust. In this
paper, we investigate the profile of sysadmins and confirm that ST
can indeed yield benefits for them but only when coupled with
relevant contextual information and only when it adheres to the
sysadmins’ quality standards. Finally, we contribute design recom-
mendations for incorporating ST into the existing workflows of
sysadmins.

CCS CONCEPTS
• Networks → Network security; • Human-centered comput-
ing→ Collaborative and social computing theory, concepts
and paradigms; Scenario-based design; User centered design;HCI
theory, concepts and models; Empirical studies in HCI; • Com-
puting methodologies→ Artificial intelligence.

KEYWORDS
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1 INTRODUCTION
With an increasing number of services moving online, computer
networks are growing in size and complexity [13, 23, 75, 83]. As
a result, operating, monitoring and securing such large networks
becomes a challenge for system administrators (sysadmins) and
network operators (treated here as a subcategory of sysadmins). At
the same time, the number and severity of attacks have increased
dramatically in recent years [34, 48, 85]. A central and often dif-
ficult task for sysadmins is to have a full understanding of the
network. For this, the required information is commonly gathered
and visualised by a Network Management System (NMS) [44]. Yet,
usability issues in existing software solutions and growing demands
for broader knowledge and skills in the domain put a lot of pres-
sure even on seasoned professionals [24]. In addition, the passing of
knowledge and experience from competent experts to novices is not
commonplace and depends on the enterprise culture of an individ-
ual company. Naturally, there comes the need for a system solution
that could address these user needs: 1) Assist in securing large net-
works efficiently, 2) provide greater usability and user experience
to sysadmins, 3) support knowledge acquisition by the admins to
resolve issues in the network (both from external resources and
from experienced peers).

Intelligent AI-based user interfaces promise to fulfil some of the
stated needs by automating parts of the sysadmins’ workflow, yet
in reality often fall short in accomplishing the goal. The adoption
of such systems is well underway [16, 22, 53, 75, 84], with more
companies choosing to invest into advanced AI-based software
solutions [27], such as next-generation firewalls (NGFW), network
detection and response software (NDR), security information and
event management systems (SIEM) etc. [1–3, 26, 39]. Such products
focus on automatic threat detection through the analysis of devices,
users and their traffic, and prioritise security alerts to allow sysad-
mins to efficiently resolve conflicts and breaches within the system.
At the same time, transparency of these tools’ decision-making
processes is often sacrificed for the sake of convenience and effi-
ciency, compromising the overall user experience. Based primarily
on opaque AI algorithms, such as neural networks [22, 30, 81], these
systems make it difficult to understand how they achieved their
results [9, 42, 63, 76, 89]. This may lead to the user’s inability to
form a clear mental model of the system and decrease trust in its
output [49, 55, 70, 77, 100]. Trust is an important factor, especially
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in high-stakes scenarios: In the IT-security context, if the system
is compromised, the sysadmin in charge of the network is likely
to bear the brunt of responsibility for any losses associated with
the breach. As a result, the users might fall into one of the two ex-
tremes: Either distrust AI completely and refuse to adopt the system
entirely; Or choose to over-rely on the system, especially when over-
whelmed by the number of tasks at hand [60]. Both extremes are
especially undesirable in the context of network security. The lack of
understanding of the system contributes to poor usability. The lack
of transparency about the system and its output hinders knowledge
acquisition by sysadmins, and consequently its distribution. There-
fore in this paper, we investigate how the usability and transparency
can be improved to enable knowledge acquisition by sysadmins.

A recent contribution in the field of Explainable AI (XAI), the
social transparency framework (ST), could help to alleviate the
aforementioned concerns. Its authors, Ehsan et al. [32], propose a
more holistic approach to explainability by giving the users knowl-
edge about their peers’ past interactions with AI system. They argue
that the framework has the potential to increase transparency and
trust in the system, and provide other benefits to the users, also
in the IT-security domain. Motivated by the approach of Ehsan et
al. [32], we investigate:
RQ: If and how the implementation of social transparency can

improve usability and transparency in AI-based systems to
facilitate knowledge acquisition for system administrators?

To answer this research question, we conducted an expert study
involving 12 system administrators. They were presented with a
speculative design scenario involving a mock-up of an AI-based
intelligent firewall. Following the interaction with the scenario,
participants’ responses were collected, thematically coded, and
subsequently analyzed to derive meaningful insights. We found
that system administrators, or sysadmins, are generally skeptical
towards AI. This skepticism underscores the fact that trust in AI-
based systems must be earned and is not automatically granted.
Furthermore, sysadmins expressed a clear need to understand how
these AI-based systems operate. Importantly, we also discovered
that sysadmins can significantly benefit from social transparency,
enhancing their interaction with AI-based systems.

Overall, in this paper, we test the ST framework in the IT-security
context. We confirm the results of the related work and further ex-
tend them by contributing (1) an investigation of the profile of our
target audience and their attitudes towards AI-based systems with
a group of IT-security experts. (2) We investigate the sources that
sysadmins currently use to gather contextual information when
solving new problems. (3) We test the applicability of the ST frame-
work to the IT-security domain in a dedicated study. Finally, (4) we
propose design recommendations for incorporating ST into existing
workflows of system administrators to facilitate explainability of AI-
based systems and ameliorate some of the issues associatedwith this
type of automation. The recommendations are based on the knowl-
edge about how sysadmins solve the problems currently and based
on the feedback they provided on the framework during this study.

2 RELATEDWORK
Communication networks often lie at the core of several enterprise
workflows and offered services, hence constituting a vital part of

the corporate infrastructure. To ensure a smooth operation, these
networks are configured, maintained and secured by system ad-
ministrators (sysadmins), who are skilled and in some cases, highly
specialised IT personnel. However, the tool ecosystems (f.ex. NMS,
SIEM) they commonly use, are complex and prone to human er-
ror [29, 57, 99]. As shown by Maxion and Reeder [66], intelligent
user interfaces and user-centric design can help to reduce the like-
lihood of errors, even for complex security tasks [29, 57, 99], and
to aid sysadmins in handling large volumes of network data. To
that end in recent years, advanced ML marketed as AI, has been
incorporated more frequently into all aspects of communication
networks, primarily to cope with the ever increasing amounts of
processed data and its complexity [13]. New concepts like self-
driving networks [35] are also under development and promise to
provide their users a real-time control over the network to ease the
management efforts by operating in closed loops without human
intervention. And while AI-driven software solutions are becoming
more commonly incorporated into the sysadmins’ daily workflows,
their usability, effectiveness and acceptance by the users have so
far received little attention from the Human-Computer Interaction
(HCI) community.

2.1 HCI in IT-Security
HCI topics, such as usability, have been mostly overlooked in the
IT-security domain in general [24, 82, 87, 90]. Some early research
published between 2001 and 2007 investigated sysadmins’ user
profiles, their tools and practices [10, 12, 43, 47]. However, when
it comes to the more recent research, we encountered very few
studies pertaining to the subject. Sysadmins as a user group remain
largely neglected in HCI [90]. Several studies examined the UI de-
sign, use and effectiveness of command line interfaces (CLIs) and
graphical user interfaces (GUIs) [94] and their conceptional inte-
gration to improve performance [71, 72]. User-centred approaches
to designing and building visualisations for IT-security data were
explored by McKenna et al. [69]. A different study investigated
sysadmins’ existing workflows and strategies they use to resolve
conflicts in the network [98]. The admins’ behaviour and attitudes
towards updates of corporate software was the subject of a more
recent paper by Tiefenau et al. [87], while Dietrich et al. focused on
the users’ perspectives regarding security misconfigurations [29].
Another study conducted a literature review on usability of firewall
configurations [93], however discovered the "lack (or even absence)
of usability evaluation or user studies to validate the proposed mod-
els" [93]. The vast majority of papers we have encountered, however,
dealt primarily with novel methods for visualising the network ac-
tivity and status [7, 31, 67, 68] including vulnerability analysis [5]
and firewall rules configuration [54], as well as new ways of de-
tecting and displaying anomalous and malicious behaviour in the
network [21, 40, 41, 61, 62, 102]. Overall, not only is there limited
research pertaining to usability of network monitoring and security
systems, the few publications that offer usability guidelines and
UI design principles [24, 82, 90, 96] do not touch on the subject of
requirements for AI-based systems.

The effects of the existing HCI research gap in the domain are
further aggravated by the new challenges that the incorporation
of AI introduces to the field. While automating a lot of tasks, these
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systems often merely display their findings to a sysadmin, who
is burdened with the responsibility of the final call to action [56]
without understanding of the underlying system mechanisms and
information about them to support the user’s decision. As a result,
in case of failure, the system lacks explainability which leads to
users having little idea about the source of the issue and ways to
fix it, and thus, are less likely to trust the system’s output in the
future [58] or to rely on it.

2.2 Explainable AI (XAI)
An emerging discipline of explainable AI (XAI) aims to address some
of the transparency and trust concerns across different domains.
We believe, methods derived in XAI can be applied to IT security
as well. XAI is a fairly new interdisciplinary field that aims to
bring the background algorithmic processes of AI-based systems
to the forefront. The goal is to help to empower the users of such
systems with knowledge and understanding about the system and
its limitations, thereby establishing trust in human-AI assemblages
and providing control over the system and its results. No agreed-
upon definition of XAI exists as of yet [33].

XAI puts significant emphasis on the ability of the system to
explain its decision-making processes to the user. The majority of
studies so far have been proposing post-hoc explanation strategies
to help glean insights from the black-box models that are com-
monly used in AI-based software [32, 50, 64, 73, 86]. However, an
increasing number of researchers are making an argument in fa-
vor of a more holistic approach to explanations that incorporates
all stages of the decision-making process including the collection
and labelling of the data used to train the AI model [6, 32, 33].
In addition, XAI covers a variety of factors that contribute to the
users understanding of an AI system and their trust in it, such as
types of explanations appropriate for different user profiles, types of
human-AI interaction and levels of respective autonomy in human-
AI teams, the concept of trust, its various manifestations and factors
influencing its development [18, 49, 60, 101], and much more. In the
process of reviewing existing literature, we also discovered three
publications concerning XAI specifically in IT-security context and
focusing on explaining the system’s results in intrusion detection
scenarios [65, 86, 92].

And while XAI helps to investigate the more algorithm-centred
side of the human-AI interaction, it falls short of including contex-
tual information such as the socio-organisational context that is
usually not included in AI models [32]. Social context in the form
of peer support is an important resource for system administrators
even outside of the AI-mediated scenarios as it aids the admins in
decision-making, when their own knowledge and experience are
not sufficient [24]. However, AI automation in its current form adds
a new layer of uncertainty and opacity. It makes the availability of
social context imperative to the user’s ability to make decisions in
novel situations, to provide opportunities for sharing knowledge
among peers and a sense of shared responsibility.

2.3 Social Transparency Framework
There are different approaches to integrating social context in digi-
tal systems. Social navigation is one of the most established topics

in social computing that takes the natural human tendency to fol-
low other people’s cues when feeling lost [24, 28]. One could think
of it as a form of collective intelligence. The concept was originally
inspired by human behaviour in the physical world and applied to
information spaces on the web. However, the term has evolved to
not exclusively refer to the act of actual navigation but to also sig-
nify a type of decision-support mechanism [28]. Social navigation
is the way the system administrators usually engage with social
context in daily work. In practice, for sysadmins this often means
consulting colleagues and online forums, such as Stack Overflow,
to find remedies for the technical issues when facing them for the
first time.

ST by Ehsan et al. [32], as we see it, is the latest iteration of social
navigation. What sets it apart is its focus on AI-aided decision-
making. ST is a framework that concentrates on using the external
contextual knowledge about one’s peers’ interactions with AI to
increase the explainability of AI-based system and to aid the user
in making their own decisions. The approach is meant to address,
among other things, the issues of trust and lack of understanding
in the AI-supported decision-making processes, provide means to
incorporate external human knowledge otherwise not included in
the AImodel and share it among the peers. The approach could yield
great benefits for system administrators in particular. In the context
of networkmonitoring and security, ST could help alleviate the issue
of missing knowledge by consolidating information about the users’
past experiences with the system in one location and disseminating
the collective knowledge among peers. In doing so, the users could
have a form of legacy system to support their decision-making in
novel situations.

More importantly, ST could help the users to form a clear model
of the system’s processes and to cultivate what Lee and See called
"appropriate trust and reliance" on automation [60]. In their semi-
nal work, the authors argue that trust and reliance have a dynamic
closed-loop relationship where trust influences reliance and re-
liance affects trust in an automated system. Lee and See also argued
that instead of designing for greater trust, it is more sensible to
design for appropriate trust (and reliance) where the user can make
a more objective assessment of the system’s capabilities and decide
when and to what extent they should trust/rely on the automated
system in the process they called "calibration" [60]. To help the
users to make such an assessment, the authors stressed the impor-
tance of clearly conveying the capabilities of the automation to
the user by bringing its operation to light. However, as discussed
earlier this can be challenging due to opacity of AI algorithms. At
the same time, switching to a more transparent algorithm may be
undesirable in the IT-security domain as it may result in a decreased
performance/effectiveness and security of the system. This is where
ST could prove beneficial by providing information about the peers’
past interactions with the system and, therefore, increasing the
explainability of the system. This, in turn, could help the user to
form a clear mental image of the system’s capabilities and cultivate
appropriate trust and reliance on it.

According to Lee and See [60] in addition to trust, self-confidence
also influences the users’ reliance on automation. Self-confidence is
the person’s assessment of their own capabilities to perform a task.
The authors state that: "When operators’ self-confidence is high and
trust in the system is low, they are more inclined to rely on manual
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control. The opposite is also true: Low self-confidence is related to
a greater inclination to rely on the automatic controller" [59, 60].
It is worth noting that people on average have a tendency to be
overconfident in their abilities [37, 38, 59], and access to more
information may increase self-confidence even further [74] as cited
in [59]. And when the user’s self-confidence doesn’t correspond to
their abilities, it may lead to automation misuse [58, 59], meaning
errors and overall negative outcome. To that end, we believe ST can
potentially help to calibrate the user’s self-confidence by providing
information about their peer’s interactions with the system and the
resulting outcomes.

Similarly to the work by [32] in this paper, we focus our efforts
on qualitative evaluation of the ST framework but this time as
applied to IT-security domain. At the same time, we incorporate
quantitative measures to inform our qualitative results. The original
study only measured the user’s self-confidence. We extend the
method by incorporating the trust measure. We are particularly
interested in how ST affects trust and self-confidence, and as a
result the user’s reliance on the automated system.

3 STUDY METHODS
In this study, we aim to find out whether ST as a concept can be
applied to the domain of system administration, and if sysadmins
benefit from it. To answer our research questions, we conducted
a mixed-methods study. Our approach was inspired by Ehsan et
al. [32] and adopted their speculative design walk-through to the
domain of network security and monitoring.

3.1 Speculative Design Scenario
In choosing and designing the task for the study, we consulted ex-
perts to provide their opinion on the most appropriate scenario as
well as the insights that would make the speculative task believable
and authentic for participants. When considering the daily work-
flows of system administrators, the choice of a prototypical task
that all sysadmins would be familiar with proved to be challenging.
System administrator is an umbrella term for a host of specialisa-
tions that presume different duties and types of expertise from the
people performing the roles. As a result, system administrators’ re-
sponsibilities may include monitoring and alerting, user permission
and administration, software updates and installations among other
things. The exact role and duties depend on the company’s focus
and the size of its computer network. The larger the network is,
the more persons are involved in the task of system administration
and the more specialised the roles become, whereby staff members
divide the tasks. On the other hand, in smaller companies, it is not
uncommon for a single person to be overseeing all responsibilities.
The heterogeneity of the user group that we encountered, supports
previous studies [10, 12, 43, 90]. For the sake of clarity and sim-
plicity, in the context of our study, a sysadmin is a single person
performing the task.

It is also worth noting that in search of a prototypical task, we
focused on sysadmin workflows that would 1) benefit from AI-
automation with real-life examples already being put into practice,
and 2) would use AI as a decision-support mechanism requiring a
human input to make the final decision. However, for the reasons
mentioned earlier in the chapter we were not able to identify such

a task. As result, we chose the anomaly detection scenario centred
around an introduction of an AI-based intelligent firewall, as it
represents the most common type of automation currently on the
market. Our assumption was that most sysadmins would be familiar
enough with the general goals, mechanisms and consequences
behind the task, and with proper explanation would be able to
follow the scenario without comprehension challenges. To ensure
the participants’ full understanding of the scenarios, we included
a slide with the following background story before showing the
mock-ups:

Imagine you are working at a medium-sized company
as a system administrator and are responsible for over-
seeing the software of the computer system as well as
the network infrastructure, including keeping the com-
pany’s firewalls up-to-date and running. The company
has recently made new acquisitions and expanded its
operations. To help the system administrators inside
the company, i.e. your colleagues and you, to run the
network system smoothly, the company’s executives in-
troduced a new type of intelligent firewall solution. The
new firewall uses Artificial Intelligence (AI) to detect
anomalies in the network flow and alert you of potential
threats and intrusion attempts in the system. It also sug-
gests possible ways to resolve a conflict situation, which
you can choose to either accept/allow or override/block.
On one such occasion, the system detects an intrusion
and proposes the following solution.

Figure 1 shows the screenshots that were presented to the partici-
pants during the study. Before commencing the main experiment,
we conducted a pilot study to test the comprehensiveness of the
scenario and the overall procedure.

3.2 Study Procedure and Interview
We recruited 12 sysadmins serving as experts in our study. To ensure
an appropriate fit and level of expertise, we followed the definition
of sysadmins by Barrett et al. [10] to describe "those who use their
technical, social, and organizational skills to architect, configure,
administer, and maintain computer systems, including operating
systems, networks, security systems, infrastructure, databases, web
servers, and applications." This was done to recruit participants
who performed these tasks as part of their job on a regular basis,
regardless of their exact job title. We used social media networks,
university mailing lists, industry forums, and personal communi-
cation to recruit the participants. The participants did not receive
any compensation for taking part in the study.

Experiments were conducted via the Zoom 1 video conferencing
software, lasted about 45 minutes and were video-recorded with
the participants’ consent for further analysis. Figure 2 shows the
overview of the study procedure.

Through screen share the experimenter presented the scenarios
via slides that depicted a mock-up interface as shown on Figure 1.
We chose to include a static interface to eliminate any learning
curve that a clickable prototype could potentially result in and to
avoid any interference associated with it. Visual features were suc-
cessively added or deducted during the experiments by changing
1https://explore.zoom.us/de/products/meetings/
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Figure 1: The design of the UI mock-up for the two scenarios, with and without ST.

the slides. The design of the mock-up closely followed the descrip-
tion in the study by Ehsan et al. [32] and the 4W approach (Who?
did What? When? and Why?) - the constitutive element of ST as
shown on Figure 3. Who? corresponds to the information about
the person providing the comment, What? refers to the decision

the person took,When? conveys the exact date of the interaction
with the system, and Why? provides the reason for the person’s
choice of action. We used a within-subject design, and presented
each participant with two consecutive scenarios.

41



MUM ’23, December 03–06, 2023, Vienna, Austria Soroko and Savino, et al.

Figure 2: The overview of the study procedure. Before commencing the study, the participants received a consent form clarifying
the details of the study and their rights. Upon signing the form, the respondents received the link to a Zoom call where they met
the experimenter, and where the study took place. In the first part of the experiment, the experts filled out the demographics
questionnaire and then were presented with two different scenarios, either with or without ST. They were encouraged to think
aloud and verbalise their thoughts and opinions while confronted with the information they saw on the screen. After each
scenario, the participants filled out a questionnaire. A semi-structured interview was conducted at the end of the study.

Using a fictive task, sysadmins were confronted with the scenar-
ios where an AI-aided system detected an anomaly in the network
and recommended a course of action.In both scenarios, the system
displayed a "new connection" alert and proposed to continue al-
lowing access from the web server to an unknown device. It also
provided justification for its decision, i.e. information it took into
account. However, in one of the scenarios (ST), the system also in-
cluded information about the way the participant’s fictional peers,
other system administrators, in the company reacted in a similar
context in the past (when AI made the same recommendation). The
peers’ comments in this case are an example of social transparency.

Having familiarized themselves with each situation, participants
were asked to fill out a questionnaire that we describe in the subsec-
tion below. At the end of study, we conducted short semi-structured
interviews conducted in English and German to ask participants
about their thoughts on the ST framework and presented scenarios.
We also inquired about the way the interviewees went about find-
ing solutions to the problems they struggled with at work and the
resources they tended to reach to the most.

3.3 Questionnaire
In our study, we presented a 3-part questionnaire to the participants.
The demographics section collected the general information about
the participants’ age, gender, education, experience in network
security and technical knowledge about AI. The second section
contained three questions asking whether or not the participants
trusted the systems’ output based on the information provided,
what kind of action they would like to take in response to this
output and their confidence in their decision. We took the last two
questions directly from the original study by Ehsan et al. [32] modi-
fying them to suit the network monitoring context of the scenarios.
The third section forms the trustworthiness part of our question-
naire. Its individual questions are inspired by the work of Ashoori

and Weiz [8]. In line with their research, it covers the following
facets, borrowing individual questions from their work: Overall
trustworthiness, reliability, technical competence, and personal
attachment [8]. Appendix A shows the detailed overview of the
second and third sections of the questionnaire, which the partici-
pants filled out after familiarising themselves with each speculative
scenario (twice in total).

3.4 Methodology for Qualitative Analysis
To analyse the qualitative part of our data, we used reflexive the-
matic analysis (TA) method by Braun and Clarke [14, 15] as de-
scribed in [11]. We transcribed the recorded interviews using ot-
ter.ai 2 software and corrected the scripts afterwards to avoid tran-
scription mistakes. Two interviews conducted in German were
transcribed manually. The resulting scripts included think-aloud
protocol and semi-structured interviews. As a starting point of
the analysis process, two authors coded a representative sample
of 10% of the data in an open-book coding approach using Atlast
TI 3 software in line with Blandford et al. [11]. Through iterative
discussions, an initial coding tree was established, which was then
used by the two authors to code the remaining material. Any newly
added codes were discussed in the process. We followed the six
phases of thematic analysis as described by Braun and Clark [14, 15]
to structure our analysis process. The same two coders were in-
volved in the analysis to broaden the interpretation of the dataset.
Through iterative discussions, we grouped codes into candidate
themes, reviewed the emerging themes, and subsequently defined
and named these themes. This resulted in four themes which are
discussed in our findings.

2https://otter.ai/
3https://atlasti.com/de
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Figure 3: The 4W approach as applied to the design of the UI mock-up, based on the study by Ehsan et al. [32].

4 FINDINGS
Through the analysis of the interviews and the think-aloud pro-
tocols collected during the study, we developed four themes that
describe sysadmins’ user profiles, their existing workflows and chal-
lenges, their attitudes towards AI and opinions on the ST frame-
work: 1) Sysadmins are sceptical towards AI, 2) Trust in the AI-based
system must be earned, 3) Sysadmins need to understand the AI-
based system, and 4) Sysadmins benefit from ST. Below, we describe
our participant sample and discuss each theme in detail.

Participants. Overall, 12 experts participated in our study. Fig-
ure 4 shows a detailed overview of their profiles collected through
a demographics questionnaire. All participants identified as male
with youngest participant aged 27 and the oldest 59. The mean age
in our study group was 36.6. Over a half of the respondents (8)
reported to have received a Master’s degree or higher. The experts
current job description varied greatly and included the head of
campus network, the head of IT Backend Services, IT managers and
sysadmins to name a few. The average experience in the domain
was 11.6 years, with minimum at 2 years, and maximum experi-
ence at 34 years. The experts rated their overall familiarity with
network security 3.6 on average on a 5-point Likert scale from ’not
at all familiar’ to ’extremely familiar’. 10 out of 12 participants re-
ported having no prior experience with (semi-)automated AI-based
systems.

4.1 Sysadmins are sceptical towards AI
The most frequently recurring theme in our study is the sysadmin’s
general scepticism towards AI-based systems. Nearly all of our
participants mentioned that they would not "blindly trust AI", while
some were cautious to attribute too many potential benefits to AI:

"I wouldn’t just blindly replace something with an AI-
based thing. I’ve seen too many AI things out there in
the last five years to be a little sceptical about that." (P6)

This can be explained by a number of factors:
(1) The nature of the sysadmin’s training. Concepts such as

the principle of least privilege [51, 79, 80] and zero trust [19,
20, 34] contribute to the initial hesitation in adopting AI-
based solutions in network monitoring and security, and
make sysadmins an especially sceptical user group. The
principle of least privilege is one of the fundamental access
control postulates in information security where the users
(human and programs) are granted only those access permis-
sions they need to perform their tasks. Zero trust principle,
on the other hand, is a concept that assumes that no user,
network or activity is trustworthy to begin with, only when
verified.

(2) The feeling of responsibility. Indeed, several participants
explicitly mentioned feeling responsible for the system’s de-
cisions in case of a failure, especially in high-stakes scenarios.
Most admitted that when uncertain about the right course
of action, they would rather block a connection/access to a
device than to risk an intrusion or an attack on the network:
"It’s never a bad idea in practice to just be cautious." (P4)

It appears that ’better be safe than sorry’ is a common policy
among the admins.

(3) Lack of (positive) experience with AI-based systems.
Some participants cited their knowledge about AI algorithms
and expressed concerns that the system’s decisions may not
surpass that of a human user, or that the system might fail. It
is however, possible that since most of our users have never
encountered an AI-based system at their workplace their
lack of experience could have an added influence on their
sceptical attitude.

Scepticism aside, the experts we interviewed nonetheless
confirmed the admins’ need for automation at the workplace.
As we mentioned earlier, one of the greatest challenges in
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Figure 4: An overview of the expert participants’ demographic data.

network security and monitoring today is the rapidly in-
creasing volume of data and its complexity [13, 23, 75, 83].
It is difficult for the users to understand the incoming traffic
and safeguard the network from malicious activities, as it
requires time and significant human resources. With the
exception of 2 participants, the experts we spoke to did not
have any form of automation present at their workplace. The
participants agreed that some level of automation would be
welcome to help them to deal with repetitive basic tasks with
low risk:
"Simplifying the process is always good, especially in a
dynamic environment, like ours. Here, we have a lot of
people coming and going, and people bringing their own
devices, people changing devices. And I don’t know what’s
going on! People create test beds, deconstruct test beds,
reuse devices and so on. So it’s always chaos, essentially. I
would be really glad if some sort of system could automate
at least the obvious choices. That would simplify my life
significantly." (P4)

4.2 Trust in the AI-based system must be earned
Connected to the previous theme is the idea of developing trust
in the system (any AI system). Throughout the interviews, we
observed that the participants were to a varying degree reluctant to
trust an AI-based tool initially, but thought it possible to establish
such a relationship. When asked about factors that could facilitate
and accelerate the process, the vast majority of the experts reported
that they would prefer to test a new system first to observe its
performance over time:

"So, probably what I would do if I were to adopt such a
system is to sort of let it run in parallel for quite some

time before I start to blindly trust the system, let’s say."
(P4)

Some mentioned that they would run a more established system
they knowwell in parallel to compare the results, while the majority
would spend some time verifying the system’s decisions themselves
to make sure it operated as intended. Naturally, consistency of the
system’s decisions and their quality seemed to heavily influence the
admin’s assessment. One of the less commonly cited, but interesting,
factors was the similarity between the system’s decisions and those
of the user. It appears that if the system’s decisions confirmed the
user’s own thinking, the user would trust the system more. This to
some extent can be explained by the users’ general tendency to be
overly confident in their own abilities [37, 38, 59]. We see this as
an important avenue for further investigation, as overconfidence
in one’s abilities can lead to errors and compromise the safety of
the system. Colleague’s recommendations would also reportedly
influence the admin’s decision to use the software, although the
users would still prefer to decide on their own in the end.

Another commonly mentioned factor that would influence the
development of trust in the AI-based tool was risk level. All experts
agreed that in a high-stakes scenario where the gravity of conse-
quences in case of failure is significant, they would be especially
distrustful and cautious of the system’s decisions and recommenda-
tions, and would want to have an input when choosing the course
of action:

"So what degree of automated response is acceptable?
What’s at stake? Here somebody cannot access the web-
site. Oh, my. And if it were like, okay, we would turn
off the oxygen at the hospital, I would say no, no, let’s
have some human decision making here." (P6)
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On the other side of the spectrum are of course, low-risk scenarios
where some participants admitted to be likely to rely on the system’s
decision for speed’s and convenience’s sake.

In addition to factors mentioned above, some experts we in-
terviewed noted other aspects that could affect their judgement.
Although cited less frequently, some respondents mentioned that
the results of their personal research about the software would be
a decisive factor, including technical information about the system,
how well the software is established on the market and how rep-
utable the manufacturer is. One of the participants stated the need
for the system to provide feedback in case of failure to provide
more transparent communication to the user.

4.3 Sysadmins need to understand the AI-based
system

One of the central arguments of this paper was an explainable sys-
tem as a prerequisite for secured network. Our interviews with
the experts confirm that: The majority of the participants wished
to "make an informed decision". The need for contextual informa-
tion was the most commonly recurring topic and referred to two
categories of information, the data and documentation that the
admins normally have access to and the new information about the
AI-based system. To be more precise, the admins expected to have
access to

• Technical data about devices in the network,
• Connection history,
• And other relevant contextual information

regardless of the type of system at hand, AI-based or not. How-
ever, in the context of an AI-based tool, the experts stressed the
importance of obtaining additional details, such as

• System specifications (f.ex. information about the AI algo-
rithm and data it was trained on),

• Data parameters that influenced the system’s outcome (in-
cluding f.ex. confidence score),

• And information about the system’s past performance (f.ex.
past system logs and tickets).

Access to such information is meant to help the admin in a chal-
lenging situation, especially when they are unsure about the course
of action suggested by the system.

However, more information doesn’t equal better explainability
or understanding, and our participants stressed the importance
of having access to quality relevant information and wished for a
more convenient way of gathering it. Several experts suggested a
form of consolidated knowledge base where AI could help locate
the necessary data:

"So essentially the tool has to provide convenience, right?
It has to kind of be like a centralised knowledge space
for you. Not just, you know, detecting something, but
also providing you enough information so that you can
make the right decision yourself essentially." (P7)

In their current situation, the admins we interviewed reported
reaching out to a broad range of resources, including the more un-
usual ones, like YouTube and Reddit. Google was the second most
cited resource after colleagues. Among other resources that the re-
spondents mentioned during the study were GitHub, forums, other

experts, IT-security consulting firms, Google Scholar, resources
collecting known vulnerabilities and the latest exploits, books and
magazines, as well as product support.

Although the majority of the experts reported being satisfied or
mostly satisfied with the resources they have, they also mentioned
that in case of AI-based system, they would require additional infor-
mation about the system’s decision-making process. The majority
showed opposition to AI based "black-box" models. As one of the
respondents put it:

"To some degree, I’ll have to be able to explain the deci-
sion that I can sign in the end." (P6)

As stated earlier, several experts explained their need for such
information by sense of responsibility and arising lack of trust
when they could not know how the system arrived at its output,
especially in high-stakes scenarios. We come to the conclusion that
while the admin’s current goal is primarily to understand their
network, with the introduction of AI into their workflow, the users
also need to understand the system in order to understand the
network.

4.4 Sysadmins benefit from ST
When introduced to the ST framework in our study, the majority
of participants reacted positively and thought that the concept,
depending on its implementation, could provide benefits to the
sysadmins. The experts found it especially helpful in situations
when the information provided by the system was limited similarly
to the no-ST scenario in our study. One of the participants noted:

"It was helpful for me, the information from the three
persons. It helped me to make the decision." (P8)

Several experts pointed out that ST can provide useful means of
communication and passage of knowledge among colleagues. Espe-
cially in large companies with vast networks, it becomes difficult to
know and to contact one’s peers, let alone to have access to them
when they leave the company:

"That’s actually very important to know what other
people have done, keeping track of that. And given a
network of this size here, that would be very valuable,
because a lot of that, you can’t communicate through
normal means." (P6)

Our participants thought that having peer information in the system
could make it more readily available and reduce time and effort
when trying to contact and acquire additional information from
peers.

It is worth noting that colleagues appear to be the most cited
resource of external knowledge for the admins, although not just
any colleagues. Indeed, we discovered that the mentions of peers
by far surpassed those of online resources when talking about
the resources that the participants tended to reach out to when
unable to solve issues themselves. However, colleagues’ reputation,
expertise and experience played a significant role when it came
down to asking for advice and trusting it:

"If I know that I have a colleague who is expert in this
domain, then I’ll ask them. If I know that, I have no
person who has much experience in that, I won’t ask a
colleague." (P7)
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Interestingly, one of the participants mentioned that experience
sometimes could be a disadvantage in situations when a more
creative approach was required. They suggested that people with a
lot of experience might be more "conservative" in their thinking.

Mirroring the scepticism towards their peers in real-life, the
majority of the respondents voiced their concerns about the credi-
bility and trustworthiness of the peers in ST context and as a result,
helpfulness of their comments. Some drew parallels with online
platforms and social media sites, where the user’s credibility is hard
to determine. To mitigate this issue, some suggested a rating or an
up-vote system, similar to online platforms like Stack Overflow.

In addition to credibility, the study participants brought our
attention to the need for certain quality standards for the peer
comments to adhere to. First of all, the comments have to be relevant.
One of the criticisms we received from the participants is the lack of
clarity about what a ’similar’ situation meant in the context of past
peer comments, as implemented in our study. The experts wished
for the comments that the system presents to be very closely related
to the situation at hand and come from within the company. This
means not simply past instances based on the same type of error,
but based on the same IP address in question, for example:

"The comment would need to be associated closer to
what the actual situation is, and not just say ’there was
a device that wanted to connect, and I blocked it or not’.
But like, maybe I can filter [the comments] by substring
user agent, or whatever, and then see all the previous
decisions that have been ever made for this kind of user
agent string, or this IP range, or this scale IP location
or whatever. So that I have more context and not just a
giant list of things that I don’t know how relevant they
actually are." (P3)

The experts also wished for the comments to be more "technical"
or even have direct links to the tickets, logs and other relevant
information. In general, technical information relevant for the cur-
rent alert was valued more than peers’ comments, and even in the
scenario with ST, the participants wished for more information.
This, however, can be explained by the design of the UI mock-up
used in the study, which did not provide access to the resources
that the admins might usually use.

Perhaps, the most surprising outcome of the expert interviews
was the sentiment that ST could be potentially dangerous. Our par-
ticipants explained it by their suspicion that some of their colleagues
would follow the recommendation of another person without dou-
ble checking the sensibility of their comments:

"When you see that they just allowed the traffic, then
you instantly think ’well, it can’t be that bad, right?’.
So, pressing ’allow’ is much faster, and I’m afraid that
you don’t really form your own decision anymore and
don’t look closely at the problem." (P2)

They feared that especially in the cases when the user is closely
familiar with the person providing the comment, they might over-
rely on their opinion and take the "if they say fine, it’s fine" route.
And if the colleague’s past actions were wrong, the respondents
feared that over-reliance could lead to a new mistake. Either way,
ST can certainly influence the users decisions.

When it comes to potential benefits of ST, the experts mentioned
a few other interesting aspects. One of the participants pointed
out that the peer comments "made him stop and think", whereas
without them he would have just allowed the connection. Another
participant mentioned that ST comments could be used as an input
for training the AI system further and improving its performance,
and as a way of assessing its "learning" outcomes. One of the less
expected benefits that the experts brought up was the possibility
of using ST for team management. It was suggested that the peer
comments could be useful in assessing the skills of the team mem-
bers and "identifying biases", and therefore, signalling the need
for additional training when the team’s abilities didn’t meet the
requirements.

5 QUANTITATIVE RESULTS AND
RECOMMENDATIONS

This section reports the results of the questionnaires that partici-
pants filled out during the study. All results, where possible, have
been statistically analysed using R to investigate whether sysad-
mins changed their decision based on the ST information and how
their self-confidence and trust were affected by the ST information.
Effect sizes were calculated according to Robertson et al. [78]. It
is important to note that many of the Likert scale results include
ties, which makes the results of the Wilcoxon signed rank test with
continuity correction less stable and can also result in an inflated V
statistic which in turn inflates the effect size.

We compare the two experiment conditions in the following
sections. We use the following abbreviations to differentiate them:
Social Transparency (ST), describes answers to the questions that
were given after seeing the scenario with the social transparency
comments; Conversely, no Social Transparency (no-ST) refers to the
answers to the questions that were given after seeing the scenario
without the social transparency comments.

5.1 Impact of Social Transparency on
Sysadmins Decision Making

Participants answered whether they trusted the system’s output
based on the information provided with either ’Yes’, ’No’, or ’Not
sure’. For the no-ST group, 6 participants answered ’Yes’, 3 ’No’,
and 3 ’Not sure’. The answers changed for the ST group showing 7
answers for ’Yes’, 5 for ’No’, and 0 for ’Not sure’.

After commenting on the trust, participants were asked to decide
if they would follow the system’s advice or override the recom-
mendation. In the no-ST group, 3 participants would have followed
the advice, while 9 would have overridden the recommendation. In
the ST group, this changed to 7 participants following the advice,
versus 5 overriding it.

When asked to rate their confidence in their decision on a five-
point Likert scale, the no-ST group rated their confidence at a
median of 3.5 (𝑚𝑒𝑎𝑛 = 2.83, 𝑠𝑑 = 1.34). The rating improved for the
ST group to a median of 4 (𝑚𝑒𝑎𝑛 = 3.58, 𝑠𝑑 = 1.16). A Wilcoxon
signed rank test with continuity correction found a significant
difference between the two groups (𝑉 = 28, p-value = 0.0177, r
= 0.532).
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Figure 5: The median of all answers to the trustworthiness questionnaire by [8] for both scenarios.

5.2 Trustworthiness
The results of the trustworthiness questionnaire are presented in
Figure 5 and Appendix B. This section reports on the four questions
that showed significant differences in the answers of participants.
The remaining seven questions did not show any significantly differ-
ent answers. Participants in the ST group found the decisionmaking
process more trustworthy (𝑉 = 32, p-value = 0.0418, r = 0.436)
rating it at a median of 3 (𝑚𝑒𝑎𝑛 = 2.67, 𝑠𝑑 = 0.89) compared to the
no-ST group rating it at a median of 2 (𝑚𝑒𝑎𝑛 = 2.08, 𝑠𝑑 = 0.67). To
the question whether they were confident in the decision-making
process and felt that it worked well, participants in the ST group

gave a higher rating at a median of 3 (𝑚𝑒𝑎𝑛 = 2.67, 𝑠𝑑 = 0.98),
rating it significantly higher (𝑉 = 15, p-value = 0.0477, r = 0.454)
than the no-ST group who gave a median rating of 2 (𝑚𝑒𝑎𝑛 = 2.17,
𝑠𝑑 = 0.94). Participants in the ST group were significantly less wary
of the decision making process (𝑉 = 0, p-value = 0.0147, r = 0.535)
with a median rating of 2 (𝑚𝑒𝑎𝑛 = 2.33, 𝑠𝑑 = 1.15) compared to the
no-ST group with a median rating of 3 (𝑚𝑒𝑎𝑛 = 3.08, 𝑠𝑑 = 0.79).
When asked if they liked this decision-making process, participants
in the ST group gave a significantly higher rating (𝑉 = 28, p-value

47



MUM ’23, December 03–06, 2023, Vienna, Austria Soroko and Savino, et al.

= 0.0147, r = 0.535) at a median of 3 (𝑚𝑒𝑎𝑛 = 3.08, 𝑠𝑑 = 0.79) com-
pared to the no-ST group with a median rating of 2 (𝑚𝑒𝑎𝑛 = 2.42,
𝑠𝑑 = 0.79).

5.3 Design Recommendations for ST in
IT-security

Through combining the qualitative insights from the interviews
and the quantitative results from our questionnaires, in this sec-
tion, we derive five recommendations for improving the design
of ST for the IT-security context. Generally, the experts reported
to like and to be more confident during the decision-making in
the ST scenario, and at the same time, appeared to also be less
wary of it. We saw an increase in self-confidence and confidence
in the the decision-making process after seeing ST information.
This is in line with earlier works suggesting that access to more
information results in higher self-confidence [59, 74]. In the case
of our study this could be attributed either to the overall more
information available to the users and/or to social validation and
the sense of shared responsibility based on the peer’s past deci-
sions. While the respondents tended to consider the ST scenario
more trustworthy, they reported the need to change a few aspects
about the decision-making process to make it more thorough and
trustworthy in both scenarios. Furthermore, during the interviews
we learned that experts, although generally favourable towards
ST information, wished for it to adhere to certain requirements
to be useful. They emphasised that ST can be a valuable addition
to their workflow but access to the relevant technical information
is a priority. Finally, the experts’ cautious attitude towards no-ST
scenario can be explained by the overall lack of information about
the system’s background processes and the incident.

Based on our findings, we propose the following recommenda-
tions for incorporating ST into the sysadmin’s workflow:

5.3.1 Peer comments need to adhere to a standardised structure.
When providing information about the peers’ past interactions
with the system, it is crucial to have a standard for the structure
and content of the comments. On a broader level, in addition to
providing details about the past alert, the system’s recommendation
and the outcome of the incident, we suggest incorporating the 4W
(Who? did What? When? and Why?) approach described by [32].
We advise then to include the following information:

• Description of the system alert and its recommendation,
• The person responsible for handling the incident -Who?,
• The final decision taken by the responsible person -What?,
• Date and time of the past incident -When?,
• Reasoning behind the responsible person’s decision - Why?,
• The outcome of the decision if known.

5.3.2 Peer comments have to be relevant. Comments need to be
closely connected to the current issue that the sysadmin is handling
at the moment. While information on the same type of alert may
be useful, information on the same device will be more actionable
and should be favoured. The closer the parallel between the past
and the present incidents is, the more likely the past solution is to
fit the new problem. This will also make it easier for the sysadmin
to find a better, more suitable solution in case a mistake was made
previously.

5.3.3 Peer comments should link to past incidents. While adherence
to a standard structure and relevance of the comments are crucial,
it can be difficult to include every technical detail in a relatively
short text block such as a peer comment. At the same time, the
comment itself may contain a more subjective information such as
personal interpretation or a guess that the admin should be able
to verify or investigate. For that purpose, links to the data of the
corresponding past incident should be included.

5.3.4 Peer comments should include people’s qualifications. In other
words, comments may provide details about the person behind
the comment, such as their position in the company, expertise
and experience. This may help the admin to assess the validity
of the comment. At the same time, we suggest approaching this
recommendation with caution, as this type of information may also
bias some users and discourage them from judging the content of
the comments more objectively.

5.3.5 Users should be able to provide feedback on peer comments.
To some extent, feedback on the usefulness of a comment could
help offset the bias mentioned in the previous suggestion associated
with the peers’ qualifications and experience. Even experts make
mistakes. The feedback can then be added in a form of another
comment, or through a rating system similarly to platforms like
Stack Overflow, where the comments can be up-voted by the users.

With the list above we present five design recommendations
for applying ST in IT-security . While this list is not exhaustive, it
opens up a conversation on the role of ST in AI-based systems in
the IT-security context. When properly designed and integrated,
ST can be useful in facilitating explainability of AI-based systems
introduced to the sysadmin’s daily work. Especially when the the
system’s decisions are difficult to explain, as is usually the case
with "black-box" models, ST could help sysadmins to understand its
underlying mechanisms. This would provide the users knowledge
about what the system can and cannot do, and help the admins to
adjust their expectations about the software and assess the amount
of input needed from their side. Being able to adequately evaluate
the system’s capabilities would leave less room for unwanted sur-
prises, and the users would feel in greater control of the system
and the network. ST has the potential to facilitate some of this
control by encouraging the knowledge exchange among peers and
integrate the human element into the security system.

6 LIMITATIONS AND FUTUREWORK
In this paper, we used a speculative scenario to glean more insights
into the profile of our end users, sysadmins. At the same time, we
measured reported trust and self-confidence of the participants
in regards to a prototypical system taken out of the real-world
context where external factors like time pressure could have had a
significant influence on the participants’ response.

When it comes to measuring trust, we focused our attention on
the users’ self-perception in our study, and did not consider other
contributing factors that could have affected our results, such as ac-
curacy of the system’s suggestion. Trust as a concept is still subject
of debate, even when it comes to the definition [36, 60], let alone
ways of building, measuring and reporting it [17, 46, 52, 88, 91, 95].
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To complicate the matter, it has been shown that trust is dynamic
and can change over time [25, 45, 60]. Many researchers have been
arguing in favour of shifting the focus from turn-based interactions
with AI systems to continuous interactions [97] that are far more
representative of the real-life situations and organisational struc-
tures, and allow to capture the user’s behaviour more accurately.
And although these are valid concerns, the effects of continuous
interaction cannot be studied in a speculative scenario in a satisfac-
tory manner, and are therefore, out of scope of this paper.

One of the avenues for further research is investigating the
factors that could affect trust and reliance in AI-based systems
with ST component, such as the quality of peer feedback, personal
familiarity, or the aspects like professional standing of the peers
and their experience. There already exist research on the ways
the users determine a source credibility online and the effects of
social engineering on their decision, especially in the context of
social media [4]. It is possible, for example, that in a situation
where the user is closely acquainted with their peers, their personal
relationship could potentially cloud the judgement of their peers’
comments and lead to undesirable consequences. Considering such
factors and their influence on the effectiveness of the ST approach
can prove instrumental in building secure and beneficial decision-
support systems for sysadmins and other user groups.

7 CONCLUSION
This paper presents our investigation of system administrators as
target users in the context of (semi-)automated AI-based systems.
We examine the admins’ profiles, their current workflows and atti-
tudes towards AI-based systems and the challenges associated with
their introduction into a traditional user workflow. We also test
the applicability of the ST framework to the domain of network
monitoring and security as a possible way of addressing some of
the users’ concerns, especially those pertaining to explainability,
and appropriate trust and reliance in AI-based systems. Our results
show that the ST framework can be applied to the IT-security do-
main and received favourable feedback from the group of experts
we interviewed.

However, while ST has a great potential for assisting sysadmins
in their daily tasks, this type of intervention alone cannot solve
all trust and reliance issues in the IT-security domain associated
with automation. While trust is a multifaceted issue and has many
contributing aspects, the sysadmins’ common sentiment is that AI
has to earn the user’s trust. Nonetheless, ST can be a step towards a
more holistic approach to explainability in AI-based systems and a
way to assist in knowledge acquisition and sharing among the peers.
Furthermore, although not exhaustive on its own, ST can yield
benefits in combination with other supporting factors to provide
greater control over the system to the users and facilitate their
decision-making processes by helping them to form a clear mental
model of the system. As understanding not only the network but
also the system becomes the primary goal of the users, we believe
that ST can assist in introducing AI into the sysadmin’s workflow.
With this work, we contribute a first set of recommendations to
facilitate this introduction. Still, more HCI research is needed in the
domain of IT-security in this respect and we hope that our work
will initiate further discussion on this topic.
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A STUDY QUESTIONNAIRE (PARTS 2 AND 3)

Figure 6: The questionnaire used in the study.
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B RESULTS OF THE TRUSTWORTHINESS QUESTIONNAIRE

Figure 7: The participant responses to the trustworthiness questionnaire by [8].
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