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Abstract 

The rise of cryptocurrencies is transforming how consumers trade, purchase, and pay for products. 

The current work explores how cryptocurrencies used as a payment method shape consumer-firm 

interactions. Through one large-scale pilot study, four experiments, and one field experiment, we 

demonstrate that consumers perceive cryptocurrencies as a riskier payment method compared to 

traditional payment methods. We introduce the Payment Method Technology Risk Transfer and 

demonstrate how this heightened risk perception, induced by a payment option, subsequently 

increases consumers’ perceived interaction risk when engaging with the same firm. These risk 

dynamics negatively impact and ultimately erode consumers’ evaluation of the firm offering the 

payment method. We further demonstrate two essential boundary conditions: When firms actively 

communicate the privacy benefits of cryptocurrencies as a payment method or when the firm has a 

higher baseline trust with consumers, the adverse effects of cryptocurrencies as a payment method 

are reduced. Our findings highlight the unintended risks associated with crypto payments and the 

importance of effectively managing consumer risk perceptions of digital currencies when used as a 

means of payment for products and services. This research offers novel insights into how digital 

currencies and innovative payment technologies influence the psychology of consumer-firm 

relationships, as well as strategies that firms can employ to manage consumer expectations and 

mitigate risk effectively. 
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Introduction 

The growing popularity of blockchain technology has prompted firms such as AT&T, 

Twitch, Gucci, and Microsoft to adopt cryptocurrencies as an alternative to traditional payment 

methods. A study of 202 firms revealed that 46% had incorporated cryptocurrencies into their 

accepted payment methods, with most reporting reduced fees and an increase in new customers 

(Hakkarainen & Colicev, 2023; PYMNTS, 2022). Cryptocurrencies are digital currencies that can 

be exchanged in systems called blockchains for goods and services similar to money (Hadi et al., 

2023). The main difference between cryptocurrencies and traditional currencies (e.g., the Dollar 

and Euro) lies in their decentralized nature, operating on blockchain technology without the control 

of a central authority, and their varying degrees of acceptance and regulation (Arpaci & Bahari, 

2023; Gleim & Stevens, 2021). Since 2009, when the first cryptocurrency, Bitcoin, was introduced, 

over 1,000 cryptocurrencies have emerged, with a global cryptocurrency market capitalization 

surpassing $ 1 trillion (CoinMarketCap, 2023; Wei & Dukes, 2021). For instance, 16% of the US 

population and 27% of the Indian population own or have used cryptocurrencies (Statista, 2023). 

Due to their decentralized structure and fundamentally different mode of operation, 

cryptocurrencies have started to establish themselves as an alternative to traditional payment 

methods, such as cash or credit cards, and promote the decentralization of the financial industry 

(Ilk et al., 2021).  

Prior work on the “psychology of paying” revealed that the type of payment method has a 

far-reaching influence on consumer purchase decisions and behaviors (e.g., Chatterjee & Rose, 

2012; Hirschman, 1979; Soman, 2001). For instance, the physical form and appearance of payment 

methods relative to cash influence consumers’ perception of them as either real money or play 

money (Raghubir & Srivastava, 2008). Moreover, paying with credit cards, as opposed to cash, 

has been associated with an escalation in the probability, speed, and extent of (perceived) 

expenditure (Feinberg, 1986). Using cash can also be an effective strategy for reducing the 

probability of making impulsive purchases, as it fosters a more tangible connection to the 

transaction (Inman et al., 2009). 

The current research provides a novel perspective on how digital currencies can influence 

consumer-firm relationships and subsequent evaluations of firms that offer such payment options. 

In this research, we offer a new theoretical lens and conceptual model proposing a risk transfer 
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model in which the attributions toward a specific type of payment method (in our case, 

cryptocurrencies) shape consumers’ attributions toward the firm and their downstream behavior in 

connection with that firm. Across one pilot and five studies, we hypothesize and provide empirical 

evidence that offering cryptocurrencies compared to more traditional payment methods (e.g., 

credit cards) elicits a heightened sense of payment risk, which in turn increases consumers’ 

perceived risk to interact with the firm offering the cryptocurrency, ultimately negatively affecting 

downstream behavioral outcomes (e.g., more negative consumer sentiment or a reduced likelihood 

to engage with the firm in the future). We further demonstrate that the negative impact of 

cryptocurrencies on attributions toward the firm can be mitigated when firms proactively 

communicate the unique advantages of a decentralized payment method or currency (e.g., 

enhanced privacy benefits) or when firms have a higher baseline level of trust with consumers.  

In what follows, we first review prior work on the psychology of paying and the unique 

role of payment methods on consumers and firms, followed by our predictions on how 

cryptocurrencies may shape firm perception and downstream behavioral outcomes in connection 

with the firm. We then provide evidence using both field and experimental evidence and discuss 

the broader implications of the current work on the future of payment technologies and how they 

shape consumers’ firm attributions and actual behaviors. We finally close with a discussion of the 

public policy implications, financial regulation, and the impact on consumers and firms. 

Theory and Hypotheses 

As summarized in the literature review in Table 1, prior work in marketing has deepened 

our understanding of how different types of payment can systematically impact consumers’ 

product or service decisions, with a strong emphasis on illuminating how each type shapes 

spending and adoption. For instance, credit card usage has been associated with increased spending 

due to decreased “pain of payment” relative to cash payments (Prelec & Loewenstein, 1998). From 

a substantive perspective, the majority of prior work has examined, in particularly how cash, credit, 

debit cards, vouchers, or mobile payments impact consumers. 

Specifically, these studies focused particularly on differences in consumer perception and 

behavior depending on the payment methods, including cash, credit, and debit cards (e.g., 

Chatterjee & Rose, 2012; Feinberg, 1986). Recent technological advancements have prompted 

studies on the influence of mobile phone payments on consumer perception and behavior (e.g.,  
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Ahn and Nam 2022 x x x ✓ ✓ x Moderation: financial knowledge 

Chatterjee and Rose 
2012 ✓ ✓ x x ✓ x 

Mediation: response latency  
Moderation: dominated decoys (redirecting 
attention away from primed benefits to costs or the 
other way around) 

Feinberg 1986 ✓ ✓ x x ✓ x - 
Gafeeva, Hoelzl, and 
Roschk 2018 ✓ ✓ x x ✓ x Mediation: payment distinctiveness 

Hirschman 1979 ✓ ✓ x ✓ ✓ x - 

Huang and Savary 2023 ✓ x x ✓ ✓ x Mediation: perceived social transaction context  
Moderation: role in the transaction 

Huang et al. 2020 ✓ x x ✓ ✓ x Mediation: competence perception & warmth 
perception 

Inman, Winer, and 
Ferraro 2009 ✓ ✓ x ✓ ✓ x - 

Kamleitner and Erik 
2013 ✓ ✓ x x ✓ x Moderation: Meaning associated with a payment 

method 

Park, Lee, and Thomas 
2021 ✓ ✓ x x ✓ x 

Mediator: arousal 
Moderation: perceived unhealthiness of the 
product 

Prelec and Loewenstein 
1998 ✓ ✓ x x ✓ x - 

Prelec and Simester 2001 ✓ ✓ x ✓ ✓ x - 
Raghubir and Srivastava 
2008 ✓ ✓ x ✓ ✓ x Moderation: payment estimation decomposition 

strategy & salience of parting with money 

Shah et al. 2016 ✓ ✓ x ✓ ✓ x Mediation: the pain of payment & emotional 
attachment 

Soman 2001 x ✓ x ✓ ✓ x Moderation: Recall past payments 

Soman 2003 ✓ ✓ x ✓ ✓ x Mediation: flexibility in usage 
Thomas, Desai, and 
Seenivasan 2011 ✓ ✓ x x ✓ x Mediation: the pain of payment 

Moderation: chronic pain of payment propensity 
Thomas, Ma, and Gauri 
2023 ✓ ✓ x x ✓ x Mediation: food carving & perceived 

unhealthiness (sequence) 

Zhou, Ye, and Liu 2023 ✓ ✓ x ✓ ✓ x Mediation: psychological distance & psychological 
ownership (parallel) 

Current work x ✓ ✓ x x ✓ 

Mediation: Risk transfer (sequential perceived 
payment method risk & perceived firm interaction 
risk);  
Moderation: perceived payment method privacy 
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Payment Method Risk Attributions 

Recent advancements in blockchain technologies have given rise to cryptocurrencies, 

which function as digital assets utilizing a decentralized control system and cryptographic 

techniques to ensure secure and verifiable transactions on blockchains, resembling conventional 

money (Hadi et al., 2023; Tan & Saraniemi, 2022). A blockchain serves as the underlying for 

“cryptographically capturing and storing a consistent, immutable, linear event log of transactions 

between networked actors” (Risius & Spohrer, 2017, p.386). Consequently, cryptocurrencies 

emerge as a potentially “revolutionary financial technology”, offering multiple advantages over 

traditional payment methods (e.g., cash and credit cards), including reduced transaction costs, 

expedited processing times, verifiability, privacy, anonymity, and decentralized control (e.g., 

Arpaci & Bahari, 2023; Belk et al., 2022; Li & Wang, 2017; Morewedge et al., 2021). Given their 

benefits, there is increasing anticipation that cryptocurrencies may eventually replace traditional 

payment methods (Ilk et al., 2021).  

However, despite their potential, cryptocurrencies have not yet lived up to this seemingly 

superior expectation. Fluctuations in transaction fees and processing times have raised concerns 

among consumers and firms about the stability of cryptocurrencies, causing them to reconsider 

their cryptocurrency adoption (Ilk et al., 2021). Significant and unpredictable reduction in rewards 

paid to miners, who contribute computing power to verify transactions, can disincentivize their 

involvement, further raising concerns among consumers and firms about the security and stability 

of cryptocurrencies (Carlsten et al., 2016; Ilk et al., 2021). Prior research also found that people 

(accurately) perceive cryptocurrencies as a more risky investment due to their volatility (Belk et 

al., 2022; Colicev, 2023; Gleim & Stevens, 2021; Hadi et al., 2023; Wei & Dukes, 2021). 

Consumers also perceive new technologies, in general, as riskier compared to established 

technologies (Herzenstein et al., 2007; Mani & Chouk, 2017). Cryptocurrencies being 

revolutionary in nature (Ilk et al., 2021) results in heightened consumer risk perceptions. Unlike 

any other payment method that simply modifies the payment modality without introducing a 

distinct currency (e.g., cash, credit cards, and Apple Pay), cryptocurrencies introduce mostly 

fundamentally distinct currencies on a decentralized blockchain ecosystem, altering the very 

nature of the payment method. However, the majority of prior work examined cryptocurrencies 

from an investment and not from a payment method perspective.  

Against this theoretic background, we hypothesize that consumers perceive 



 6 

cryptocurrencies as a riskier payment method compared to credit cards.  

H1: Cryptocurrencies, relative to traditional payment methods (e.g., credit cards), are 

perceived as a riskier payment method. 

The Mediating Role of the Payment Method Technology Risk Transfer on Firm Attributions 

We theorize that greater levels of perceived payment method risk may also have 

downstream consequences for the consumer-firm relationship by deteriorating consumers’ firm 

attributions. This prediction is supported by prior research on evaluative conditioning. This 

research shows that associating a neutral stimulus with a negatively (positively) valenced stimulus 

decreases (increases) the valence of the initially neutral stimulus (De Houwer et al., 2001; 

Hofmann et al., 2010; Rosengren et al., 2020; Sweldens et al., 2010; Woolley & Sharif, 2021). For 

example, creative ads, being inherently engaging and enjoyable, tend to elicit positive emotions in 

consumers. This positivity then enhances their perception of the ad and firm (Rosengren et al., 

2020). Analogously, we propose that pairing cryptocurrencies as a payment method (perceived as 

a riskier payment method) with the purchase process (generally perceived as a neutral consumer-

firm interaction) increases the perceived riskiness of the consumer-firm interaction (i.e., the 

purchase process) and thus negatively influences consumers’ firm attributions. Thus, the negative 

affect of the payment method spills over to the firm interaction and firm attributions. Specifically, 

given that we expect cryptocurrencies to be perceived as riskier payment method by consumers, 

we hypothesize that this increased perceived payment method risk subsequently amplifies the 

perceived firm interaction risk and ultimately reduces consumers’ trust in the firm. We term this 

novel sequential mediation process “payment method technology risk transfer”, as it transfers the 

perceived risk from the payment method to the firm. Taken together, we expect that offering 

cryptocurrencies reduces consumers’ trust in the firm relative to credit cards. 

H2: Offering cryptocurrency as a payment method reduces consumers’ trust in the firm 

when compared to credit cards as a payment method. 

The Moderating Role of Privacy Protection & Firm Baseline Trust 

If, as we propose, consumers attribute greater risks toward cryptocurrencies as a payment 

method and, in turn, negatively impact the firm, how should firms actively manage and mitigate 

such risks? We propose and test two options: Actively communicating the key benefits of it and 
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leveraging a positive spill-over from the firm to the payment method to reduce risk and uncertainty. 

First, privacy concerns are one of the most fundamental consumer concerns (Miyazaki & 

Fernandez, 2001; Shin, 2010). Firms may, therefore, actively address privacy issues by educating 

consumers through easy-to-understand privacy policies and seals which make it transparent for 

consumers what personal information is collected and how it is stored and processed (Culnan & 

Armstrong, 1999; Kim et al., 2008; Shin, 2010). Consequently, we hypothesize that emphasizing 

the privacy aspects of cryptocurrency payment methods (Morewedge et al., 2021; Peres et al., 

2023) can boost consumers’ trust in the firm. This proposition is also in line with affordance theory, 

which suggests that consumers perceive technologies as “action possibilities” (i.e., affordances) 

rather than their objective characteristics and qualities (J. J. Gibson, 1979). These perceived 

affordances, shaped by consumers’ perceptions, skills, and cultural norms, influence how they 

interact with technologies (Davis, 2020; Davis & Chouinard, 2016; Mardon et al., 2022). 

Misalignments between these perceptions and the actual affordances shape consumer attitudes, 

hinder adoption, and are particularly common with digital technologies (Mardon et al., 2022). 

Affordance misalignments can be resolved by consumers by transforming the technology’s 

affordances or by revising their perceived affordances. We expect that educating consumers about 

the privacy aspects of cryptocurrency (i.e., actual affordances) will support them in revising their 

perceived affordances and thus enhance their perception of cryptocurrencies and the firm offering 

them as a payment method (payment method technology risk transfer). 

H3: Trust in the firm can be raised when offering cryptocurrencies as a payment method 

by highlighting privacy aspects of the cryptocurrency payment method. 
Second, the increased risk perception of cryptocurrencies may not be transferred equally 

for all firms from the payment method to the firm. Prior work on affect transfer suggests that the 

affect towards the endorser influences consumers' attitudes toward the firm (Eisend & Langner, 

2010; Kahle & Homer, 1985). Similarly, we expect that consumers’ higher baseline trust towards 

a firm (the endorser of cryptocurrencies) reduces the adverse effects of a riskier payment method 

and increases the likelihood of interacting with the firm (purchasing a product) and thus may offset 

the negative affect stemming from a riskier payment method. Specifically, we expect that greater 

levels of firm baseline trust immunize against the negative impact of cryptocurrencies. 

H4: Greater levels of baseline trust in the firm immunize against the negative impact of 

cryptocurrencies as a payment method on firm trust compared to credit cards. 
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Pilot Study: Field Data 

We conducted a pilot study to assess whether offering cryptocurrencies as a payment 

method impacts consumers’ attributions and evaluations of a firm. 

Method and Procedure 

We examined Gucci’s announcement of accepting cryptocurrencies to purchase their 

products. Gucci has been an early adopter of cryptocurrencies as a payment method (Loeb, 2022) 

and is among the most valuable brands worldwide (Interband, 2023). The pilot study was inspired 

by Malhotra & Bhattacharyya, 2022 to utilize publicly available digital footprints of users on social 

media to assess the impact of Gucci’s announcement to utilize cryptocurrencies as a payment 

option. Similar to prior work, we used public data on Twitter/X  as, unlike other social media 

platforms, Twitter/X A) is known for its public, rapid, and transient conversations, which lead to 

larger influence on public perceptions of a firm (Lambrecht et al., 2018; Rust et al., 2021), and B) 

offers public access to the latest firm discussions since most firms are consistently active on it 

(Lacka et al., 2022; Rust et al., 2021). Thus, Twitter provides a suitable context to study. We 

scraped tweets directed at Gucci seven days before and after they announced accepting 

cryptocurrency as a payment method. Before the official announcement, information that Gucci 

was about to accept cryptocurrency as a payment method was leaked on Twitter. Therefore, we 

identified the first tweet that spread the information to split the tweets into pre- and post-

announcement tweets. We selected tweets in the 24 hours before and after the announcement to 

measure the actual impact of cryptocurrencies on consumer perceptions and to rule out alternative 

explanations. For the same reason, we removed tweets from crypto lobbyists by excluding tweets 

from users whose names contain “crypto”, “nft”, “krypt”, “meta”, “block”, “coin”, or “eth”. In 

addition, we removed tweets that revolved around the topic of NFTs, as Gucci announced an NFT 

project shortly before, by excluding tweets that contained “nft” or “10ktfshop” in their text.  

We analyzed a total of N = 2,072 tweets by performing a sentiment analysis using a 

multilingual model trained on tweets and finetuned specifically for sentiment analysis on social 

media data (Barbieri et al., 2022). As in prior work (Dotzel & Shankar, 2019; Tang et al., 2014), 

we report the overall sentiment score per tweet by subtracting the negative sentiment score from 

the positive sentiment score. 
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Results and Discussion 

As predicted and shown in Figure 1, a one-way ANOVA revealed a significant, negative 

main effect for the introduction of cryptocurrencies (F(1, 2070) = 21.32, p < .001), with 

significantly more negative overall sentiment toward the firm (Mpre = .31, SDpre = .61 vs. Mpost = 

.16, SDpost = .52, p < .001). To illustrate that the negative sentiment is directly linked to the 

introduction of cryptocurrencies, and not to other exogenous factors, users criticized Gucci for 

undermining its brand, calling it “the new scammer store” and warning that “shitcoining will 

destroy the brand of this once luxury name”. Others framed the move as opportunistic, arguing 

that “they're only doing this for the hype” and questioning the choice of cryptocurrency: “Had they 

really respected crypto, they’d accept ETH or even Polygon”. 

 

Figure 1: Cryptocurrency adoption announcement reduces consumers’ sentiment 

The key insight of this Pilot Study is large-scale field evidence of consumers’ negative 

reactions toward the firm when offering cryptocurrencies as a payment method. However, these 

findings are correlational and may be influenced by self-selection or other external factors, which 

means they do not provide direct, causal evidence. In what follows, we employ tightly controlled 

experimental paradigms to test our hypotheses. 
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Study 1 

The objective of Study 1 was to provide a direct (i.e., causal) test on whether offering 

cryptocurrencies as a payment method negatively affects firms.  

Method and Procedure 

A total of 600 participants were recruited from Prolific in exchange for monetary 

compensation. Participants were randomly assigned to one of two conditions: cryptocurrencies vs. 

traditional payment method (i.e., credit card). In both conditions, participants were presented with 

a screenshot of a fictional running shoe manufacturer’s website (the fictional firm was called 

“Luf”). They were asked to envision being at the end of the checkout process, where the 

manufacturer offered different payment methods. Next, participants were shown the checkout 

process of the running shoe manufacturer's website, including information about available 

payment methods, the shopping cart, and the price. The checkout was either performed in US 

Dollars or Ethereum. We chose Ethereum as a cryptocurrency as it is a leading cryptocurrency and 

dominant payment option in current online shops and, unlike Bitcoin, it offers faster confirmation 

times, lower transaction costs, and compatibility with the ERC-20 token (i.e., allows online stores 

to issue their own digital tokens which can be used for loyalty programs). The study was pre-

registered (https://aspredicted.org/6PG_VJQ), and we excluded individuals who completed the 

study in less than 30 seconds or who failed to write at least 15 characters in our open question, 

leaving a final sample of 597 (Mage = 39.88, 49.41% female & 1.17% non-binary).  

Participants first reported their spontaneous thoughts and feelings about the presented 

payment method via an open-ended question placed directly below the stimulus screenshot. 

Following this, participants rated perceived payment method risk using three items (adapted from 

Darke et al. 2016; sample item: “Paying for a product with cryptocurrencies/credit cards would be 

risky”; 7-point Likert scale, 1 = “Strongly disagree” to 7 = “Strongly agree”; α = .93). Finally, 

participants provided demographic and background information, including age, gender, marital 

status, cryptocurrency/NFT ownership, prior cryptocurrency payment experience, education level, 

and annual net income.  

We conducted an aspect-based sentiment analysis on the open-ended text responses using 

OpenAI’s GPT-4o (gpt-4o-2024-08-06), accessed via the API. Each participant’s response was 

processed to extract aspects, the corresponding text segments, and their associated sentiment 

https://aspredicted.org/6PG_VJQ
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scores (ranging from -1 = “negative” to 1= “positive”). The JSON output was parsed, aspect 

embeddings were generated, and k-means clustering was applied to identify dominant topics and 

sentiment patterns across payment attributes. This approach enables a more granular understanding 

of how specific aspects of each payment method are perceived, revealing which attributes elicited 

positive, neutral, or negative reactions. Crucially, by analyzing aspects individually, this method 

preserves positive and negative sentiments within the same response, rather than averaging them 

out, thus capturing the full complexity of participants’ evaluations. 

Results 

Perceived Payment Method Risk. As predicted, a one-way ANOVA revealed a significant 

main effect of the payment method (F(1, 595) = 235, p < .001). The results confirmed that 

cryptocurrencies were perceived as a significantly riskier payment method compared to more 

traditional payment methods (MCryptocurrencies = 4.13, SDCryptocurrencies = 1.74 vs. MCreditCards = 2.20, 

SDCreditCards = 1.32, p < .001).  

Consumer Sentiment. We observed significantly more negative aspect sentiment for 

cryptocurrencies compared to credit cards as a payment method (see Figure 2:A; MCryptocurrencies -

.24, SDCryptocurrencies = .60 vs. MCreditCards = .29, SDCreditCards = .54, p < .001). Specifically, our study 

revealed that consumers have concerns regarding the security and usability of cryptocurrencies as 

a payment method (see Figure 2:B; MCryptocurrencies = -.15, SDCryptocurrencies = .64 vs. MCreditCards = .37, 

SDCreditCards = .49, p < .001). They are particularly dissatisfied with the payment options 

(MCryptocurrencies = -.15, SDCryptocurrencies = .63 vs. MCreditCards = .24, SDCreditCards = .53, p < .001) and 

worried about the associated purchase currencies and fees (MCryptocurrencies = -.36, SDCryptocurrencies = 

.54 vs. MCreditCards = .12, SDCreditCards = .63, p < .001).  

Mediation. To test whether perceived payment method risk mediates the relationship 

between the payment method and consumers’ firm attributions (i.e., consumer sentiment), we 

applied PROCESS Model 4 (Hayes, 2022) using 10,000 bootstrapped samples (credit cards 

dummy-coded as 0 and cryptocurrencies as 1). As predicted, the negative direct effect of 

cryptocurrencies as a payment method on consumers’ firm attributions (bDirect = -.216, 95% CIDirect: 

[-.295; -.138]) was significantly mediated via first enhancing the perceived payment method risk 

(bPaymentMethod = 1.945, t(594) = 15.4, p < .001), which in turn reduced consumers’ firm attributions 

(bPaymentMethodRisk = -.147, t(593) = -13.4, p < .001). The indirect effect through the perceived 
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payment method risk was significant with the 95% confidence interval excluding zero (bIndirect = -

.286, 95% CIIndirect: [-.342; -.237]). 

 

Figure 2: Consumers express negative sentiment towards cryptocurrencies (vs. credit cards) 

Discussion 

The results of Study 1 demonstrate that consumers attribute a significantly higher payment 

method risk to cryptocurrencies, which in turn negatively impacts their firm attributions and 

evaluations.  

Study 2 

The objective of Study 2 was to replicate the results of Study 1 and to provide a full test of 

our conceptual model (i.e., assess whether higher perceived payment risk, in turn, leads to higher 

perceived firm interaction risk and reduced trust in the firm).  

Method and Procedure 

A total of 500 participants (Mage = 39, 49.8% female & 1% non-binary) were recruited from 

Prolific in exchange for monetary compensation. The study mirrored the experimental paradigm 

used in Study 1 and was pre-registered (https://aspredicted.org/TB6_LP1). At the end of the 

shopping task, we used identical scales to assess participants’ immediate thoughts and feelings 

related to the payment method (open question) and perceived payment method risk 

(αPaymentMethodRisk = .92). Next, participants indicated their trust in the firm using four items (scale 

https://aspredicted.org/TB6_LP1
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adapted from Darke et al. 2016, sample item: “I believe that I could trust Luf.”; 7-point Likert 

scale, from 1: “Strongly disagree” to 7: “Strongly agree”; αFirmTrust = .96) and to which extent they 

perceived interacting with the firm as risky using three items (scale adapted from Darke et al. 2016, 

sample item: “Purchasing a product from Luf would be risky.”; 7-point Likert scale, from 1: 

“Strongly disagree” to 7: “Strongly agree”; αFirmInteractionRisk = .94). 

Results 

Perceived Payment Method Risk. Replicating the finding of Study 1, a one-way ANOVA 

revealed that cryptocurrencies were perceived as a significantly riskier payment method 

(MCryptocurrencies = 4.45, SDCryptocurrencies = 1.67 vs. MCreditCards = 2.46, SDCreditCards = 1.35, F(1, 498) = 

216.2, p < .001).  

Perceived Firm Interaction Risk. As predicted, we also found that consumers perceived a 

significantly increased firm interaction risk (MCryptocurrencies = 4, SDCryptocurrencies = 1.39 vs. 

MCreditCards = 3.04, SDCreditCards = 1.32, F(1, 498) = 62.4, p < .001).  

Firm Trust. A one-way ANOVA revealed that cryptocurrencies as a payment method 

decreased the trust in the firm compared to traditional payment methods (MCryptocurrencies = 3.96, 

SDCryptocurrencies = 1.25 vs. MCreditCards = 4.6, SDCreditCards = 1.18, p < .001). As a side result and 

replicating the findings of Study 1, we also found that the cryptocurrency payment method led to 

more negative overall consumer sentiment (MCryptocurrencies = -.27, SDCryptocurrencies = .60 vs. 

MCreditCards = .32, SDCreditCards = .53, p < .001).  

Mediation Analysis. As summarized in Figure 3, we applied PROCESS Model 6 (Hayes, 

2022) using 10,000 bootstrapped samples to examine the sequential mechanism of how 

consumers’ perceived payment method risk and perceived firm interaction risk mediate the 

relationship between payment method and consumers’ trust in the firm. The independent variable 

was dummy coded (0 = credit cards, 1 = cryptocurrencies). 

As predicted, the negative effect on firm trust was mediated by first increasing perceived 

payment method risk (bPaymentMethod = 1.992, t(498) = 14.70, p < .001) and subsequently increasing 

perceived firm interaction risk (bPaymentMethodRisk = .559, t(497) = 17.84, p < .001), which led to a 

significant decrease in firm trust (bInteractionRisk = -.572, t(496) = -13.79, p < .001). The indirect effect 

through both perceived risk of the payment method and firm interaction level were significant with 

the 95% confidence interval excluding zero (bIndirect = -.637, 95% CIIndirect: [-.808; -.486]). 
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Controlling for the sequential mechanism, the direct effect turned non-significant, indicating full 

mediation (bDirect = -0.205, 95% CIDirect: [-.411; .002]).  

 

Figure 3: Payment method technology risk transfer 

Finally, we also performed a series of robustness checks and found that (1) merely 

reversing the sequence of the two mediators produced a insignificant indirect effect (bIndirect = .04, 

95% CIIndirect: [-.015; .102]), (2) performing a parallel mediation instead of a sequential mediation 

produced equally worse results (bIndirectPaymentMethodRisk = .12, 95% CIIndirectPaymentMethodRisk: [-.045; 

.294]), bIndirectInteractionRisk = -.55, 95% CIIndirectInteractionRisk: [-.725; -.39])), and (3) performing two 

separate mediation results on each mediator only led to significantly lower model fit compared to 

our proposed sequential mediation mechanism (bIndirectPaymentMethodRisk = -.52, 95% 

CIIndirectPaymentMethodRisk: [-.694; -.354]), bIndirectInteractionRisk = -.51, 95% CIIndirectInteractionRisk: [-.665; -

.365])), ). These additional sensitivity analyses and robustness checks lend further support to the 

proposed mechanism and produce consistent results also across all subsequent studies. 

Discussion 

Study 2 replicates the results of Study 1 and offers initial support for our proposed payment 

method technology risk transfer conceptual model (i.e., that cryptocurrencies enhance consumers’ 

perceived payment method risk, which in turn increases the perceived firm interaction risk and 

negative evaluation of the firm). In what follows, we next test potential mitigating strategies either 

using a privacy intervention (Study 3) or based on firm characteristics (Study 4).  
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Study 3 

The objectives of Study 3 were twofold: First, the current study examines a critical 

boundary condition and whether illuminating the privacy benefits of cryptocurrencies can reduce 

the negative effect of our payment method technology risk transfer model on firm attributions. 

Second, it is plausible that the current effects are explained merely by a simple affect-based 

account (as opposed to a more complex risk transfer as per our theorizing) or because consumers 

simply deliberate more because cryptocurrencies might be more unfamiliar to them. We, therefore, 

assess whether consumers’ degree of deliberation or basic consumer affect alone might explain the 

current effects as alternative mechanisms.  

Method and Procedure 

A total of 900 participants were recruited from Prolific in exchange for monetary 

compensation. By our pre-registration (https://aspredicted.org/TRM_ZF4), we excluded 

participants who completed the study in less than 30 seconds or who failed our manipulation check 

in the privacy notification condition, leaving a final sample of 860 (Mage = 39, 85, 49.2% female & 

.02% non-binary). Participants were randomly assigned to one of three conditions in an online 

shopping scenario of an intangible, high-price experience: they could either pay with credit cards 

or cryptocurrencies or cryptocurrencies while seeing a note highlighting the privacy of 

cryptocurrency payments. 

In all conditions, participants were informed that they were in the checkout process of a 

fictional vacation home platform and that the platform is testing a variety of new payment methods. 

We provided identical background information on either credit cards or cryptocurrencies, 

depending on the condition the participant was in. In the privacy notification condition, we added 

a notification that cryptocurrency payments are particularly privacy-friendly. Next, participants 

needed to complete the checkout process by fictitiously paying (i.e., entering a fictitious credit 

card and pressing the pay button vs. pressing the pay button vs. pressing the pay button while 

seeing a privacy notification on the website and confirming a privacy notification popup after 

clicking the pay button) and receiving a fictional booking confirmation. In the privacy notification 

condition, participants answered the privacy manipulation check (“Do cryptocurrency payments 

enhance security and privacy?”; on the scale “Yes”, “No”, and “I don’t know.”) before the 

experience. The conditions differed by the payment method available (credit card vs. 

https://aspredicted.org/TRM_ZF4
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cryptocurrency), the currency of price information (in $ vs. ETH and total additionally in $), and 

the privacy notification (absent vs. present as information and popup on the website). The website 

and payment methods of the vacation home platform were implemented as realistically as possible 

to give the scenario the necessary realism.  

Immediately after, we employed Study 2’s scales on consumer’s trust in the firm (αFirmTrust 

= .97), perceived payment method risk (αPaymentMethodRisk = .94), and perceived firm interaction risk 

(αFirmInteractionRisk = .94). Participants also indicated their affect (Watson et al., 1988; sample item: 

“interested”; 7-point Likert scale, from 1: “Strongly disagree” to 7: “Strongly agree”) and degree 

of deliberation (scale adapted from the IPIP representation of Jackson et al., 2000, sample item: 

“Rushed into things.”; 7-point Likert scale, from 1: “Strongly disagree” to 7: “Strongly agree”; 

αDegreeOfDeliberation = .87), which could provide alternative explanations for the effect detected in 

Study 2. After that, participants either first reported their perceived payment privacy using a multi-

item scale (scale adapted from Liu & Wei, 2023; sample item: “Making myself vulnerable.”; 7-

point Likert scale, from 1: “Not at all” to 7: “A lot”; α = .95) or an own single-item scale (“Paying 

with credit cards, the consumer remains completely anonymous?”; on a scale of “True.”, “False.”) 

which was only used to get a better feeling for the participants. Last, participants reported the same 

demographics as in Study 1 and Study 2. 

Results 

Manipulation Check. A one-way ANOVA revealed that highlighting cryptocurrencies’ 

privacy significantly increased consumers’ perceived payment privacy compared to the 

cryptocurrencies condition and led to similar levels of perceived payment privacy as the credit 

card condition (MCryptocurrenciesPrivacyNote = 4.02, SDCryptocurrenciesPrivacyNote = 1.90 vs. MCryptocurrencies = 

3.50, SDCryptocurrencies = 1.76 vs. MCreditCards = 3.83, SDCreditCards = 1.65, F(2, 857) = 6.311, p < .01).  

Firm Attributions. Consistent with Study 2, a one-way ANOVA analysis revealed a 

significant main effect of consumers’ trust in the firm for the payment method conditions (F(2, 

857) = 14.18, p < .001). Follow-up contrasts with Tukey HSD correction for multiple comparisons 

showed that cryptocurrencies as a payment method decreased the trust in the firm compared to 

credit cards. However, this effect was reduced when emphasizing privacy benefits of 

cryptocurrencies (see Figure 4; MCryptocurrenciesPrivacyNote = 5.11, SDCryptocurrenciesPrivacyNote = 1.28 vs. 

MCryptocurrencies = 4.60, SDCryptocurrencies = 1.45 vs. MCreditCards = 5.07, SDCreditCards = 1.15, pCreditCards-Crypto 
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< .001, pCryptoPrivacyNote-Crypto < .001, pCreditCards-CryptoPrivacyNote > .05).  

 

Figure 4: Privacy cues mitigate negative effects of cryptocurrencies on firm trust 

Perceived Payment Method Risk and Perceived Firm Interaction Risk. One-way ANOVA 

analyses and planned follow-up contrasts with Tukey HSD correction for multiple comparisons 

revealed that cryptocurrencies were perceived as significantly riskier payment method compared 

to credit cards and that highlighting the privacy aspects of cryptocurrencies significantly reduced 

the perceived payment method risk (MCryptocurrenciesPrivacyNote = 3.55, SDCryptocurrenciesPrivacyNote = 1.64 vs. 

MCryptocurrencies = 4.41, SDCryptocurrencies = 1.68 vs. MCreditCards = 2.61, SDCreditCards = 1.40, F(2, 857) = 

96.06, p < .001). Similarly, cryptocurrencies, compared to credit cards, increased significantly the 

perceived firm interaction risk but highlighting the privacy aspects of cryptocurrencies dampened 

this effect (MCryptocurrenciesPrivacyNote = 3.28, SDCryptocurrenciesPrivacyNote = 1.52 vs. MCryptocurrencies = 3.80, 

SDCryptocurrencies = 1.54 vs. MCreditCards = 2.96, SDCreditCards = 1.29, F(2, 857) = 25.55, p < .001). There 

was a significant main effect for trust in the firm for perceived payment method risk (F(1, 858) = 
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357.3, p < .001) and perceived firm interaction risk (F(1, 858) = 685.5, p < .001).  

Mediation Analysis. We used PROCESS Model 6 (Hayes, 2022) using 10,000 bootstrapped 

samples to test the mediating effect of the payment method technology risk transfer. The results 

are presented in Figure 5. 

 

Figure 5: Privacy cues moderate the payment method technology risk transfer 

The independent variable of payment method was dummy coded (-1 = cryptocurrencies, 0 

= credit cards, 1 = cryptocurrencies and privacy note). We used the cryptocurrency condition as a 

reference since we examined the influence of the privacy note and expected a decrease in perceived 

payment method risk for credit cards and cryptocurrencies with privacy note as payment method 

compared to the cryptocurrencies condition.  

Providing evidence for our conceptualization of the payment method technology risk 

transfer, the effect of the payment method on consumers’ trust in the firm was mediated via first 

decreasing perceived payment method risk when using cryptocurrencies with privacy note as 

payment method (bPaymentMethod = -.467, t(858) = -6.51, p < .001) and the subsequent decrease of 

perceived firm interaction risk (bPaymentMethodRisk = .633, t(857) = 31.36, p < .001), which led to a 

significantly higher trust in the firm (bInteractionRisk = -.518, t(856) = -15.63, p < .001) compared to 

credit cards and cryptocurrencies as a payment method. Examining the indirect effect through the 

perceived payment method risk and perceived firm interaction risk was significant with the 95% 

confidence interval excluding zero (bIndirect = .15, 95% CIIndirect: [.101; .208]). Controlling for the 

sequential mechanism, a small direct effect remained significant (bDirect = .085, 95% CIDirect: [.002; 

.167]). Additionally, the small indirect effect through the perceived payment method risk remained 

significant with the 95% interval excluding zero (bIndirect = .03, 95% CIIndirect: [.005; .068]). 
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Robustness Checks. Finally, we tested for alternative explanations of the current results for 

affect and degree of deliberation. One-way ANOVA analyses and planned follow-up contrasts 

with Tukey HSD correction for multiple comparisons revealed a non-significant difference in 

positive affect (MCryptocurrenciesPrivacyNote = 4.23, SDCryptocurrenciesPrivacyNote = 1.35 vs. MCryptocurrencies = 4.11, 

SDCryptocurrencies = 1.27 vs. MCreditCards = 3.98, SDCreditCards = 1.42, F(2, 857) = 2.51, p > .05), negative 

affect (MCryptocurrenciesPrivacyNote = 1.76, SDCryptocurrenciesPrivacyNote = 1.06 vs. MCryptocurrencies = 1.85, 

SDCryptocurrencies = 1.08 vs. MCreditCards = 1.67, SDCreditCards = .93, F(2, 857) = 2.58, p > .05), and 

participants’ degree of deliberation (MCryptocurrenciesPrivacyNote = 5.2, SDCryptocurrenciesPrivacyNote = 1.04 vs. 

MCryptocurrencies = 5.12, SDCryptocurrencies = 1 vs. MCreditCards = 5.23, SDCreditCards = 1.03, F(2, 857) = 1.04, p 

> .05) across the conditions.  

Discussion 

The results of Study 3 expand those of Study 2, highlighting the importance of perceived 

payment privacy and its effect on consumers’ trust in the firm. Study 3 demonstrates that firm 

attributions can be increased when offering cryptocurrencies by highlighting privacy aspects of 

the cryptocurrencies payment method (H3). Highlighting the privacy aspects of cryptocurrencies 

reduces the perceived payment method risk, which reduces the perceived firm interaction risk and 

ultimately increases firm attributions. Alternative explanation tests corroborate the robustness of 

this moderated mediation and the role of the payment method technology risk transfer as a driver 

for consumers’ firm attributions. 

Study 4 

The objective of Study 4 was to examine the boundary condition of whether the type of 

firm offering cryptocurrencies as a payment method influences consumers’ firm attributions. 

Specifically, we tested whether greater levels of firm baseline trust immunize a firm against the 

negative impact of a riskier payment method on firm attributions. 

Method and Procedure 

A total of 800 participants were recruited from Prolific in exchange for monetary 

compensation. Although Prolific initially marked three participants as timed out, they had 

completed the entire study. Thus, we retained them in the final sample, resulting in a total of 803 
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participants (Mage = 41.68, 49.19% female & 1.74% non-binary). Participants were randomly 

assigned to a 2 (Amazon vs. AliExpress) x 2 (credit cards vs. cryptocurrencies as default payment 

method) between-subjects design. The study was pre-registered 

(https://aspredicted.org/3DK_G5P). 

In all conditions, participants were asked to envision being at the end of the checkout 

process of an online retail platform. We provided identical background information on the 

platform. Next, participants were shown the checkout process of the platform, including 

information about the default payment method, the shopping cart, and the price. The conditions 

differed by the default payment method available (credit card vs. cryptocurrency), the currency of 

price information (in $ vs. ETH and total additionally in $), and the platform (Amazon vs. 

AliExpress). 

Utilizing the identical scales employed in Study 2, we measured consumer’s trust in the 

firm (αFirmTrust = .97), perceived payment method risk (αPaymentMethodRisk = .94), and perceived firm 

interaction risk (αFirmInteractionRisk = .96) immediately after. Additionally, participants indicated how 

many lottery tickets ($.01 each) they wanted to buy from their bonus payment ($.25) for the chance 

to win one of three $20 gift cards from the online retail platform (single item: “How many lottery 

tickets do you want to buy for the chance to win a $20 gift card from the online retail platform?”). 

This scale functions as an incentive-compatible measure of willingness to pay. Last, participants 

reported the same demographics as in the previous studies. 

Pre-Test 

We conducted a pre-test with a total of 100 participants (Mage = 39.18, 49% female & 1% 

non-binary) from the same population and using the identical selection criteria as in the main study 

to evaluate whether the chosen firms in the experimental manipulation represent a high and low 

baseline trust firm. Specifically, the objective of this pre-test was to evaluate whether Amazon is 

perceived by consumers as a high baseline trust firm and AliExpress as a low baseline trust firm. 

All participants first saw the logo of Amazon, background information on the online retail platform 

firm, and a screenshot of the landing page. Immediately below, they were asked how much they 

trust Amazon (“How much do you trust the American online retail platform Amazon?”). Below, 

all participants saw the logo of AliExpress, background information on the online retail platform 

firm, and a screenshot of the landing page. Immediately below, they were asked how much they 

https://aspredicted.org/3DK_G5P
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trust AliExpress (“How much do you trust the Chinese online retail platform AliExpress?”). Next, 

participants indicated which retail platform they trust more (“Which retail platform do you trust 

more?”). Finally, they reported their age, gender, marital status, whether they are a customer of 

Amazon, whether they are a customer of AliExpress, education, and income. Supporting the choice 

of the low and high baseline trust firms in the experimental manipulation, the trust in Amazon was 

significantly higher than in AliExpress (MAmazon = 5.17, SDAmazon = 1.44 vs. MAliExpress = 2.98, 

SDAliExpress = 1.34, t = 11.15, p < .001). In direct comparison, 98% of the participants stated that 

they trust Amazon more. These findings provide evidence that Amazon represents a high baseline 

trust firm, and AliExpress is a low baseline trust firm.  

Results 

Firm Attributions. Replicating the findings of Study 2 and Study 3, a one-way ANOVA 

analysis with planned follow-up contrasts with Tukey HSD correction for multiple comparisons 

revealed that cryptocurrencies as a payment method decreased the trust in the firm compared to 

credit cards. The trust in the firm was higher for the high baseline trust firm (Amazon) compared 

to the low baseline trust firm (AliExpress) regardless of the payment method (see Figure 6; 

MAmazonCryptocurrencies = 5.15, SDAmazonCryptocurrencies = 1.55 vs. MAmazonCreditCards = 5.55, SDAmazonCreditCards 

= 1.33 vs. MAliExpressCryptocurrencies = 3.73, SDAliExpressCryptocurrencies = 1.61 vs. MAliExpressCreditCards = 4.46, 

SDAmazonCreditCards = 1.53, F(3, 799) = 129.04, p < .001). 

Perceived Payment Method Risk and Perceived Firm Interaction Risk. Replicating the 

findings of the previous studies, a one-way ANOVA analysis with planned follow-up contrasts 

with Tukey HSD correction for multiple comparisons revealed that cryptocurrencies were 

perceived as a significantly riskier payment method (MAmazonCryptocurrencies = 3.78, 

SDAmazonCryptocurrencies = 1.89 vs. MAmazonCreditCards = 2.13, SDAmazonCreditCards = 1.31 vs. 

MAliExpressCryptocurrencies = 4.58, SDAliExpressCryptocurrencies = 1.82 vs. MAliExpressCreditCards = 3.01, 

SDAmazonCreditCards = 1.6, F(3, 799) = 78.82, p < .001) and increased consumers’ perceived firm 

interaction risk (MAmazonCryptocurrencies = 2.49, SDAmazonCryptocurrencies = 1.48 vs. MAmazonCreditCards = 2.25, 

SDAmazonCreditCards = 1.3 vs. MAliExpressCryptocurrencies = 4.63, SDAliExpressCryptocurrencies = 1.65 vs. 

MAliExpressCreditCards = 3.92, SDAmazonCreditCards = 1.7, F(3, 799) = 109.4, p < .001). Cryptocurrencies 

were perceived as riskier payment method independent of the baseline trust, but the firm 

interaction risk was significantly lower for the high baseline trust firm compared to the low 
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baseline trust firm. For the high baseline trust firm, there was no significant difference in the firm 

interaction risk of the payment method (MAmazonCryptocurrencies = 2.49, SDAmazonCryptocurrencies = 1.48 vs. 

MAmazonCreditCards = 2.25, SDAmazonCreditCards = 1.3; p > 0.05). 

 

 

Figure 6: High firm baseline trust immunizes a firm against the negative effects of 
cryptocurrencies on firm trust  

Willingness to Pay. One-way ANOVA analysis and planned follow-up contrasts with 

Tukey HSD correction for multiple comparisons revealed that the willingness to pay is higher for 

high baseline trust firms compared to low baseline trust firms (MAmazonCryptocurrencies = 10.04, 

SDAmazonCryptocurrencies = 10.01 vs. MAmazonCreditCards = 10.4, SDAmazonCreditCards = 10.29 vs. 

MAliExpressCryptocurrencies = 6.75, SDAliExpressCryptocurrencies = 9.15vs. MAliExpressCreditCards = 6.85, 

SDAmazonCreditCards = 9.1, F(3, 799) = 109.4, pAmazonCrypto&Credit > .05, pAliExpressCrypto&Credit > .05, all other 

p’s < 0.01). The payment method had no significant influence on the willingness to pay. 

Moderated Mediation Analysis. We used PROCESS Model 91 (Hayes, 2022) using 10,000 

bootstrapped samples to test the mediating effect of the payment method technology risk transfer 

and the moderating effect of the baseline trust on the path between the perceived payment method 

risk and perceived firm interaction risk. The results are presented in Figure 7. The independent 
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variable of payment method was dummy coded (0 = Credit cards, 1 = Cryptocurrencies). 

Additionally, the moderator baseline trust was dummy-coded (0 = low baseline trust, 1 = high 

baseline trust). The effect of the payment method on consumers’ trust in the firm was mediated 

via first increasing perceived payment method risk (bPaymentMethod = 1.606, t(801) = 13.23, p < .001) 

and a subsequent increase of perceived firm interaction risk (bPaymentMethodRisk = .633, t(798) = 18.42, 

p < .001), which ultimately led to a significant decrease in firm trust (bInteractionRisk = -.578, t(799) = 

-20.61, p < .001). The index of moderated mediation was significant with the 95% confidence 

interval excluding zero (bIndirect = .147, 95% CIIndirect: [.046; .25]), such that the indirect effect was 

significant for low (bIndirect = -.5871, 95% CIIndirect: [-.714; -.473]) and high security platform firms 

(bIndirect = -.441, 95% CIIndirect: [-.554; -.341]). Additionally, there were significant negative indirect 

effects through the perceived payment method risk (bIndirect = -.198, 95% CIIndirect: [-.314; -.089]) 

and the perceived firm interaction risk (bIndirect = .241, 95% CIIndirect: [.138; .352]). 

 

Figure 7: Firm baseline trust moderates the payment method technology risk transfer 

Discussion 

Study 4 provides evidence in support of the moderating role of baseline trust (H4). Other 

than pre-registered, it demonstrates that high baseline trust firms are more immune against the 

negative impact of a riskier payment method on firm trust. Furthermore, Study 4 corroborates the 
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evidence of Study 2 and Study 3 on the payment method technology risk transfer.  

Study 5 

Study 5 is a platform A/B test conducted on Instagram. The main objective of the study 

was to replicate the main effect in a field setting.  

Method and Procedure 

The study was a pre-registered platform A/B test (https://aspredicted.org/JQ2_117) 

conducted on Instagram. We created an Instagram page for a fictional cashback app called “Flux 

Cashback”, which we used for displaying the ads. Next, we created two static single-image ads 

with identical visual representation and varied the text. For the cryptocurrencies ad, we advertised 

“Get 50% OFF on your NETFLIX subscription when you pay by cryptocurrency*. Register for 

cashback on Flux”. Contrary, we advertised “Get 50% OFF on your NETFLIX subscription when 

you pay by credit card*. Register for cashback on Flux.” for credit card conditions. To increase 

the ad realism, we added “* This promo is valid from July 24 – August 31, 2023.” at the bottom 

and added the link to our landing page with the words “Sign Up”. The landing page consisted of a 

block that informed users clicking through that Flux is a cashback service under development 

gauging customer demand for their service, a block providing background information on the 

cashback service, and a block that debriefed participants that the landing page is part of an ongoing 

research project. Users had the opportunity to sign up to the app waitlist to gain the chance of 

winning one of three $50 Netflix gift cards. 

We created a 2 (cryptocurrency vs. credit card ad) x 2 (general Instagram public vs. online 

gamers and gamblers) condition campaign setup and configured the campaigns using automatic 

bidding optimizing for traffic (maximize the number of landing page link clicks). We added a 

customer segmentation into the general Instagram public and online gamers and gambles since 

prior research indicates an increasing convergence between cryptocurrencies, online gaming, and 

online gambling (Andrade et al., 2023; Kolandai-Matchett & Wenden Abbott, 2022; Rockloff et 

al., 2021). We expect that the negative effect of cryptocurrencies is at least attenuated for target 

consumers with an interest in online gaming and gambling. Since Meta did not allow us to spend 

the initially planned $20/day per condition (we created a new account where we had a daily limit 

of $44 which we could spend), we had a budget of $11/day per condition available and run the ads 

https://aspredicted.org/JQ2_117
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with this budget for seven days. The ads were shown to Instagram users in the US who were over 

18 years of age and used English since the ads were in English. Additionally, we targeted Instagram 

users with interests in online gambling or gaming for our online gamers and gambling conditions. 

The ads were exclusively placed as Instagram stories to avoid biased behaviors of Instagram users 

due to reactions and comments to the ad from other Instagram users. 

We calculated the click-through rate (CTR) by dividing the number of unique landing page 

link clicks by the reach of the ad. Reach refers to the number of unique users who have seen the 

ad. Prior research (e.g., Maier et al., 2023) indicated that the number of individuals reached can 

vary significantly across conditions due to marketplace conditions (e.g., different ad competitions). 

Next, we calculated the email sign-up rate (ESR) by dividing the number of unique emails signed 

up by the reach of the ad. We had a total reach of NReach = 43,511(45.03% female, .84% unknown). 

Results 

Click-through rate. Providing evidence for our conceptualization, the click-through rate 

was significantly smaller for ads containing cryptocurrencies compared to credit cards (see Figure 

8; CTRCryptocurrencies = .78% vs. CTRCreditCards = 2.3%, χ2(1, N = 43,511) = 173.47, p < .001). Further, 

the drop in the CTR was less pronounced for Instagram users with an interest in online gambling 

and gaming (CTRCryptocurrenciesGamersGamblers = .78% vs. CTRCreditCardsGamersGamblers = 1.93%, dCTR = -

1.15, χ2(1, N = 22,266) = 56.64, p < .001) compared to all Instagram users (CTRCryptocurrenciesPublic 

= .79% vs. CTRCreditCardsPublic = 2.71%, dCTR = -1.92, χ2(1, N = 21,245) = 121.97, p < .001). 

Email sign-up rate. Similar to the click-through rate, the email sign-up rate was smaller for 

ads containing cryptocurrencies compared to credit cards (ESRCryptocurrencies = .02% vs. ESRCreditCards 

= .29%, χ2(1, N = 43,511) = 59.21, p <  .001). The drop in email sign-up rate however was more 

pronounced for Instagram users with an interest in online gambling and gaming 

(ESRCryptocurrenciesGamersGamblers = .01% vs. ESRCreditCardsGamersGamblers = .31%, dCTR = -.3, χ2(1, N = 

22,266) = 35.66, p <  .001) compared to all Instagram users (ESRCryptocurrenciesPublic = .03% vs. 

ESRCreditCardsPublic = .28%, dCTR = -.25, χ2(1, N = 21,245) = 21.76, p <  .001). 
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Figure 8: CTR decreases for ads promoting cryptocurrency (vs. credit card) payments 

Discussion 

The results of Study 5 indicate that cryptocurrencies as payment method decrease 

consumers’ willingness to interact with the firm compared to credit cards. Furthermore, the 

negative effect of cryptocurrencies as a payment method on actual behavior is attenuated for target 

consumers with an interest in online gaming and gambling, but this may be driven by alternative 

explanations. For downstream consequences (i.e., email sign-up), the targeting of users with an 

interest in online gaming or gambling leads to a lower willingness to interact with the firm. 

General Discussion 

The current paper is the first research we are aware of that sheds light on how payment 

methods influence consumers’ attributions towards a firm and consider cryptocurrencies as a 

payment method. Across one pilot and five studies, we present evidence that cryptocurrencies as 

a payment method reduce consumers’ attributions towards the firm relative to credit cards and that 

this effect is fully mediated by the payment method technology risk transfer. The sequential 

mechanism via perceived payment method risk and subsequent perceived firm interaction risk. We 

demonstrate that the negative impact of cryptocurrencies on firm attributions can be mitigated 

when firms proactively highlight the unique privacy advantages of the decentralized payment 

method or when consumers have a higher baseline trust in the firm. 



 27 

Theoretical Implications 

The current research makes three novel contributions. First, this work introduces the 

payment method technology risk transfer model to explain how payment methods influence 

consumers’ firm attributions via the sequential mediation through perceived payment method risk 

and subsequent perceived firm interaction risk. By developing this model, we connect the 

previously disconnected research streams on the psychology of payment (e.g., Chatterjee & Rose, 

2012; Hirschman, 1979; Soman, 2001), technology affordances (e.g., Davis & Chouinard, 2016; 

Mardon et al., 2022), and risk perception (e.g., Campbell & Goodstein, 2001; Oglethorpe & 

Monroe, 1987). Our work advances our understanding of how payment methods influence how 

consumers feel (firm attributions) and behave (sentiment) towards a firm. Prior literature on risk 

perception argued that perceived risk increases as uncertainty levels rise and/ or the probability of 

significant negative consequences increases (e.g., Campbell & Goodstein, 2001; Oglethorpe & 

Monroe, 1987). For the perceived payment method risk, this could mean that consumers who want 

to pay for a product or service with cryptocurrencies consider the perceived payment method risk 

to be higher due to the mentioned cryptocurrencies adoption barriers (uncertainty) and could fear 

that the payment will not work or that they will even lose money (consequences). Further, 

consumer research identified multiple sources of perceived risk, including financial, performance, 

physical, psychological, and social risk (e.g., Jacoby & Kaplan, 1972; Peter & Ryan, 1976; 

Zikmund & Scott, 1974). Consumers' overall perceptions of risk are often influenced by one or 

more of these sources (Campbell & Goodstein, 2001). In our case of perceived payment method 

risk, the overall perceived risk could stem, for example, from negative perceived consequences 

associated with financial (losing money), performance (transaction not getting through due to 

technological error), and/ or physical (security and privacy breaches) risk sources. 

Second, the findings of this research contribute to evaluative conditioning and affect 

transfer on how risk-related cryptocurrency memories shape the purchase process and firm 

attribution, showing that cryptocurrencies as a payment method reduce consumers’ trust in the 

firm and sentiment towards the firm. We extend previous studies that identified the effects of 

evaluative conditioning on brand attitude (e.g., Gorn, 1982; Miller & Allen, 2012; Stuart et al., 

1987) and affect transfer in goal systems (e.g., Fishbach et al., 2004; Kruglanski et al., 2002; 

Woolley & Sharif, 2021) by showing that the perception of cryptocurrencies as riskier payment 

methods in the goal system of completing a purchase spill over to the purchasing process resulting 
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in a higher firm interaction risk perception. Research on affect transfer in goal systems showed 

that the positive emotions associated with successful goal attainment can spill over to the process 

used to achieve the goal through mere association (Fishbach et al., 2004; Kruglanski et al., 2002; 

Woolley & Sharif, 2021). We find that the negative emotions towards cryptocurrencies (perceived 

as a riskier payment method) in the goal system of completing a purchase spilled over to the 

purchasing process (i.e., perceiving higher risk when completing a purchase with cryptocurrencies 

leads to perceiving higher risk when interacting with the firm). Furthermore, prior research 

indicates that the affect transfer is more likely to occur if the process is closely connected to goal 

attainment (Fishbach et al., 2004; Woolley & Sharif, 2021). Since the purchasing process and the 

purchase completion are tightly coupled, we might find this strong affect transfer through the 

payment method technology risk transfer. Additionally, we corroborate research on consumer trust 

that has shown that perceived risk erodes consumers’ trust in the firm (Khamitov et al., 2024). 

Further, prior evaluative condition research has shown that evaluative condition works worse for 

familiar firms (B. Gibson, 2008), and affect transfer literature has shown that the affect towards 

the endorser has a significant influence on the attitude towards the firm (Eisend & Langner, 2010; 

Kahle & Homer, 1985). The current findings extend these research streams by demonstrating that 

firms with higher baseline trust are immunized against the negative effects of a riskier payment 

method on firm attribution.  

Third, we integrate trust-repair theory (e.g., Xie & Peng, 2009) with affordance theory (e.g., 

Mardon et al., 2022) in information systems to explain how signaling cues (Culnan & Armstrong, 

1999; Kim et al., 2008; Shin, 2010) reduce the negative cryptocurrencies effect on firm attribution. 

Future Research 

The current research aims to serve as inspiration for future work in two noteworthy ways. 

First, future research may further explore the design requirements of cryptocurrencies as a payment 

method to enhance their attractiveness, reduce perceived riskiness, and promote greater adoption. 

For example, the role of money illusion (e.g., Wertenbroch et al., 2007) on the indication of prices 

in cryptocurrencies rather than in vernacular currencies could be investigated. 

Second, as previously noted, research on cryptocurrencies as payment methods is less 

developed compared to cryptocurrencies as financial assets (e.g., Belk, 2023; Wei & Dukes, 2021). 

In these studies, cryptocurrencies are viewed as volatile financial assets that provide diversification 
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for short-term investors rather than a payment method (Corbet et al., 2018). We see great potential 

for future work on cryptocurrencies as a payment method and the influence cryptocurrencies as a 

payment method have on consumer perception and behavior more broadly. While our findings 

suggest that offering cryptocurrencies as a payment method reduces consumers’ trust in the firm, 

they do not explore the impact on further downstream consequences. Prior research provides initial 

findings that trust affects consumer behavior (Chaudhuri & Holbrook, 2001; Sirdeshmukh et al., 

2002; Verhoef et al., 2002), but an in-depth exploration is required to fully understand the 

consequences of offering cryptocurrencies as a payment method. 

Future research could explore these effects in real market conditions with consequential 

outcomes or further evaluate the robustness of the current findings across different 

cryptocurrencies, exchange rates, types of firms, user interfaces, and sales channels. 

Practical Implications 

The findings of this research have significant managerial implications. First, we see great 

potential for retailers to enhance their communication strategy of cryptocurrencies in consumer 

markets. Given that affordance misalignments (perceived vs. actual affordances) are particularly 

prevalent with new digital technologies, it is crucial to effectively communicate the actual 

affordances to resolve these misalignments of cryptocurrencies (Mardon et al., 2022). Our findings 

demonstrate that such cryptocurrency affordance misalignments can have adverse effects, leading 

to diminished firm attributions. Notably, we find that seals are effective in resolving these 

misalignments. This finding is particularly relevant for firms that do not have a high baseline trust 

with consumers. Thus, the current work introduces a theory-driven framework to communicate 

cryptocurrencies in consumer markets effectively. 

Second, the findings of this research provide robust evidence of the adverse effects of 

cryptocurrencies as a payment method on trust in the firm across a broad range of applications of 

consumer settings (fashion, consumer electronics, and services) and at varying shopping cart price 

levels. For managers, these findings are important in light of prior research demonstrating the 

substantial impact of consumers’ trust on loyalty (Sirdeshmukh et al., 2002), customer referrals 

(Verhoef et al., 2002), and market share (Chaudhuri & Holbrook, 2001) as well as short-term 

purchase behavior (Kim et al., 2008). These findings become even more relevant when the 

possibility that cryptocurrencies may eventually replace traditional payment methods (e.g., cash 
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or credit cards) (Ilk et al., 2021) is taken into account. Therefore, the current research provides 

insights for managers on how to navigate the tension between cryptocurrency adoption benefits, 

such as profiting from the growing cryptocurrency market and a reduction of credit card 

companies' dependence (Gleim & Stevens, 2021; Hakkarainen et al., 2024), and the adverse effects 

of cryptocurrencies as a payment method on consumers’ firm attributions. 

Finally, the findings of this research contribute to the ongoing global debate on 

cryptocurrency regulation. Current research emphasizes the need for swift and appropriate public 

policy development to ensure consumer protection and prevent money laundering and terrorist 

financing. However, regulators face difficulties in keeping pace with the rapid innovations in 

cryptocurrency and in establishing global regulatory principles (WEF, 2024; Wronka, 2024). 

Additionally, the regulations developed primarily treat cryptocurrencies as investment assets 

rather than a payment method, focusing on intermediaries (specifically cryptocurrency exchanges) 

(Blockchain Regulatory Certainty Act, 2024; Financial Innovation and Technology for the 21st 

Century Act, 2024; ESMA, 2024). The findings of this research suggest that additional regulations 

are needed for cryptocurrencies as payment methods to ensure effective consumer protection. 

Without such regulations, consumers might be deceived into cryptocurrency scams, especially 

when cryptocurrencies are offered as payment methods alongside fake privacy seals. Effective 

regulations for cryptocurrency payment methods would reduce consumers’ perceived risks and 

increase their trust in using cryptocurrencies (Wronka, 2024). Consequently, our findings show 

that this would also mitigate the negative impact of cryptocurrencies on consumers’ perceptions 

of firms. Therefore, public policy and financial regulations for cryptocurrency payment methods 

would have far-reaching impact on consumers, firms, and society. 
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